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Information Access Management

	The tools and templates provided in CalOHI Policy and Information Memoranda have generally been authored by HIPAA workgroups.  Users should view the information presented in the context of their own organizations and environments.  Legal opinions and/or decision documentation may be needed when interpreting and/or applying this information.  
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GENERAL INFORMATION

	Resources
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	This chapter provides a summary of the part of the Health Information Portability and Accountability Act (HIPAA) Security Rule requiring the implementation of information access management.  The information in this chapter is derived from:

· Federal law,

· Federal regulations,

· State law,

· State regulations and guidelines,

· Federal policies and Frequently Asked Questions (FAQ), 

· International Organization for Standardization (ISO/IEC),

· Project Management Book of Knowledge (PMBOK), 

· Sysadmin, Audit, Network, and Security (SANS),

· National Research Council (NRC), and

· National Institute of Standards and Technology (NIST).

You need to review the specific mandates in relation to your programs, functions, and/or business practices to determine how to apply this requirement.




	Links to Resources
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	Links to the proposed and final federal security regulations may be found on the CalOHI Security page at CalOHI – Security.  Any referenced State laws may be found on the California Law website at Find California Code or on the CalOHI Legal page at CalOHI - Legal Issues.


	Decision Points
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	Throughout the chapter, you will find blue boxes containing decision points.  Decision points target covered entities and their business associates that are required to implement the HIPAA Security Rule.  Decision points identify decisions covered entities will need to make to establish their security policies and procedures.

You should review the decision points to determine which of them apply to your business practices.  You may consider alternative solutions for each issue and weigh the positive and negative effects of the alternatives based on your business practices and applicable federal and State law.  You may also consider your liability and the financial impact of each alternative.  We strongly recommend you discuss the analysis and recommendations with your legal counsel.  A sample decision tool was issued in CalOHI Policy Memorandum 2003-22 Exhibit 3.  This tool may be found on the CalOHI Privacy page at CalOHI - Privacy. 

We have provided checklists of the decision points at the end of each chapter or section.  You may use the checklists as guides for the decisions you need to make.  Once you have established policies related to the decision points, the policies will become part of your security policies and procedures. 




	Examples, Hyperlinks, and Definitions
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	Examples to assist in understanding the requirements will be indented and printed in blue ink.  Hyperlinks are provided to appropriate web site references, to pages within this chapter, and to terms posted in the CalOHI website glossary.  Definitions for terms used in this document may be found at the end of the chapter.




	Standards and Implementation Specifications 
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	The HIPAA Security Rule contains standards, which are requirements covered entities must meet.  Within the standards, there are implementation specifications.  Implementation specifications are more detailed activities necessary to accomplish the standard requirement.  Some implementation specifications are required, and covered entities must complete these activities to be in compliance with the Rule.  Other implementation specifications are addressable, which means that covered entities are required to address how they will meet the specification.  Addressable implementation specifications allow covered entities more flexibility with respect to security standards compliance.  It does NOT mean that the specification is optional.  


	
	For additional information regarding meeting addressable and required implementation specifications, see CalOHI Policy Memorandum 2004-43.  It may be found on the CalOHI website at CalOHI - Security.  




Information Access ManagemEnt

	Security Rule
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	The HIPAA Security Rule requires the implementation of administrative safeguards, such as administrative actions, policies, and procedures, to manage the selection, development, implementation, and maintenance of security measures to protect EPHI.  The Rule’s information access management standard states:

Standard:  Information access management.  Implement policies and procedures for authorizing access to electronic protected health information that are consistent with the applicable requirements of subpart E of this part.  
It requires covered entities to implement policies and procedures for authorizing access to EPHI that are consistent with the HIPAA Privacy Rule.  [45 C.F.R.  164.308(a)(4)]


	
	The information access management standard includes the following implementation specifications:

Isolating Health Care Clearinghouse Functions (Required).  If a health care clearinghouse is part of a larger organization, the clearinghouse must implement policies and procedures that protect the EPHI of the clearinghouse from unauthorized access by the larger organization.
Access Authorization (Addressable).  Implement policies and procedures for granting access to EPHI, for example, through access to a workstation, transaction, program, process, or other mechanism.
Access Establishment and Modification (Addressable).  Implement policies and procedures that, based upon the entity’s access authorization policies, establish, document, review, and modify a user’s right of access to a workstation, transaction, program, or process.
[45 C.F.R. § 164.308(a)(4)]




	Information Access Management and Minimum Necessary 
	The information access management standard requires covered entities to adopt policies and procedures on authorizing EPHI access.  These policies and procedures must be consistent with the Privacy Rule's minimum necessary standard.  The Privacy Rule requires polices and procedures on limiting an individual’s access to protected health information (PHI) to be established so unauthorized uses and disclosures of PHI can be prevented.  An individual’s access must be limited to the minimum PHI that they need to carry out his/her job functions and must only be for the intended purpose of use, disclosure, or request.  

The degree of access management policies refinement – i.e., how "fine-grained" the setting of access privileges should be – will depend on covered entity size and information system technical capabilities.  However, consideration must also be given to those requirements already established from the Privacy Rule, as they also apply to EPHI.  

See CalOHI Policy Memorandum 2003-35, Chapter 26: Minimum Necessary, Exhibits 4A through 4C, for more information.  It may be found at the CalOHI website at CalOHI - Privacy.  
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	DECISION POINT:  Minimum Necessary
Do you have documented minimum necessary polices and procedures? 

Minimum necessary policies and procedures should already be documented as part of your privacy policies and procedures.  If not already documented, covered entities must do so.  Covered entities must ensure staff is trained on those policies and procedures.  You will need to have guidelines to limit the information used, disclosed, or requested to the minimum necessary to fulfill the purpose.  These guidelines will reflect the other decisions that must be made to implement and maintain a minimum necessary standard.  You must determine what EPHI each person or classification of person needs to access to carry out his/her duties.  This decision may be based on individual members’ roles or on their role-based responsibilities.  You may use the mapping of PHI within your organization to assist in this identification process.  

	
	


Isolating Health Care Clearinghouse Functions

	
	The Security Rule requires that if a health care clearinghouse is part of a larger organization, the clearinghouse must implement policies and procedures that protect the clearinghouse’s EPHI from unauthorized access by the larger organization.  The purpose of this specification is to ensure that all health care information in the possession of a clearinghouse is not inappropriately accessed by the larger organization.  This includes all health information that is electronically maintained or submitted (e.g. EPHI).  


	HIPAA and Clearinghouse Functions
	The point of Section 1173(d)(1)(B) of the Health Insurance Portability and Accountability Act of 1996 (the Act) is to ensure that health care information in the possession of a health care clearinghouse is not inappropriately accessed by the larger organization.  This section also provides that the Secretary of Health and Human Services (HHS) must adopt standards to ensure that a health care clearinghouse, if part of the larger organization, has policies and security procedures to protect information from unauthorized access by the larger organization.  Section 164.105 of the Rule makes the health care component and affiliated entity standards of the Privacy Rule applicable to the security standards.  The security measures implemented by health plans and providers should protect EPHI.   [Federal Register, Vol. 68, No. 34, p. 8358]
Additionally, those components of a hybrid entity that are designated as health care components must comply with the security standards and must protect against unauthorized access with respect to the other components of the entity in the same way as separate entities.  [Federal Register, Vol. 68, No. 34, p. 8358]




	What is a Clearinghouse?
	A health care clearinghouse is a public or private entity that either:

1) Processes or facilitates the processing of non-standard information or data content received from another entity into standard data elements or a standard transaction, or

2) Receives a standard transaction from another entity and processes or facilitates the processing of information into a non-standard format or data content for a receiving entity.  
Entities, including but not limited to, billing services, repricing companies, community health management information systems or community health information systems, and “value-added” networks and switches are considered to be health care clearinghouses if they perform either of the above functions. 
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	DECISION POINT:  Health Care Clearinghouse

Does your organization function as a health care clearinghouse?

You need to determine if your health care clearinghouse is part of a larger organization.  You must identify where EPHI resides throughout the clearinghouse.  Policies and procedures that protect the clearinghouse’s EPHI from unauthorized access by the larger organization must be established.   

	
	


Access Authorization
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	The Rule requires covered entities to address implementing policies and procedures for granting access to EPHI.  Establishing criteria to control access to EPHI creates a more secure environment.  The implementation specification for access authorization suggests developing policies and procedures for granting access to EPHI through access to a workstation, transaction, program, or process.  

The information access management standard requires the policies and procedures to be consistent with the Privacy Rule’s minimum necessary requirements as well as its general permissible and impermissible uses and disclosures.  Access authorization policy will identify who needs access to EPHI and exactly what EPHI the person needs and is allowed to access.  These policies and procedures set out the criteria for determining the authorization level to grant to a staff person for entry into a system or program.  

One possible protocol for establishing right access to EPHI may be: 

Based on [job description/classification], the staff person will be assigned by [individual or role] to the appropriate group(s) for access control purposes and/or will be assigned specific user-based access settings on the master access list.
  

The Rule does not specify how to determine access authorization.  There are three common factors used to determine access authorization:  the user, the role, and the context.  Covered entities will need to decide if they will use these methods or any other methods to meet the intent of the standard.  


	
	Note:  For giving access to or disclosures of EPHI to individuals outside the workforce, the covered entity must adhere to the use and disclosure provisions of the Privacy Rule.
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	Users’ access to information based on their position in the organization is role-based access.  Groups may be established based on job duties or roles.  Then employees are assigned to the appropriate group and are given information access associated with the group.  

For example, in a doctor’s office, a physician’s user-based access would allow him/her to see all aspects of the patient’s records.  In the same office, the billing clerk’s user-based access would only allow him/her to see certain information (e.g., diagnosis, procedure codes, and dates of service) to submit a claim.  

The privacy regulations provide the minimum necessary standard for role-based access.  
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	DECISION POINT:  Job Descriptions

Are there documented job descriptions that accurately reflect assigned duties and responsibilities? 

You should define a process for determining access for differing roles.  This process should be documented in the security policies and procedures.  

	
	


	Content-Based Access
	Content-based access filters access based on a particular transaction or content.  This may be helpful in organizations where separation of duties is needed and access is filtered so that one person is needed to complete a transaction initiated by another.  This type of access control may be beneficial when auditing another’s transactions.  

For example, a patient of a multi-service medical clinic which provides physical and mental care services has information about her mental health care restricted from access by her ex-brother-in-law who is a physician working in the clinic.  Therefore, the ex-brother-in-law does not have access to the specified contents of the patient’s medical records.  

	
	For more information regarding access controls, including unique user identification and emergency access procedures, see Chapter 14: Access Controls, which CalOHI will release in the spring of 2005.  When released, it may be found on the CalOHI website at CalOHI – Security.  
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	DECISION POINT:  Access Controls 

Does your organization’s IT operating system have the capacity to set access controls? 

You need to determine if your entity’s access will be user or identity-based, role-based, context-based, or a combination of these.  The method you adopt should be documented in your security policies and procedures. 

	
	


	Access Administration 
	Decisions regarding access should be documented as policies and/or procedures.  Covered entities need to establish standards for granting access.  Formal authorization from an appropriate authority should be included in the access authorization and administration process.  




Access Establishment and Modification
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	Covered entities need to address implementing policies and procedures that, based on the entity’s access authorization policies, establish, document, review, and modify a user’s right of access to a workstation, transaction, program, or process.  Access authorization should be documented once established.  The documentation could describe: 

· Identification of a staff member to be given access,

· Areas to which a staff member is granted access,

· Equipment the staff member is allowed to use,

· Applications the staff member is allowed to use,

· Data the staff member may access, and 

· Functions the staff member is allowed to perform.



	
	Access modification is the part of your security policies that explains the circumstances to modify to a staff person’s right of EPHI access.  Access would be through a terminal, transaction, program, or process.  A covered entity must establish policies and procedures that discuss modifying access as soon as a change occurs.  This could include a promotion, where access may need to be modified to allow more permission, or a job termination, where all access will be removed.  


	
	Access establishment and modification procedures should include:

· Creating and maintaining access control lists such that:: 

· Authorizations remain the same and are upheld, 

· Clearance levels of staff and other users support the privilege granted, 

· Access to workstations, transactions, programs, and/or processes are considered. 

· Establishing a regular review process to ensure staff access rights  are current according to the established policies, and 

· Modifying access control lists to reflect changes (such as terminations or job function changes).



	
	One possible protocol to determine modification to one’s EPHI access rights is: 




	
	For example, if an entity determines that an access permission change is needed, this would be investigated by [individual or role].  [Individual or role] will consider the least amount of privilege needed, and separation of duties in making a determination.  If a staff person’s duties, role, function, or responsibilities change, the access permissions of that person should be re-evaluated.  All modifications and reasons for modification should be documented on the master access list. 
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	DECISION POINT:  Access Authorization Review

Does management regularly review the access authorization list? 

You should coordinate management, operational, and technical controls and regularly review access authorization.  Management should determine if access levels are still appropriate and should update master access lists accordingly.  

	
	


State Administrative Manual (SAM)
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	The State Administrative Manual (SAM) states that agencies need to ensure the integrity of computerized information resources by protecting them from unauthorized access, modification, destruction, or disclosure.  [SAM § 4840]   Further, agency heads are responsible for the authorization of access to those resources, and agency employees share in this responsibility as well.  SAM, in part, discusses authorizing access to information relative to the classification of information and the need for access to that information.  [SAM § 4841.5]
By implementing these SAM requirements, State departments are meeting, in part, the HIPAA requirement for information access management.  State departments must document their information access management policies and procedures to be HIPAA compliant.  These policies and procedures must include access establishment and modification in addition to access authorization.  For those covered entity State departments that may have a designated component as a health care clearinghouse, as defined by HIPAA, additional policies and procedures are needed to ensure that EPHI is protected from the larger organization.

Departments should consult with their legal staff to verify if there are other program specific guidelines, regulations, or laws pertaining to data they create, transmit, store, or maintain. 

	
	


DEFINITIONS

	
	The terms listed below are related to information access management.  Other terms are defined in CalOHI Policy Memorandum 2005-56, Exhibit 12: Security Management Process Terms and Definitions.  It may be found on the CalOHI website at CalOHI - Security.  When the HIPAA Security chapters are completed, the terms will be merged into the CalOHI glossary on our website.


	Access
	The ability or the means necessary to read, write, modify, or communicate data/information or otherwise use any system resources (This definition applies to how it is used in the HIPAA Security Rule and not subpart E of the Privacy rule).  [45 C.F.R. § 164.304]


	Authentication
	The corroboration that a person is the one claimed.   [45 C.F.R. § 164.304]


	Data
	1) A distinct piece of information usually formatted in a special way.  All software is divided into two general categories: data and programs.  Programs are collections of instructions for manipulating data.  Data can exist in a variety of forms -- as numbers or text on pieces of paper, as bits and bytes stored in electronic memory, or as facts stored in a person's mind.  

2) The term data is often used to distinguish binary machine-readable information from textual human-readable information.  For example, some applications make a distinction between data files (files that contain binary data) and text files (files that contain American Standard Code of Information Interchange (ASCII) data).  

3) In database management systems, data files are the files that store the database information, whereas other files, such as index files and data dictionaries, store administrative information known as metadata.  [Webopedia] 

Data for HIPAA purposes includes electronic protected health information (EPHI).  It is also referred to as electronic media. 


	Electronic Media
	1) Objects on which data can be stored.  These include hard disks, floppy disks, compact disks, and tapes. 

2) In computer networks, media refers to the cables linking workstations together.  There are many different types of transmission media, the most popular being twisted-pair wire (normal electrical wire), coaxial cable (the type of cable used for cable television), and fiber optic cable (cables made out of glass). 

3) Electronic media refers to the form and technology used to communicate information.  For example, multimedia presentations combine sound, pictures, and videos, all of which are different types of media.   [Webopedia]


	Health Care Component
	A component or a combination of components of a hybrid entity designated by the hybrid entity.  [45 C.F.R. § 164.304]


	Hybrid Entity 
	A single legal entity: 

1) That is a covered entity, 

2) Whose business activities include both covered and non-covered functions, and

3) That designates health care components in accordance with section 164.105(a)(2)(iii)(C).   [45 C.F.R. § 164.304]


	User
	A person or entity with authorized access.  [45 C.F.R. § 164.304]


	Workstation
	An electronic computing device, such as a laptop, a desktop computer, or any other device that performs similar functions, where electronic media is stored in its immediate environment.  

[45 C.F.R. § 164.304]
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