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43246 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules

2. Health Care Clearinghouse

We would define ‘‘health care clearinghouse’’ as section 1171(2) of the Act does, but we are adding a further, clarifying sentence. The statute defines a ‘‘health care clearinghouse’’ as a public or private entity that processes or facilitates the processing of nonstandard data elements of health information into standard data elements. We would further explain that such an entity is one that currently receives health care transactions from health care providers or other entities, translates the data from a given format into one acceptable to the intended recipient and forwards the processed transaction to appropriate payers and clearinghouses, as necessary, for further action.

There are currently a number of private clearinghouses that perform this function for health care providers. For purposes of this rule, we would consider billing services, repricing companies, community health management information systems or community health information systems, value-added networks, and switches that perform this function to be health care clearinghouses.
43252 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules

e. Information Access Control. An entity would be required to establish and maintain formal, documented policies and procedures for granting different levels of access to health care information. To satisfy this requirement, the following features would be provided:

· Access authorization policies and procedures.
· Access establishment policies and procedures.

· Access modification policies and procedures.

Access control is also discussed later in this document in the personnel security requirement and under the physical safeguards, technical security services, and technical security mechanisms categories.
43258 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules

2. Health Care Clearinghouses

a. We would require in § 142.306(b) that each health care clearinghouse comply with the security standard to ensure all health care information and activities are protected from unauthorized access. If the clearinghouse is part of a larger organization, then security must be imposed to prevent unauthorized access by the larger organization. The security standards apply to all health information pertaining to an individual that is electronically maintained or electronically transmitted. 

b. In § 142.310(a), entities would not be required to use an electronic signature. However, if a plan elects to use an electronic signature in one of the transactions named in the law, it would be required to apply the electronic signature standard described in § 142.310(b) to that transaction. In the future, we anticipate that the standards for other transactions may include requirements for signatures. In particular, the proposed standard for claims attachments, which will be issued in a separate regulations package later, may include signature requirements on some or all of the attachments. If the proposed attachments standard includes such signature requirements, we will address the issue of how to reconcile such requirements with existing State and Federal requirements for written signatures as part of the proposed rule.
43261 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules
3. Clearinghouses

Health care clearinghouses would face impacts similar to those experienced by health care providers and health plans. Systems vendors, that provide computer software applications to health care providers and other billers of health care services, would likely be positively affected. These vendors would have to develop software solutions that would allow health care providers and other billers of health care transactions to protect the information in their databases from unwanted access to their systems.
43264 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules

Health care clearinghouse means a public or private entity that processes or facilitates the processing of nonstandard data elements of health information into standard data elements. The entity receives health care transactions from health care providers or other entities, translates the data from a given format into one acceptable to the intended payer or payers, and forwards the processed transaction to appropriate payers and clearinghouses. Billing services, repricing companies, community health management information systems, community health information systems, and ‘‘value-added’’ networks and switches are considered to be health care clearinghouses for purposes of this part.
43265 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules

§ 142.105 Compliance using a health care clearinghouse.

(a) Any person or other entity subject to the requirements of this part may meet the requirements to accept and transmit standard transactions by either—

(1) Transmitting and receiving standard data elements; or 

(2) Submitting nonstandard data elements to a health care clearinghouse for processing into standard data elements and transmission by the health care clearinghouse and receiving standard data elements through the health care clearinghouse.

(b) The transmission, under contract, of nonstandard data elements between a health plan or a health care provider and its agent health care clearinghouse is not a violation of the requirements of this part.

43266 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules

(5) Information access control (formal, documented policies and procedures for granting different levels of access to health care information) that includes all of the following implementation features:

(i) Access authorization (information use policies and procedures that establish the rules for granting access, (for example, to a terminal, transaction, program, process, or some other user.)

(ii) Access establishment (security policies and rules that determine an entity’s initial right of access to a terminal, transaction, program, process or some other user).

(iii) Access modification (security policies and rules that determine the types of, and reasons for, modification to an entity’s established right of access, to a terminal, transaction, program, process, or some other user.)
43271 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules

Access establishment:

The security policies, and the rules established therein, that determine an entity’s initial right of access to a terminal, transaction, program, or process.

Part of information access control on the matrix.
Access modification:

The security policies, and the rules established therein, that determine types of, and reasons for, modification to an entity’s established right of access to a terminal, transaction, program, or process.

Part of information access control on the matrix.
Final Rule

8349 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

4. Information Access Management (§ 164.308(a)(4))

We proposed an ‘‘information access control’’ requirement for establishment and maintenance of formal, documented policies and procedures defining levels of access for all personnel authorized to access health information, and how access is granted and modified. In § 164.308(a)(4)(ii)(B) and (C) below, the proposed implementation features are made addressable specifications. We have added in § 164.308(a)(4)(ii)(A), a required implementation specification to isolate health care clearinghouse functions to address the provisions of section 1173(d)(1)(B) of the Act which related to this area.
a. Comment: One commenter asked that the requirement be deleted, expressing the opinion that this requirement goes beyond ‘‘reasonable boundaries’’ into regulating common business practices. In contrast, another asked that we expand this requirement to identify participating parties and access privileges relative to specific data elements.

Response: We disagree that this requirement improperly imposes upon business functions. Restricting access to those persons and entities with a need for access is a basic tenet of security. By this mechanism, the risk of inappropriate disclosure, alteration, or destruction of information is minimized. We cannot, however, specifically identify participating parties and access privileges relative to data elements within this regulation. These will vary depending upon the entity, the needs within the user community, the system in which the data resides, and the specific data being accessed. This standard is consistent with § 164.514(d) in the Privacy Rule (minimum necessary requirements for use and disclosure of protected health information), and is, therefore, being retained.

b. Comment: Several commenters asked that we not mandate the implementation features, but leave them as optional, a suggested means of compliance. The commenters noted that this might make the rules more scalable and flexible, since this approach would allow providers to implement safeguards that best addressed their needs. Along this line, one commenter expressed the belief that each organization should implement features deemed necessary based on its own risk assessment.

Response: While the information access management standard in this final rule must be met, we agree that the implementation specifications at § 164.308(a)(4)(ii)(B) and (C) should not be mandated but posed as a suggested means of compliance, which must be addressed. These specifications may not be applicable to all entities based on their size and degree of automation. A fully automated covered entity spanning multiple locations and involving hundreds of employees may determine it has a need to adopt a formal policy for access authorization, while a small provider may decide that a desktop standard operating procedure will meet the specifications. The final rule has been revised accordingly. 

c. Comment: Clarification was requested concerning the meaning of ’’formal.’’
Response: The word ‘‘formal’’ has caused considerable concern among commenters, as it was thought ‘‘formal’’ carried the connotation of a rigidly defined structure similar to what might be found in the Department of Defense instructions. As used in the proposed rule, this word was not intended to convey such a strict structure. Rather, it was meant to convey that documentation should be an official organizational statement as opposed to word-of-mouth or cryptic notes scratched on a notepad. While documentation is still required (see § 164.316), to alleviate confusion, the word ‘‘formal’’ has been deleted.

d. Comment: One commenter asked that we clarify that this requirement relates to both the establishment of policies for the access control function and to access control (the implementation of those policies). 

Response: ‘‘Information access management’’ does address both the establishment of access control policies and their implementation. We use the term ‘‘implement’’ to clarify that the procedures must be in use, and we believe that the requirement to implement policies and procedures requires, as an antecedent condition, the establishment or adaptation of those policies and procedures.
8358 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

1. Health Care Clearinghouses

The proposed rule proposed that if a health care clearinghouse were part of a larger organization, it would be required to ensure that all health information pertaining to an individual is protected from unauthorized access by the larger organization; this statement closely tracked the statutory language in section 1173(d)(1)(B) of the Act. Since the point of the statutory language is to ensure that health care information in the possession of a health care clearinghouse is not inappropriately accessed by the larger organization of which it is a part, this final rule implements the statutory language through the information access management provision of § 164.308(a)(4)(ii)(A).

The final rule, at § 164.105, makes the health care component and affiliated entity standards of the Privacy Rule applicable to the security standards. Therefore, we have not changed those standards substantively. In pertaining to the Privacy Rule, we have simply moved them to a new location in part 164. Any differences between § 164.105 and § 164.504(a) through (d) reflects the addition of requirements specific to the security standards.

The health care component approach was developed in response to extensive comment received principally on the Privacy Rule. See 65 FR 82502 through 82503 and 82637 through 82640 for a discussion of the policy concerns underlying the health care component approach. Since the security standards are intended to support the protection of electronic information protected by the Privacy Rule, it makes sense to incorporate organizational requirements that parallel those required of covered entities by the Privacy Rule. This policy will also minimize the burden of complying with both rules.

a. Comment: Relative to the following preamble statement (63 FR 43258): ‘‘If the clearinghouse is part of a larger organization, then security must be imposed to prevent unauthorized access by the larger organization.’’ One commenter asked what is considered to be ‘‘the larger organization.’’ For example, if a clearinghouse function occurs in a department of a larger business entity, will the regulation cover all internal electronic communication, such as e-mail, within the larger business and all external electronic communication, such as email with its owners?

Response: The ‘‘larger organization’’ is the overall business entity that a clearinghouse would be part of. Under the Security Rule, the larger organization must assure that the health care clearinghouse function has instituted measures to ensure only that electronic protected health information that it processes is not improperly accessed by unauthorized persons or other entities, including the larger organization. Internal electronic communication within the larger organization will not be covered by the rule if it does not involve the clearinghouse, assuming that it has designated health care components, of which the health care clearinghouse is one. External communication must be protected as sent by the clearinghouse, but need not be protected once received. 

b. Comment: One commenter asked that the first sentence in § 142.306(b) of the proposed rule, ‘‘If a health care clearinghouse is part of a larger organization, it must assure all health information is protected from unauthorized access by the larger organization’’ be expanded to read, ‘‘If a health care clearinghouse or any other health care entity is part of a larger organization . . .’’

Response: The Act specifically provides, at section 1173(d)(1)(B), that the Secretary must adopt standards to ensure that a health care clearinghouse, if part of a larger organization, has policies and security procedures to protect information from unauthorized access by the larger organization. Health care providers and health plans are often part of larger organizations that are not themselves health care providers or health plans. The security measures implemented by health plans and covered health care providers should protect electronic protected health information in circumstances such as the one identified by the commenter. Therefore, we agree with the comment that the requirement should be expanded as suggested by the commenter. In this final rule, those components of a hybrid entity that are designated as health care components must comply with the security standards and protect against unauthorized access with respect to the other components of the larger entity in the same way as they must deal with separate entities.
8366 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

· Moved proposed § 142.308(a)(5), ‘‘Information access control,’’ to § 164.308(a)(4)(i) and renamed as ‘‘Information access management.’’ Removed the word ‘‘formal’’ from description. Modified language to state that two implementation specifications (‘‘Access Authorization’’ and Access Establishment and Modification’’) are addressable.
8372 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

3. Clearinghouses

All health care clearinghouses must meet the requirements of this regulation. Health care clearinghouses would face effects similar to those experienced by health care providers and health plans. However, because clearinghouses represent one way in which providers and plans can achieve compliance, the clearinghouses’ costs of complying with these standards would probably be passed along to those entities, to be shared over the entire customer base.
8376Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

§ 164.304 Definitions. As used in this subpart, the following terms have the following meanings:…

Access means the ability or the means necessary to read, write, modify, or communicate data/information or otherwise use any system resource. (This definition applies to ‘‘access’’ as used in this subpart, not as used in subpart E of this part.) 

Administrative safeguards are administrative actions, and policies and procedures, to manage the selection, development, implementation, and maintenance of security measures to protect electronic protected health information and to manage the conduct of the covered entity’s workforce in relation to the protection of that information. 
8377 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

§ 164.308 Administrative safeguards.

(a) (4)(i) Standard: Information access management. Implement policies and

procedures for authorizing access to electronic protected health information that are consistent with the applicable requirements of subpart E of this part.

(ii) Implementation specifications:

(A) Isolating health car clearinghouse functions (Required). If a

health care clearinghouse is part of a larger organization, the clearinghouse must implement policies and procedures that protect the electronic protected health information of the clearinghouse from unauthorized access by the larger organization.

(B) Access authorization (Addressable). Implement policies and procedures for granting access to electronic protected health information, for example, through access to a workstation, transaction, program, process, or other mechanism.

(C) Access establishment and modification (Addressable). Implement

policies and procedures that, based upon the entity’s access authorization policies, establish, document, review, and modify a user’s right of access to a workstation, transaction, program, or process.

State Administrative Manual

4840     SECURITY AND RISK MANAGEMENT 
(Revised 09/02) 

State agencies need to ensure the integrity of computerized information resources by protecting them from unauthorized access, modification, destruction, or disclosure and to ensure the physical security of these resources. State agency heads are accountable for the computerized information resources held by their agencies. They are responsible for the integrity of computerized information resources, and the authorization of access to those resources.  All agency employees share in this responsibility as well.

Agencies shall also ensure that users, contractors and third parties having access to State computerized information resources are informed of and abide by this policy and the agency security plan and are infomed of applicable state statutes related to computerized information resources.

Agency heads are responsible and shall take reasonable measures for implementation of, and compliance with, the state security policy. Each agency that employs information technology must establish risk management and disaster recovery planning process for identifying, assessing, and responding to the risks associated with its information assets. The state's information assets (its data processing capabilities, information technology infrastructure and data files) are an essential public resource. For many agencies, program operations would effectively cease in the absence of key computer systems. In some cases, public health and safety would be immediately jeopardized by the failure or disruption of a system. The non-availability of state information system and resources can also have a detrimental impact on the state economy and the citizens who rely on state programs. Furthermore, the unauthorized modification, deletion, or disclosure of information included in agency files and data bases can compromise the integrity of state programs, violate individual right to privacy, and constitute a criminal act.

4841.5     RESPONSIBILITY OF OWNERS OF INFORMATION  
(Revised 09/02) 

The responsibilities of an agency unit that is the designated owner of an automated file or database consist of:

· Classifying each file or database for which it has ownership responsibility in accordance with the need for precautions in controlling access to and preserving the security and integrity of the file or data base (see SAM Section 4841.3); 

· Defining precautions for controlling access to and preserving the security and integrity of files and data bases that have been classified as requiring such precautions; 

· Authorizing access to the information in accordance with the classification of the information and the need for access to the information; 

· Monitoring and ensuring compliance with agency and state security policies and procedures affecting the information; 

· Identifying for each file or data base the level of acceptable risk; and 
  

· Filing Information Security Incident Reports with Finance. See SAM Section 4845. 

The ownership responsibilities must be performed throughout the life cycle of the file or database, until its proper disposal. Program units that have been designated owners of automated files and data bases must coordinate these responsibilities with the agency Information Security Officer.
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