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	The tools and templates provided in CalOHI Policy and Information Memoranda have generally been authored by HIPAA workgroups.  Users should view the information presented in the context of their own organizations and environments.  Legal opinions and/or decision documentation may be needed when interpreting and/or applying this information.  
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INTRODUCTION

	Resources
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	This chapter provides a summary of the part of the Health Information Portability and Accountability Act (HIPAA) Security Rule requiring covered entities to establish policies and procedures on workstation use and security.  The information in this chapter is derived from:

· Federal law,

· Federal regulations,

· State law,

· State regulations and guidelines,

· Federal policies and Frequently Asked Questions (FAQ), 

· International Organization for Standardization (ISO/IEC),

· Project Management Book of Knowledge (PMBOK),

· Sysadmin, Audit, Network, and Security (SANS)

· National Research Council (NRC), and

· National Institute of Standards and Technology (NIST).

You will need to review the specific mandates in relation to your programs, functions, and/or business practices to determine how to apply this requirement.




	Links to Resources
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	Links to the proposed and final federal security regulations may be found on the CalOHI Security page at CalOHI – Security.  Any referenced State laws may be found on the California Law website at Find California Code or on the CalOHI Legal page at CalOHI - Legal Issues.




	Decision Points
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	Throughout the chapter, you will find blue boxes containing decision points.  Decision points target covered entities and their business associates that are required to implement the HIPAA Security Rule.  Decision points identify decisions covered entities will need to make to establish their security policies and procedures.

You should review the decision points to determine which of them apply to your business practices.  You may consider alternative solutions for each issue and weigh the positive and negative effects of the alternatives based on your business practices and applicable federal and State law.  You may also consider your liability and the financial impact of each alternative.  We strongly recommend you discuss the analysis and recommendations with your legal counsel.  A sample decision tool was issued in CalOHI Policy Memorandum 2003-22, Exhibit 3.  This tool may be found on the CalOHI Privacy page at CalOHI - Privacy. 

We have provided checklists of the decision points and major considerations at the end of each chapter or section.  You may use the checklists as guides for the decisions you need to make.  Once you have established policies related to the decision points, the policies will become part of your security policies and procedures.




	Examples, Hyperlinks, and Definitions
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	Examples to assist in understanding the requirements will be indented and printed in blue ink.  Hyperlinks are provided to appropriate web site references, to pages within this chapter, and to terms posted in the CalOHI website glossary.  Definitions for terms used in this document may be found at the end of the chapter.



Workstation Use and Security
	General Information
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	The HIPAA Security Rule requires administrative safeguards be in place to guard data integrity, confidentiality and availability.  To meet this requirement, covered entities must implement safeguards to protect the use and security of workstations.  

This document contains two chapters; Chapter 6: Workstation Use and Chapter 7: Workstation Security.  Chapter 6 provides a summary of the part of the Health Information Portability and Accountability Act (HIPAA) Security Rule requiring covered entities to implement workstation use policies and procedures specifying:

· The proper functions to be performed,

· The manner in which those functions are to be performed, and

· The physical attributes of the surroundings of the workstations that can access electronic protected health information (EPHI).

Chapter 7 provides a summary of the part of the HIPAA Security Rule requiring covered entities to implement physical safeguards for all workstations whose users access EPHI and to restrict workstation access to authorized users.  


	
	Each entity will need to consider what constitutes an appropriate solution for workstation security based on its risk analysis and risk management results.  The standards have been written in general terms, instead of being written in terms dictating what entities must do to secure their workstations.


	
	You will need to review the specific mandates in relation to your programs, functions, and/or business practices to determine how to apply this requirement.  Also, due to the interplay between workforce, workstation, physical security, and access controls, the following chapters will need to be reviewed and coordinated with this document’s chapters during your implementation:


	
	· Chapter 5: Workforce Security,

· Chapter 12: Facility Access Controls,

· Chapter 13: Device and Media Controls,

· Chapter 14: Access Controls,

· Chapter 17: Person or Entity Authentication, and

· Chapter 18: Security Awareness Training.


	
	Even when workstations and facilities are physically and technically secured, EPHI is at risk of inappropriate access and disclosure if workforce members who access EPHI do not protect it as well.  The way that covered entities manage their staff, workstations, and facility through policies and procedures affects the overall security of EPHI.




	Background
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	The HIPAA Security Rule requires administrative, technical, and physical safeguards are in place to guard data integrity, confidentiality and availability of EPHI.  As a physical safeguard, the Rule requires formal, documented policies and procedures that address how a covered entity addresses the safeguarding of EPHI in workstation use, security, and environment.  
The Rule’s workstation use standard works together with the workstation security standard, requiring covered entities to restrict access to workstations with EPHI to only authorized users.  As with all standards, both are required.  Since workstation use and workstation security work hand in hand, it is important to understand their relationship.  
· Workstation use involves establishing policies and procedures that address the functions performed at each workstation, the manner in which those functions are performed, and the physical attributes around each workstation that accesses EPHI.  The general policies will be communicated with all employees, including expectations of workforce members with regard to their workstation and area.  These policies may link or reference the workstation security policy. 
· Workstation security involves implementing specific controls or physical safeguards, which are designed to secure the workstation.  



	Security Rule
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	The HIPAA Security Rule includes the following requirement for workstation use.
“Standard:  Workstation use.  Implement policies and procedures that specify the proper functions to be performed, the manner in which those functions are to be performed, and the physical attributes of the surroundings of a specific workstation or class of workstation that can access electronic protected health information.”  [45 C.F.R. § 164.306(b)]


	
	The following is the requirement for workstation security under the HIPAA Security rule: 

“Standard:  Workstation security.  Implement physical safeguards for all workstations that access electronic protected health information, to restrict access to authorized users.”  [45 C.F.R. § 164.306(c)]




	What is a Workstation?

	The Security Rule defines a workstation as “an electronic computing device, for example, a laptop or desktop computer, or any other device that performs similar functions, and electronic media stored in its immediate environment.” [45 C.F.R. § 164.304 ]   

“Any other device” has been defined as:
· Both unintelligent and intelligent computer terminals,

· Personal digital assistants (PDAs),

· Other types of wireless devices,

· Operator’s consoles associated with mini-, mid-range, or mainframe computers, and

· Diagnostic equipment that may contain and/or provide access to EPHI.

Entities are encouraged to consider the applicability of the standards to each type of device.




	Security Awareness & Training


	Chapter 18: Security Awareness and Training discusses staff training and provides the foundation for securing EPHI.  Workforce members should be trained on workstation use and security policies and procedures.  In addition, they should be taught how to maintain the security of their workstation and the workstations of others.  Entities may require workforce members to sign acknowledgments, indicating they understand what is expected of them in terms of security.  

For more Policy Memorandum 2005-57, which may be found on the CalOHI website at CalOHI - Security.


	State Administrative Manual (SAM)
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	The State Administrative Manual (SAM) addresses, in part, the HIPAA requirements related to workstation use and workstation security.  Covered entities will need to ensure they are following the steps outlined in SAM as well as the additional HIPAA requirements.  SAM generally addresses the specifications under HIPAA’s workstation use and workstation security standards to some extent in the following areas:

SAM addresses the requirement on defining precautions for controlling access to and preserving the security and integrity of files and databases.  This same section also addresses the requirement on authorizing access to the information (i.e., EPHI) in accordance to classification of the information and the need for access to the information.  These SAM requirements align with the HIPAA workstation use and workstation security standards, which require covered entities to ensure their workforce members have appropriate access to information and to prevent unauthorized persons from obtaining access to that information.  [SAM § 4841.5]
SAM requires State agencies to establish policies and procedures on protecting computerized information resources from unauthorized access, thus ensuring the integrity of the information. To meet these SAM and HIPAA requirements, departments must document their practices and procedures.  [SAM § 4840]


	
	Departments should consult with their legal staff to verify if there are other program specific guidelines, regulations, or laws pertaining to data they create, transmit, maintain, and store.  




	
	LEGAL CONSIDERATION:  State Law

State departments need to ensure they have taken the steps outlined in SAM related to workstation use and security.

	
	


Chapter 6: Workstation Use

	Workstation Functions and How They Are Performed
[image: image17.wmf]

	The HIPAA Security Rule requires covered entities to implement policies and procedures that specify the proper way in which EPHI is handled in its surrounding environment.  A covered entity’s entire business structure should have been reviewed during the HIPAA security risk analysis.  This review should have included:
· The units who handle EPHI, 
· The program delivery or functions impacted, 
· The number of workforce members needed in each unit,
· The duties that need to be performed, 
· The staff classification required, 
· The type of workstations needed, and
· The appropriate level of access that should be established.

Covered entities need to map and identify the functions each workstation or unit of workstations is responsible for performing.  The process of mapping and documenting workstation use should include identifying: 

· Where EPHI is located within the organization,

· Which applications are required for the functions performed, 
· Which servers or information the workstation needs access to, and 
· When workforce members need access to multiple workstations. 

Exhibit 2: Workstation Inventory, which is attached to this chapter, is a form that may be used to inventory workstations and their uses and functions.  It may be modified and adapted to your business process.  
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	DECISION POINT:  Workstation Inventory 

Do you have an inventory of workstation types and locations?  
Covered entities need to determine who is responsible for workstation inventory and maintenance.  Also, entities need to determine the tasks that are commonly performed on each workstation.  The inventory should include the accounting of wireless tools being used as “workstations.”  The types of and purpose for each workstation should be documented.

	
	


	Workstation Physical Attributes
	Another aspect of workstation use addresses the physical attributes surrounding the workstation or class of workstation, where EPHI can be accessed.  The physical layout of your organization should be designed so that it is mindful of each workstation, the sensitivity of the data each accesses, and the risk of each location.  Workstations that contain sensitive data should be kept behind locked and monitored doors.  If needed, devices should be made available to lock keyboards.
For example, workstations in public areas (e.g., in a reception area) can be positioned to prevent people surrounding the area from viewing those workstations.  An alternative is to cover the monitor with polarized privacy screens.  
For more information regarding physical surroundings, see Chapter 12: Facility Access Controls.  It may be found on the CalOHI website at CalOHI – Security.  
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	DECISION POINT:  Limited Workstation Use

Is viewing of the workstations limited or restricted?

Entities need to ensure unauthorized individuals are restricted from the areas where workstations are located.  Covered entities need to consider if changes need to be made in the workstation configuration to prevent unauthorized viewing of EPHI.  Staff should be made aware of the security requirements for the EPHI they use in their jobs.  

	
	


	How to Apply Workstation Use

	If a workstation is in a public area, it should have very limited access to sensitive data.  The workstation could be configured to have a shorter automatic log-off, limited access to system servers, and no access to any EPHI.  Conversely, some workstations may not need limited access.  

For example, a list of HIV patients could be on a stand-alone computer that is not connected to any server.  The computer and the file on which the information is located should both be password protected.  The computer should be located inside a locked room, and only the necessary personnel should be given access.
The entity will need to determine how to tailor the workstation configuration to the functions being performed and the manner in which the functions are performed.  
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	The administration of workstation use must be governed by formal polices and procedures that specify: 

1. The proper functions to be performed, 

2. The manner in which those functions are to be performed, and 

3. The physical attributes of the surroundings of a specific workstation or class of workstation that can access EPHI.  [45 C.F.R. § 164.310(b)] 


	
	The policies and procedures should consider: 

· Training employees on the appropriate use and security of workstations, including unauthorized use prohibition, password protection, and sensitive information protection,
· Utilizing screen savers, logout mechanisms, and password management, 
· Locking or logging off unattended or inactive terminals within a time determined as sufficiently safe,
· Maintaining workstations within a secure perimeter,


	
	· Using internet at the workstation,
· Mandating that user IDs not be shared,
· Reviewing and managing event logs/audits that detail use at a specific workstation and communicating this effort to the workforce,
· Communicating to staff how information security incidents at a workstation are reported, 
· Establishing internet and e-mail policies, and 
· Restricting the loading or unloading of software onto a workstation or other media.


	
	Desk procedures that clearly instruct users to perform the following functions could be developed for each workstation: 

· Log off the workstation prior to leaving it, 

· Inspect the last logon and report any discrepancies or suspicious findings upon return, 

· Comply with password policies and procedures, 

· Close files or windows not in use,  and 

· Address other business functions, as required.
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	DECISION POINT:  Workstation Use Policies and Procedures
Do you have workstation use policies and procedures in place?

If you have policies and procedures in place, they should address all the aspects of workstation use security as outlined above.  It should be documented, and staff should be trained on the policies and procedures.  The policies and procedures should be revisited and updated regularly so that the most current workstation use security measures are always in place.  
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	MAJOR CONSIDERATION:  Workstation Use Policies and Procedures

Entities will need to determine the person(s) responsible for drafting the workstation use policies and procedures.  The person(s) responsible for managing this effort needs to be identified as well.  Also, entities will need to designate the person(s) responsible for training staff on these policies and procedures.   

	
	


Chapter 7: Workstation Security
	Securing Workstations
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	The HIPAA Security Rule requires covered entities to implement physical safeguards for all workstations whose users access EPHI and to prevent workstation access by unauthorized users.  Protecting the workstation may minimize unauthorized EPHI disclosure and preserve system and/or data integrity.  
The physical characteristics of a workstation may permit an intruder to gain access to both media, such as disks or printouts, and information displayed on screens.  Also, if an intruder gains access to a workstation with EPHI, there is a risk that the EPHI may be modified, deleted, or stolen, or a virus or some other malicious code could be introduced into the system.  Further, if workstations are left unsecured, there is a risk of physical theft of system hardware, software, or EPHI stored on other media.  
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	DECISION POINT:  Physical Access to Workstations
Have you identified all methods of physically accessing workstations?  
You must analyze the risks associated with each type of workstation access method.  You need to initiate physical safeguards to secure workstations, if not done so already.  Physical safeguards must be documented and reevaluated frequently to ensure they are still adequate.

	
	


	Limiting Access to Workstations
	One preventative measure for securing workstations is to limit the access workforce members have to computing resources.  This requires determining which workforce members need what EPHI access and then configuring their computer and/or access levels based on that need.  This configuring process dictates the servers, programs, files, and/or EPHI each staff member should have access to, based on his/her job functions.  


	
	Configuration can be further affected if:

· The workstation is accessed by more than one staff member,

· Workforce members have different security levels due to diverse job functions, 

· The workstation is located in a public area, and

· The workstation needs a browser, Internet access, or specific applications to perform job functions.


	
	For example, configuring a common area workstation where multiple users access the computer can be more complicated than configuring a workstation used by only one person.  If there are multiple users accessing a system, more unique identification logons need to be utilized to ensure only those with authorized access are allowed to access EPHI.  The unique user logons provide an organization with the means to establish an audit trail tracking what data individuals have accessed.


	
	For more information regarding assigned access, see Chapter 5: Workforce Security, Chapter 6:  Workstation Use, and Chapter 14: Access Controls.  These chapters may be found on the CalOHI website at CalOHI – Security.



	Privacy Screens & Screen Savers
	Workstations located in a public area require additional safeguards to assist in protecting EPHI.  
For example, privacy screens can be placed over the monitor to restrict the visibility of information on the screen from unauthorized persons.
Screen savers perform two functions:  preventing burnout on the monitor and ensuring sensitive information on the screen will be replaced by the screen saver if the workstation is inactive for a specified period of time.  However, workforce members should be trained not to leave EPHI on their screen when they need to leave the workstation, as a simple mouse movement or key stroke will bring back the screen.  If screen savers are used, they only slow down the access to EPHI.  Screen saver passwords to reactivate access will help limit unauthorized access.  Screen savers coupled with automatic logoff are an effective safeguard against unauthorized access.  Automatic logoff is discussed later in this chapter.  



	Layout & Barriers
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	Space planning and layout design determine how workstations are positioned.  Workstations containing EPHI can be positioned behind locked doors in non-public offices.  Partitions or barriers can be strategically used when solid walls are not available.  




	Secure Log In & Automatic Logoff


	Log in procedures are the most widely used form of workstation security.  Log in procedures require workforce members to use a unique log in ID in conjunction with a password.  A master list of log in IDs and passwords should be maintained, and policy should be issued to define aspects of password management.  At a minimum, the entity defines a password, lockout, and password expiration after a specified time, which requires workforce members to update their passwords on a regular basis.


	
	Log in procedures can be used to provide multiple levels of security.  They can give access to: 

· Computing resources available at the workstation itself, 

· Access to the entity’s network and other devices attached to the network, 

· Access to programs and EPHI on the servers, and 

· Access to network resources that provide connectivity to external networks, such as the Internet.


	
	Many security systems that validate user IDs and passwords allow only a predefined number of log in attempts before locking the user out and disconnecting him/her from the session.  This is intended to minimize the likelihood of an unauthorized person trying to guess at the password to gain access to the system.  Users generally are required to call or send an e-mail to the IT support staff to restart the log in process.  


	
	Automatic logoff is another effective technique to secure a workstation, although not all workstations may be configured to perform this function.  A system administrator must set a definable time limit of inactivity on the software, so that the session will automatically terminate and the user will be logged off once that time has been reached.  Once this has occurred, the user will need to re-authenticate his/her identity to gain access to the system.  


	
	Automatic log off is an addressable implementation specification under the access control standard of the Rule.  [45 C.F.R. § 164.312(a)(2)(iii)]  For more information on automatic logoffs and log in procedures, see Chapter 14: Access Controls, which CalOHI will release in spring of 2005.  When released, it may be found on the CalOHI website at CalOHI – Security.



	Automatic Physical Access Controls
	Many physical access control systems require people to identify and validate their identity.  Automatic physical access controls can do this electronically.  It is possible to use tokens, such as badges or biometric devices, to conduct this control.  

For more information on Chapter 17: Person or Entity Authentication.  When released, it may be found on the CalOHI website at CalOHI – Security.



	Mobile and Portable Workstations
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	Portable and mobile systems share an increased risk of unauthorized access due to theft or user misplacement.  If a portable device (e.g., a laptop) contains EPHI, it may be appropriate to store EPHI data on a medium that can be removed from the system when not in use, to encrypt the EPHI, or to do both.  If a laptop computer is lost or stole, data file encryption may also be a cost effective precaution against EPHI disclosure.  Finally, depending on the sensitivity of the system, the application, and its associated data, security briefings may be required of users, reminding them of their responsibility to protect the EPHI and to prevent a security breach.  
For more information regarding the use of EPHI on laptops, see Policy Memorandum 2005-60, Exhibit 2: Device and Media Control.  It may be found at the CalOHI website at CalOHI - Security.




	Controlling Access
	Controlling access begins with your outermost perimeters, both physical and technological.  You can design and control access systems, consisting of various types of safeguards, that meet your needs as identified by your risk analysis.  

For more information regarding controlling access, see Chapter 8: Information Access Management, Chapter 12: Facility Access Controls, Chapter 13: Device & Media Controls, and Chapter 14: Access Controls. 
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	DECISION POINT:  Workstation Security Safeguards
Do you have workstation security safeguards in place?

Workstation security safeguards should address all aspects of workstation security as outlined above.  These safeguards should be documented, and workforce members must be trained on workstation security in addition to what is expected of them in protecting and safeguarding their workstation and its surroundings.  The safeguards should be revisited and updated regularly so that the most current workstation security safeguards are always in place.

	
	


Definitions
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	Access – The ability or the means necessary to read, write, modify, or communicate data/information or otherwise use any system resource.  [45 C.F.R. §164.304]
Facility – Physical premises and the interior and exterior of a building.  [45 C.F.R. § 164.304]
Password – Confidential authentication information composed of a string of characters.  [45 C.F.R. § 164.304]
Physical Safeguards – Physical measures, policies, and procedures to protect a covered entity’s electronic information systems and related buildings and equipment from natural and environmental hazards and unauthorized intrusion.  [45 C.F.R. § 164.304]
Security or Security Measures – All of the administrative, physical, and technical safeguards in an information system.  [45 C.F.R. § 164.304]
User – A person or entity with authorized access.  [45 C.F.R. § 164.304]
User of Information – An individual who has specific limited authority from the owner of information to view, change, add to, disseminate, or delete such information.  [SAM § 4840.4]
Workstation – An electronic computing device (e.g., a laptop or desktop computer) or any other device that performs similar functions and has electronic media stored in its immediate environment.  [45 C.F.R. § 164.304]
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