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Background Document

Workstation Use and Workstation Security
Chapter 6 and Chapter 7
Proposed Rule

43253 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules

d. Policy/Guideline on Workstation Use. Each organization would be required to have a policy/guideline on workstation use. These documented instructions/procedures would delineate the proper functions to be performed and the manner in which those functions are to be performed (for example, logging off before leaving a terminal unattended). This would be important so that employees will understand the manner in which workstations must be used to maximize the security of health information.
e. Secure Workstation Location. 

Each organization would be required to put in place physical safeguards to eliminate or minimize the possibility of unauthorized access to information.

This would be important especially in public buildings, provider locations,

and in areas where there is heavy pedestrian traffic.

Final Rule

8340 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

9. Workstation (§ 164.304)

Comment: One commenter expressed concern that the use of the term ‘‘workstation’’ implied limited applicability to fixed devices (such as terminals), excluding laptops and other portable devices.

Response: We have added a definition of the term ‘‘workstation’’ to clarify that portable devices are also included. This final rule defines workstation as ‘‘an electronic computing device, for example, a laptop or desktop computer, or any other device that performs similar functions, and electronic media stored in its immediate environment.’’
8353 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

F. Physical Safeguards (§ 164.310)

We proposed requirements and implementation features for documented physical safeguards to guard data integrity, confidentiality, and availability. We proposed to require safeguards in the following areas: Assigned security responsibility; media controls; physical access controls; policies and guidelines on workstation use; a secure workstation location; and security awareness training. A number of specific implementation features were proposed under the media controls and physical access controls requirements.  In § 164.310 of this final rule, most of the proposed implementation features are adopted as addressable implementation specifications. The proposed requirements for the assigned security responsibility and security awareness training requirements are relocated in § 164.308.
8354 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

3. Workstation Use (§ 164.310(b))

We proposed policy and guidelines on workstation use that included documented instructions/procedures delineating the proper functions to be performed and the manner in which those functions are to be performed (for example, logging off before leaving a workstation unattended) to maximize the security of health information. In this final rule, we adopt this standard. 
Comment: One commenter was concerned most people may be misled by the use of ‘‘terminal’’ as an example in the definition of workstation. The concern was that the standard only addresses ‘‘fixed location devices,’’ while in many instances the workstation has become a laptop computer. 

Response: For clarity, we have added the definition of ‘‘workstation’’ to § 164.304 and deleted the word ‘‘terminal’’ from the description of workstation use in § 164.310(b).
4. Workstation Security (§ 164.310(c))

We proposed that each organization would be required to put in place physical safeguards to restrict access to information. In this final rule, we retain the general requirement for a secure workstation.

Comment: Comments were directed toward the example profiled in the definition of a secure workstation location. It was believed that what constitutes a secure workstation location must be dependent upon the entity’s risk management process.

Response: We agree that what constitutes an appropriate solution to a covered entity’s workstation security issues is dependent on the entity’s risk analysis and risk management process. Because many commenters incorrectly interpreted the examples as the required and only solution for securing the workstation location, we have modified the regulations text description to generalize the requirement (see § 164.310(c)). Also, for clarity, the title ‘‘Secure workstation location’’ has been changed to ‘‘Workstation security’’ (see also the definition of ‘‘Workstation’’ at § 164.304).

8367 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations
· Moved proposed § 142.308(b)(4), ‘‘Policy and guidelines on workstation use,’’ to § 164.310(b) and renamed as ‘‘Workstation use.’’
8376 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations 

§ 164.304 Definitions.

Access means the ability or the means necessary to read, write, modify, or communicate data/information or otherwise use any system resource. (This definition applies to ‘‘access’’ as used in this subpart, not as used in subpart E of this part.) 

Physical safeguards are physical measures, policies, and procedures to protect a covered entity’s electronic information systems and related buildings and equipment, from natural and environmental hazards, and unauthorized intrusion.

Security or Security measures encompass all of the administrative, physical, and technical safeguards in an information system.

Workstation means an electronic computing device, for example, a laptop or desktop computer, or any other device that performs similar functions, and electronic media stored in its immediate environment.
8378 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations
§ 164.310 Physical safeguards. A covered entity must, in accordance with § 164.306:

(b) Standard: Workstation use. Implement policies and procedures that specify the proper functions to be performed, the manner in which those functions are to be performed, and the physical attributes of the surroundings of a specific workstation or class of workstation that can access electronic protected health information.

(c) Standard: Workstation security. Implement physical safeguards for all workstations that access electronic protected health information, to restrict access to authorized users.

State Administrative Manual

4840 SECURITY AND RISK MANAGEMENT  (Revised 09/02) 

State agencies need to ensure the integrity of computerized information resources by protecting them from unauthorized access, modification, destruction, or disclosure and to ensure the physical security of these resources. State agency heads are accountable for the computerized information resources held by their agencies. They are responsible for the integrity of computerized information resources, and the authorization of access to those resources. All agency employees share in this responsibility as well.

Agencies shall also ensure that users, contractors and third parties having access to State computerized information resources are informed of and abide by this policy and the agency security plan and are informed of applicable state statutes related to computerized information resources.

Agency heads are responsible and shall take reasonable measures for implementation of, and compliance with, the state security policy. Each agency that employs information technology must establish risk management and disaster recovery planning process for identifying, assessing, and responding to the risks associated with its information assets. The state's information assets (its data processing capabilities, information technology infrastructure and data files) are an essential public resource. For many agencies, program operations would effectively cease in the absence of key computer systems. In some cases, public health and safety would be immediately jeopardized by the failure or disruption of a system. The non-availability of state information system and resources can also have a detrimental impact on the state economy and the citizens who rely on state programs. Furthermore, the unauthorized modification, deletion, or disclosure of information included in agency files and data bases can compromise the integrity of state programs, violate individual right to privacy, and constitute a criminal act.

4841.5     RESPONSIBILITY OF OWNERS OF INFORMATION   (Revised 09/02) 

The responsibilities of an agency unit that is the designated owner of an automated file or database consist of:

1. Classifying each file or database for which it has ownership responsibility in accordance with the need for precautions in controlling access to and preserving the security and integrity of the file or data base (see SAM Section 4841.3); 
  

2. Defining precautions for controlling access to and preserving the security and integrity of files and data bases that have been classified as requiring such precautions; 
  

3. Authorizing access to the information in accordance with the classification of the information and the need for access to the information; 
  

4. Monitoring and ensuring compliance with agency and state security policies and procedures affecting the information; 
  

5. Identifying for each file or data base the level of acceptable risk; and 
  

6. Filing Information Security Incident Reports with Finance. See SAM Section 4845. 

The ownership responsibilities must be performed throughout the life cycle of the file or database, until its proper disposal. Program units that have been designated owners of automated files and data bases must coordinate these responsibilities with the agency Information Security Officer.
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