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Policy Memorandum 2005-67

Exhibit 2


Request for Information System Access
Instructions:  Each employee who requests emergency EPHI access must complete this form.  Access should be provided only after the employee has completed the required HIPAA training on the privacy and security of patient information.  The form must be signed by the employee’s reporting manager and the Security or Privacy Officer to indicate approval. The employee’s reporting manager must also determine the level of access the employee is to have.  Once complete, send the form to the IT System Administrator (or to the person responsible for granting emergency EPHI access) for account activation and documentation.
	Employee Name:
	

	Title/Position:


	

	Department:
	

	Employee Number:
	

	Requested Access Date and Duration:
	

	Date(s) of Completed HIPAA Training:
	


Type of User: (please check one)
	 FORMCHECKBOX 

Clerical
	 FORMCHECKBOX 
      Super User

	 FORMCHECKBOX 

Billing

	 FORMCHECKBOX 
      Hardware Maintenance

	 FORMCHECKBOX 

Nurse (specify department):
	 FORMCHECKBOX 
      Vendor Support Representative

	
	 FORMCHECKBOX 
      System Manager

	 FORMCHECKBOX 

Physician (specify department):
	 FORMCHECKBOX 
      Other (please specify):

	
	


	Requesting Access to Systems (specify application name(s)):
	

	Reasons for Needed Access:


	

	Requesting Suspension of User’s Access (specify length of time):
	

	Special Access Requests:

	


To be filled out by Employee’s Manager:

	Level of Access for Above Employee:

	

	Signature of Department Manager:
	

	Title / Department:


	

	Date:


	


To be filled out by Security or Privacy Officer:

	Signature of Security or Privacy Officer:
	

	Title / Department:


	

	Date:


	


To be filled out by IT System Administrator or person responsible for granting emergency EPHI access:

	Access Granted By: (please print)

	

	Title / Department:


	

	Date:


	


	Username:

	

	Password:

	


The tools and templates provided in CalOHI Policy and Information Memoranda have generally been authored by HIPAA workgroups.  Users should view the information presented in the context of their own organizations and environments.  Legal opinions and/or decision documentation may be needed when interpreting and/or applying this information.


