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Background Document

Access Control

Chapter 14

Proposed Rule

43254 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules

a. Access Control. There would be a requirement for access control which would restrict access to resources and allow access only by privileged entities. It would be important to limit access to health information to those employees who have a business need to access it. Types of access control include, among others, mandatory access control, discretionary access control, time-of-day, classification, and subject-object separation. The following implementation feature would be used:

· Procedure for emergency access. 

In addition, at least one of the following three implementation features would be used:

· Context-based access.

· Role-based access.

· User-based access.

The use of the encryption implementation feature would be optional.

43265 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules

Access control refers to a method of restricting access to resources, allowing only privileged entities access. Types of access control include, among others, mandatory access control, discretionary access control, time-of-day, and classification.

43268 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules

(A) Access controls (protection of sensitive communications transmissions over open or private networks so that they cannot be easily intercepted and interpreted by parties other than the intended recipient).

(c) Technical security services to guard data integrity, confidentiality, and availability (the processes that are put in place to protect information and to control individual access to information). These services include the following requirements and implementation features:

(1) The technical security services must include all of the following requirements and the specified implementation features:

i. Access control that includes:

a. A procedure for emergency access (documented instructions for obtaining necessary information during a crisis), and

b. At least one of the following implementation features:

i. Context-based access (an access control procedure based on the context of a transaction (as opposed to being based on attributes of the initiator or target)).

ii. Role-based access.

iii. User-based access.

c. The optional use of encryption.

43271 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules

Access controls:

The protection of sensitive communications transmissions over open or private networks so that it cannot be easily intercepted and interpreted by parties other than the intended recipient.

Part of mechanisms to prevent unauthorized access to data that is transmitted over a communications network on the matrix.

Final Rule

8355 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

1. Access Control (§ 164.312(a)(1))

In the proposed rule, we proposed to require that the access controls requirement include features for emergency access procedures and provisions for context-based, role-based, and/or user-based access; we also proposed the optional use of encryption as a means of providing access control. In this final rule, we require unique user identification and provision for emergency access procedures, and retain encryption as an addressable implementation specification. We also make ‘‘Automatic logoff’’ an addressable implementation specification. ‘‘Automatic logoff’’ and ‘‘Unique user identification’’ were formerly implementation features under the proposed ‘‘Entity authentication’’ (see § 164.312(d)).

a. Comment: Some commenters believe that in specifying ‘‘Context,’’ ‘‘Role,’’ and ‘‘User’’ based controls, use of other controls would effectively be excluded, for example, ‘‘Partition rule-based access controls,’’ and the development of new access control technology.

Response: We agree with the commenters that other types of access controls should be allowed. There was no intent to limit the implementation features to the named technologies and this final rule has been reworded to make it clear that use of any appropriate access control mechanism is allowed. Proposed implementation features titled ‘‘Context-based access,’’ ‘‘Role-based access,’’ and ‘‘User-based access’’ have been deleted and the access control standard at § 164.312(a)(1) states the general requirement.

b. Comment: A large number of comments were received objecting to the identification of ‘‘Automatic logoff’’ as a mandatory implementation feature. Generally the comments asked that we not be so specific and allow other forms of inactivity lockout, and that this type of feature be made optional, based more on the particular configuration in use and a risk assessment/analysis.

Response: We agree with the comments that mandating an automatic logoff is too specific. This final rule has been written to clarify that the proposed implementation feature of automatic logoff now appears as an addressable access control implementation specification and also permits the use of an equivalent measure.

d. Comment: We received one comment stating that the proposed implementation feature ‘‘Procedure for emergency access,’’ is not access control and recommending that emergency access be made a separate requirement.

Response: We believe that emergency access is a necessary part of access controls and, therefore, is properly a required implementation specification of the ‘‘Access controls’’ standard. Access controls will still be necessary under emergency conditions, although they may be very different from those used in normal operational circumstances. For example, in a situation when normal environmental systems, including electrical power, have been severely damaged or rendered inoperative due to a natural or manmade disaster, procedures should be established beforehand to provide guidance on possible ways to gain access to needed electronic protected health information.

8367 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

· Moved proposed § 142.308(c)(1)(i), ‘‘Access control,’’ to § 164.312(a)(1).

8378 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

§ 164.312 Technical safeguards.

A covered entity must, in accordance with § 164.306:

(a)(1) Standard: Access control. Implement technical policies and procedures for electronic information systems that maintain electronic protected health information to allow access only to those persons or software programs that have been granted access rights as specified in § 164.308(a)(4).

(2) Implementation specifications:

(i) Unique user identification (Required). Assign a unique name and/ or number for identifying and tracking user identity.

(ii) Emergency access procedure (Required). Establish (and implement as needed) procedures for obtaining necessary electronic protected health information during an emergency.

(iii)  Automatic logoff (Addressable). Implement electronic procedures that terminate an electronic session after a predetermined time of inactivity.
(iv) Encryption and decryption (Addressable). Implement a mechanism to encrypt and decrypt electronic protected health information.
State Administrative Manual

4840 Security and Risk Management

State agencies need to ensure the integrity of computerized information resources by protecting them from unauthorized access, modification, destruction, or disclosure and to ensure the physical security of these resources. State agency heads are accountable for the computerized information resources held by their agencies. They are responsible for the integrity of computerized information resources, and the authorization of access to those resources. All agency employees share in this responsibility as well.
4841.2     INFORMATION INTEGRITY AND SECURITY  

Each agency must provide for the integrity and security of its information assets by:

1. Identifying all automated files and data bases for which the agency has ownership responsibility (see SAM Section 4841.4); 
  

2. Ensuring that responsibility for each automated file or data base is defined with respect to:
  

a. The designated owner of the information within the agency, 
  

b. Custodians of information, and 
  

c. Users of the information; 
  

d. Ensuring that each automated file or database is identified as to its information class (SAM Section 4841.3) in accordance with law and administrative policy; 
  

e. Establishing appropriate policies and procedures for preserving the integrity and security of each automated file or data base including:

1)  Agreements with non-state entities, to cover, at a minimum, the following;

     a) Appropriate levels of confidentiality for the data based on data
          classification (see SAM Section 4841.3);

     b) Standards for transmission and storage of the data, if
          applicable;

     c) Agreements to comply with all State policy and law regarding
         use of information resources and data;

     d) Signed confidentiality statements;

     e) Agreement to apply security patches and upgrades, and keep
          virus software up-to-date on all systems on which data may
          be used; and

      f) Agreement to notify the State data owners promptly if a security
          incident involving the data occurs.  

2) Identifying computing systems that allow dial-up communication or
     Internet access to sensitive or confidential information and 
     information necessary for the support of agency critical
     applications; 
  
3) Auditing usage of dial-up communications and Internet access for
     security violations; 
  
4) Periodically changing dial-up access telephone numbers; 
  
5) Responding to losses, misuse, or improper dissemination of
     information;

6) Requiring that if a data file is downloaded to a mobile device or desktop computer from another computer system, the specifications for information integrity and security which have been established for the original data file must be applied in the new environment.

4843 Operational Recovery Planning
The purpose of operational recovery planning is to assure continuity of computing operations for support of critical applications, producing the greatest benefit from remaining limited resources and achieving a systematic and orderly migration toward the resumption of all computing services within an agency. It is essential that service be restored as soon as possible and that those applications which are most critical to the continuity of agency operations remain in operation during the period of failure recovery.

California Civil Code
1798.29
(a) Any agency that owns or licenses computerized data that includes personal information shall disclose any breach of the security of the system following discovery or notification of the breach in the security of the data to any resident of California whose unencrypted personal information was, or is reasonably believed to have been, acquired by an unauthorized person. The disclosure shall be made in the most expedient time possible and without 
unreasonable delay, consistent with the legitimate needs of law enforcement, as provided in subdivision (c), or any measures necessary to determine the scope of the breach and restore the reasonable integrity of the data system.

(b) Any agency that maintains computerized data that includes 
personal information that the agency does not own shall notify the owner or licensee of the information of any breach of the security of the data immediately following discovery, if the personal information was, or is reasonably believed to have been, acquired by an unauthorized person.

(c) The notification required by this section may be delayed if a law enforcement agency determines that the notification will impede a criminal investigation. The notification required by this section shall be made after the law enforcement agency determines that it will not compromise the investigation.

(d) For purposes of this section, "breach of the security of the system" means unauthorized aquisition of computerized data that compromises the security, confidentiality, or integrity of personal information maintained by the agency. Good faith acquisition of personal information by an employee or agent of the agency for the purposes of the agency is not a breach of the security of the system, 
provided that the personal information is not used or subject to further unauthorized disclosure.

(e) For purposes of this section, "personal information" means an individual's first name or first initial and last name in combination with any one or more of the following data elements, when either the name or the data elements are not encrypted:
(1) Social security number.
(2) Driver's license number or California Identification Card number.
(3) Account number, credit or debit card number, in combination 
with any required security code, access code, or password that would permit access to an individual's financial account.

(f) For purposes of this section, "personal information" does not include publicly available information that is lawfully made available to the general public from federal, state, or local government records.

(g) For purposes of this section, "notice" may be provided by one of the following methods:
(1) Written notice.
(2) Electronic notice, if the notice provided is consistent with the provisions regarding electronic records and signatures set forth in Section 7001 of Title 15 of the United States Code.
(3) Substitute notice, if the agency demonstrates that the cost of providing notice would exceed two hundred fifty thousand dollars ($250,000), or that the affected class of subject persons to be notified exceeds 500,000, or the agency does not have sufficient contact information. Substitute notice shall consist of all of the following:

(A) E-mail notice when the agency has an e-mail address for the subject persons.
(B) Conspicuous posting of the notice on the agency's Web site page, if the agency maintains one.
(C) Notification to major statewide media. (h) Notwithstanding subdivision (g), an agency that maintains its own notification procedures as part of an information security policy for the treatment of personal information and is otherwise consistent with the timing requirements of this part shall be deemed to be in compliance with the notification requirements of this section if it notifies subject persons in accordance with its policies in the event of a breach of security of the system.
1798.82
(a) Any person or business that conducts business in California, and that owns or licenses computerized data that includes personal information, shall disclose any breach of the security of the system following discovery or notification of the breach in the security of the data to any resident of California whose unencrypted personal information was, or is reasonably believed to have been, 
acquired by an unauthorized person. The disclosure shall be made in the most expedient time possible and without unreasonable delay, consistent with the legitimate needs of law enforcement, as provided in subdivision (c), or any measures necessary to determine the scope of the breach and restore the reasonable integrity of the data system.

(b) Any person or business that maintains computerized data that includes personal information that the person or business does not own shall notify the owner or licensee of the information of any breach of the security of the data immediately following discovery, if the personal information was, or is reasonably believed to have been, acquired by an unauthorized person.

(c) The notification required by this section may be delayed if a law enforcement agency determines that the notification will impede a criminal investigation. The notification required by this section shall be made after the law enforcement agency determines that it will not compromise the investigation.

(d) For purposes of this section, "breach of the security of the system" means unauthorized acquisition of computerized data that compromises the security, confidentiality, or integrity of personal information maintained by the person or business. Good faith acquisition of personal information by an employee or agent of the person or business for the purposes of the person or business is not a breach of the security of the system, provided that the personal 
information is not used or subject to further unauthorized 
disclosure.

(e) For purposes of this section, "personal information" means an individual's first name or first initial and last name in combination with any one or more of the following data elements, when either the name or the data elements are not encrypted: 
(1) Social security number.
(2) Driver's license number or California Identification Card number.
(3) Account number, credit or debit card number, in combination 
with any required security code, access code, or password that would permit access to an individual's financial account.
(f) For purposes of this section, "personal information" does not include publicly available information that is lawfully made available to the general public from federal, state, or local government records.

(g) For purposes of this section, "notice" may be provided by one
of the following methods:
(1) Written notice.
(2) Electronic notice, if the notice provided is consistent with the provisions regarding electronic records and signatures set forth in Section 7001 of Title 15 of the United States Code.
(3) Substitute notice, if the person or business demonstrates that the cost of providing notice would exceed two hundred fifty thousand dollars ($250,000), or that the affected class of subject persons to be notified exceeds 500,000, or the person or business does not have sufficient contact information. Substitute notice shall consist of all of the following:
(A) E-mail notice when the person or business has an e-mail 
address for the subject persons.
(B) Conspicuous posting of the notice on the Web site page of the person or business, if the person or business maintains one. 
(C) Notification to major statewide media.

(h) Notwithstanding subdivision (g), a person or business that maintains its own notification procedures as part of an information security policy for the treatment of personal information and is otherwise consistent with the timing requirements of this part, shall be deemed to be in compliance with the notification requirements of this section if the person or business notifies subject persons in accordance with its policies in the event of a breach of security of the system.
1798.83. 
Any waiver of the provisions of this title is contrary to public policy, and is void and unenforceable.

1798.84. 
(a) Any customer injured by a violation of this title may institute a civil action to recover damages.
(b) Any business that violates, proposes to violate, or has violated this title may be enjoined.
(c) The rights and remedies available under this section are cumulative to each other and to any other rights and remedies available under law.
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