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	PURPOSE
	To assist State departments and counties with HIPAA Security Rule compliance by providing information about access controls.



	BACKGROUND


	The goals of access controls are to protect systems, resources, and data from unauthorized access and to determine the appropriate level of authorization after authentication procedures have been successfully completed.  Implementing the access controls standard along with its corresponding implementation specifications will increase the security of electronic protected health information (EPHI).   



	ACTION
	Covered entities must implement technical policies and procedures to allow EPHI access to only those persons or software programs that have been granted access rights.  In addition, covered entity State departments and counties must address or implement the following specifications: 

· Unique User Identification – Assign a unique username or number to workforce members who access EPHI.  The unique user identification portion of this standard is addressed in Chapter 17, Access Administration.
· Emergency Access Procedures – Establish procedures to allow access to EPHI during an emergency.
· Automatic Logoff – Address procedures to automatically terminate a session after a predetermined amount of time.  
· Encryption and Decryption – Address whether to apply encryption and decryption to EPHI being stored or at rest. The encryption and decryption implementation specification will be addressed in Chapter 20: Encryption.
[45 C.F.R. § 164.312(a)(1)]


	
	We recommend that covered entities use this chapter in conjunction with Chapter 17, Access Administration and Chapter 5, Workforce Security.  Chapter 17 discusses unique user identification, entity authentication and authorization of access.  Chapter 5 discusses the supervision of access to EPHI, workforce clearance procedures and access termination procedures.   
To assist State departments and counties with the implementation of this standard and its specifications, the following documents have been developed by the HIPAA Security Workgroup:  

· Exhibit 1 – Chapter 14: Access Controls, which provides a consolidation of the information from the proposed and final federal regulations and their preambles.  
· Exhibit 2 –Request for Information System Access
· Exhibit 3 – 
· 
· Access Controls Background Document
These tools will assist covered entities in implementing the access controls requirement.  The Microsoft Word tools may be customized to meet your business practices.  These documents may also be found on the CalOHI website at CalOHI - Security. 




	NEXT STEPS
	Most State departments and counties have already begun implementing the Security Rule and have other (non-HIPAA) security measures in place.  CalOHI will be available to provide technical assistance as this process moves forward.  We are conducting site visits to HIPAA-covered State departments to determine their implementation status.  State departments will be expected to make available to CalOHI their documented activities, actions, and assessments pertaining to EPHI security.  



	
	This chapter is one in a series of chapters being issued by CalOHI to assist State departments and counties in implementing the HIPAA security requirements.  The chapters include:

Chapter

Name

PM #

1

Map and Gap Analysis

2004-43

2

Implementation Schedule

2004-40

3

Assigning Security Responsibility

2005-59

4

Security Management Process

2005-56

5

Workforce Security

6

Workstation Use

2005-66

7

Workstation Security

2005-66

8

Information Access Management

2005-65

9

Security Incident Procedures

2005-64

10

Business Associate

2004-47

11

Contingency Plan

2005-62

12

Facility Access Controls

2005-63

13

Device and Media Controls

2005-60

14

Access Controls

2005-67
15

Audit Controls

16

Integrity

17

Authentication

18

Security Awareness Training

2005-57

19

Evaluation

20

Transmission Security

21

Policies and Procedures

2005-54

22

Group Health Plans

23

Sanction Policy

2005-58

--
Security Project Assessment

2005-55

--
Security Management Training

2005-61




	RESOURCE AVAILABILITY
	The exhibits, referenced chapters, and previous policy memoranda are all available on the CalOHI website at CalOHI - Security.  The final HIPAA Security Rule may be found at www.cms.hhs.gov/hipaa/hipaa2/.



	CONTACT


	If you need more information or have questions, please contact:

Lester Chan or Elaine Scordakis
California Office of HIPAA Implementation

1600 Ninth Street, Room 460

Sacramento, CA  95814

(916) 651-6088 or (916) 651-8066
lchan@ohi.ca.gov  or  escorda1@ohi.ca.gov



Original Signed by








BURT R. COHEN


Director



California Office of HIPAA Implementation

Attachments:

Exhibit 1, Chapter 14: Access Controls 




Exhibit 2, Request for Information System Access




Exhibit 3, Access Controls Background Document
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Tony Poon, Department of Finance


Bob Sands, Department of Finance


Tony Mader, Department of Finance










