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ACCESS ADMINISTRATION
	The tools and templates provided in CalOHI Policy and Information Memoranda have generally been authored by HIPAA workgroups.  Users should view the information presented in the context of their own organizations and environments.  Legal opinions and/or decision documentation may be needed when interpreting and/or applying this information.  
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General information
	Resources
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	This chapter provides a summary of the part of the Health Insurance Portability and Accountability Act (HIPAA) Security Rule requiring covered entities to establish and implement procedures on authenticating a person or entity attempting to access electronic protected health information (EPHI).  The information is derived from:

· Federal law,

· Federal regulations,

· State law,

· State regulations and guidelines,

· Federal policies and Frequently Asked Questions (FAQ), 

· International Organization for Standardization (ISO/IEC),

· Project Management Book of Knowledge (PMBOK),
· Sysadmin, Audit, Network, and Security (SANS),

· National Research Council (NRC), and

· National Institute of Standards and Technology (NIST).

You will need to review the specific mandates in relation to your programs, functions, and/or business practices to determine how to apply this requirement.



	Links to Resources
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	Links to the proposed and final federal security regulations may be found on the CalOHI Security page at CalOHI – Security.  Any referenced State laws may be found on the California Law website at Find California Code or on the CalOHI Legal page at CalOHI - Legal Issues.




	Decision Points
[image: image3.wmf]
	Throughout the chapter, you will find blue boxes containing decision points.  Decision points target covered entities and their business associates that are required to implement the HIPAA Security Rule.  Decision points identify decisions covered entities will need to make to establish their security policies and procedures.

You should review the decision points to determine which of them apply to your business practices.  You may consider alternative solutions for each issue and weigh the positive and negative effects of the alternatives based on your business practices and applicable federal and State law.  You may also consider your liability and the financial impact of each alternative.  We strongly recommend you discuss the analysis and recommendations with your legal counsel.  A sample decision tool was issued in CalOHI Policy Memorandum 2003-22 Exhibit 3.  This tool may be found on the CalOHI Privacy page at CalOHI - Privacy.  

We have provided checklists of the decision points and major considerations at the end of each chapter or section.  You may use the checklists as guides for the decisions you need to make.  Once you have established policies related to the decision points and major considerations, the policies will become part of your security policies and procedures. 




	Examples and Hyperlinks
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	Examples to assist in understanding the requirements are indented and printed in blue ink.  Hyperlinks are provided to appropriate web site references, to pages within this chapter, and to terms posted in the CalOHI website glossary.  




access administration
	User Administration
	The process of issuing and distributing unique user identities and credentials, authenticating the unique user identities, and establishing the level of privileges is called user administration.  User identity administration should be restricted to and accessed by only those authorized to carry out those functions.  There should be a procedure for user administration to keep an up to date master list.  This process should ensure users have sufficient privileges on the electronic resource.  This information should be documented on the master list.


	
	User administration consists of three categories:

· Identification – User identification is the first step in access control.  

· Authentication – Authentication ensures that the person seeking access is the one claimed.  

· Authorization – Once a workforce member has been identified and authenticated, the level of EPHI access must be authorized before access is allowed to the electronic resource.  


	
	The HIPAA unique user identification requirement is satisfied only by the process of assigning a unique user identity to users who access EPHI.  There is no alternative means of satisfying this requirement.  




	Security Rule

	The HIPAA Security Rule requires covered entities to implement safeguards to protect the integrity, confidentiality, and availability of EPHI.  The implementation specifications that provide the requirements to allow workforce members’ access to PHI are located in three different Security standards.  These include:


	Access Control
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	“Standard:  Access Control.  Implement technical policies and procedures for electronic information systems that maintain electronic protected health information to allow access to only those persons or software programs that have been granted access rights as specified in § 164.308(a)(4).”

The access control standard contains four implementation specifications.  Two of those specifications; emergency access procedures and automatic logoff are addressed in Chapter 14, Access Controls, and the other, encryption and decryption is addressed in Chapter 20, Encryption.  The last specification, unique user identification, which is specific to access authorization, is addressed in this chapter.  It states:

Unique User Identification (Required).  Assign a unique name and/or number for identifying and tracking user identify.  [45 C.F.R. § 164.312(a)(2)]


	Authentication
	The HIPAA Security Rule has a standard that is specific to the authentication of persons accessing EPHI.  This standard is addressed in this chapter.  
“Standard:  Person or entity authentication.  Implement procedures to verify that a person or entity seeking access to electronic protected health information is the one claimed.”  [45 C.F.R. §164.312(d)]


	Workforce Security
	The workforce security standard states:

“Standard:  Workforce security.  Implement policies and procedures to ensure that all members of its workforce have appropriate access to electronic protected health information, as provided under (a)(4) of this section, and to prevent those workforce members who do not have access under (a)(4) of this section from obtaining access to electronic protected health information.”


	
	The workforce security standard has three addressable implementation specifications, authorization and/or supervision, workforce clearance procedures, and termination procedures, of which the authorization portion of the authorization and/or supervision specification is discussed in this chapter.  The supervision portion of the implementation specification and the other two specifications are discussed in Chapter 5, Workforce Security.  The Authorization and/or Supervision specification states:


	
	“Authorization and/or Supervision (Addressable).  The covered entity is to implement procedures for the authorization and/or supervision of workforce members who work with EPHI or in locations where it might be accessed;  [45 C.F.R. §164.308(a)(3)]



Standards & Chapters
	Security Rule Standard
	Chapter

	Access Control - 

	Emergency Access Procedures
	14

	Automatic Logoff
	14

	Encryption & Decryption
	20

	Unique User Identification
	17

	Person or Entity Authentication - 
	17

	Workforce Security - 

	Authorization and/or Supervision
	17

	Workforce Clearance Procedures
	5

	Termination Procedures
	5


	
	


	Workforce Security & Minimum Necessary 
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	The workforce security standard specifically refers to the information access management standard that requires covered entities to establish policies and procedures authorizing EPHI access consistent with the Privacy Rule.  The degree and extent of EPHI access must comply with all the provisions of the Privacy Rule.  

In particular, the minimum necessary requirements of the Privacy Rule must be followed.  Under the minimum necessary provision, covered entities must limit access to protected health information (PHI) based on what the person needs to perform his/her job functions or accomplish a particular task.  In determining the level of authorized EPHI access, the covered entity should be aware that the minimum necessary requirement in the privacy standards is well addressed in the role-based access policies.  [45 C.F.R. §164.308(a)(4), § 164.502(b) and § 164.514(d)(2)]


	
	In the Security Rule, the concepts of role-based and user-based access control are not evident.  Instead, it is left to the covered entity to determine the best way to define and implement EPHI access authorization.  An administrator may configure the access control mechanisms so that users may only access EPHI at his/her authorized level.  


	
	For further discussion regarding minimum necessary, see CalOHI Policy Memorandum 2003-35, which includes Chapter 26: Minimum Necessary.  It may be found on the CalOHI website at CalOHI - Privacy.   




Unique User Identification
	Background
	Identification is the process of providing a unique identity to workforce members, which they will use to access an electronic resource.  The identity may be a name (e.g. first name, last name, or username) or a number (e.g. account number).  This is similar to providing a driver’s license or passport.  The user or person attempting to gain access must present a unique identifier to allow the electronic resource to determine if the person has the authority to access the system.  Unique user identification is often referred to as username.


	
	Providing a unique identity will distinguish users so that actions may be traced back to an individual user.  Any actions a user executes may be recorded by a system application.  This provides accountability and audit ability to track EPHI accessed by the individual to ensure data confidentiality and integrity.  If users were able to access an electronic resource without providing their identities, they may be able to add, delete, or modify records without any accountability because no one would be able to trace their actions.  



	Purpose of User Identification

	Each user attempting to access an electronic resource should be uniquely identified so that there may be individual accountability.  User identification allows for a unique, auditable representation of the user's identity within an electronic resource.  The purpose of unique user identification is to:
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	1. Identify individuals before performing any actions on the electronic resource,

2. Internally maintain the identity of all active users,

3. Eliminate the sharing of usernames, and

4. Protect EPHI and allow access to those users who need it to perform their job or function.

An individual should be identified so the electronic resource can determine the functions the individual may execute on the system.  


	
	For example, Mike, a department manager, enters his unique username and password to log into a system.  Once the system verifies his credentials, it recognizes Mike’s position as a department manager and his predefined privileges to perform specific actions on the system.  The system has the ability to trace all actions Mike performs on it.   


	System Ability
	The electronic resource should internally maintain the identities of all active users.  By doing this, the electronic resource will recognize the user’s identity when he/she logs into the resource at another time.  System applications have different methods of internally maintaining identities but are usually in the form of a protected file.  Once a user attempts to access the electronic resource at another time, the file is accessed to ensure the user’s identity exists and that he/she has access.  
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	DECISION POINT:  System Ability – Unique User Identification

Does your system that stores and transmits EPHI have the ability to assign a unique username or number to workforce members who access EPHI?

Most systems that store and transmit EPHI have the capability to process a unique name or number to workforce members who access EPHI.  You must determine if your system has this capability.    If your system does not have this capability, you will need to alter it to do so.  You may need to consult with your information technology workforce or an outside vendor to do this.

	
	


	Unique Usernames
	To provide individual accountability, usernames should not be shared with others.  Covered entities should implement policies and procedures mandating individuals to use their individually assigned usernames and credentials any time they access an electronic resource.  Users do not want mistakes traced to them if they did not make them.


	
	For example, Jane shares her username and credential with Nancy.  Nancy is logged into a system under Jane’s username and credential and accidentally deletes a record.  Mike the department manager notices the deleted record and contacts Jane, since the deletion was performed using her username.  Jane could be considered at fault for deleting the record because it was performed using her username.   


	
	Since EPHI is confidential, access should be limited to only those who need it to perform their job.  Requiring unique user identities enforces confidentiality because no one can access an electronic resource anonymously.  If users were able to access an electronic resource anonymously, actions could not be traced back to users.  
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	DECISION POINT:  Assigning Unique User Identification

Does your department have procedures for assigning a unique name or number to users or workforce members who access EPHI?

If there are procedures, you must use these to assign unique usernames or numbers to workforce members who access EPHI.  You must determine how these procedures are authorized and whether a manager’s approval is needed.  

	
	


	Unique User Identification Assignment Process

	Covered entities should have a structured process for assigning unique usernames or numbers to workforce members who access EPHI.  A formal process that includes documentation and authorization from the workforce member’s manager should be included.  A proper background check on the individual should be conducted to ensure that the workforce member has been cleared to work with EPHI.  
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	The following unique user identification assignment process represents one that covered entities may follow:

1. The workforce member requires  EPHI access to perform his/her duties and responsibilities,

2. The manager determines the level of access the workforce member will have based on his/her role and responsibilities,
3. The manager performs a background check on the workforce member,
4. The manager approves the workforce member’s EPHI access after completing the background check and finding no discrepancies,
5. The manager’s request is sent in writing to the IT system administrator, 

6. The IT system administrator creates a corresponding username and password credential and access rights,
7. The IT system administrator records the request and creation of the username and password credential, and
8. The IT system administrator sends the newly created username and password to the workforce member.


	
	While organizations may have different procedures for assigning usernames to workforce members, they should have a structured process that includes authorization by the workforce member’s manager, a background check, and documentation.  To provide a separation of duties, the creation of the workforce member’s username and password credentials should be performed by someone other than the manager, e.g., by a system administrator.
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	DECISION POINT:  Username Issuance Process
Does your department have a process for verifying the identity of a workforce member, performing a background check, and having a separate system administrator issue the username?

You will need to establish a process to ensure only those individuals who should have access to EPHI in your electronic system are allowed.  You will need to identify a systems administrator to be responsible for issuance of usernames.  You will need to ensure a background check is conducted before issuing usernames.  

	
	


	Limiting the Issuance of Usernames
[image: image11.wmf]
	The process of issuing user identities should be restricted.  Access to the system that establishes usernames should be accessed only by those authorized to carry out this function.  This is often the responsibility of the system administrator or security administrator.  Management should appoint a system administrator or security administrator to be responsible for issuing usernames.  Similar to a building or facilities manager who holds the master key to the building, the responsibility of unique user administration is restricted to a few individuals.


	
	This responsibility should be controlled and highly protected because unauthorized individuals could potentially add, modify, and delete user identities.  Similar to a master key that opens all the doors, the key should be kept secure and restricted to only a few select individuals, including the building owner and facility or building manager.  


	
	The primary responsibility of adding, modifying and deleting users should be restricted to only one or two primary administrators.  This prevents having too many administrators making changes to user identities and access privileges.  
For example, a system that stores and transmits EPHI has one system administrator who is responsible for adding, modifying, and deleting user identities.  The administrator logs into the system using the administrator username and password so he/she can perform these tasks.  If the administrator is not available, the IT Manager acts as the backup administrator and is responsible for performing these tasks.
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	DECISION POINT:  User Administration

How is user administration performed in your organization?

You must determine who in your organization has access and privileges to add, modify, and delete usernames and passwords.  You must determine how access to user administration is protected and whether there is a backup administrator.  

	
	


	Processing a Unique Username or Number
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	There is no standard for creating unique usernames or numbers.  Some systems may have the ability to process only numbers, while other systems may have the ability to process letters, numbers, and/or special characters.  Some systems have a character limit, while others are nearly unlimited.  Assigning a unique name relies on a system’s ability and flexibility.  

Best practices suggest using a formal standard for assigning usernames.  It would not make much sense to create a user identity using numbers for one workforce member, while creating a user identity using letters for another.  A standard username that is easily recognizable and memorable to the user is recommended.  

For example, a username could be the first letter of a workforce member’s first name and his/her full last name.  Organizations can limit their unique usernames to eight characters to prevent mistyping of the username and to make it easier for workforce members to log in.  Also, it may be easier for Joe Johnson to log in with jjohnson instead of with 4543526.  


	
	In larger organizations, some workforce members may have the same first letter of their first names and the same last names.  A combination of numbers can be used to assign usernames to these workforce members.  This would help differentiate between these workforce members.   

For example, Joe Johnson can be assigned a username of jjohnson2, while Jane Johnson can be assigned a username of jjohnson3.  
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	DECISION POINT:  Assigning a Username

What naming structure or scheme will your organization use when assigning unique names or numbers to your workforce members?
You should adopt and follow a structured scheme when assigning unique names or numbers to workforce members who access EPHI or electronic resources.

	
	


	Control Log
	A process to document identities and access privileges and keep these pieces of information up to date should be established.  Control logs should track any additions, modifications, or deletions of users or their access privileges.  The control log provides the information necessary to have an effective audit trail.  The control log also ensures accountability of the user administrator.  
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	DECISION POINT:  Control Log

Do you have a method to keep track of usernames and access privileges?
You should have a method to track any additions, modifications, and deletions of usernames and access privileges.

	
	


	Confidential Usernames and Passwords
[image: image16.wmf]
	Organizations should establish policies and procedures prohibiting workforce members from disclosing their usernames and passwords.  Usernames and passwords used to access EPHI must be kept confidential and must not be disclosed to anyone.  Workforce members should be prohibited from writing down, publicizing, or disclosing their username and password to anyone at any time.  HIPAA requires an organization’s Security Awareness and Training programs to address password management and safeguarding measures.  Workforce members must be sanctioned if they violate these policies and procedures.  


	Social Engineering
	Workforce members should especially be aware if anyone calls and pretends to be a manager or system administrator and asks for their username and password.  This is called social engineering.   Workforce members should never give out their credentials and must report the incident to their manager. 


	Phishing
	Workforce members should also be aware of e-mails that ask for their username and password.  The e-mail may appear to be sent by a manager or their manager asking for their credentials.  This is called phishing, and workforce members must report any phishing incidents to their manager.


	
	Suspicious activity involving a workforce member’s username and password should be immediately reported to his/her manager.  Such activity can include:

· Inability to log in,

· Modified EPHI records not made by the workforce member,

· Forgotten username or password, and

· Terminated sessions while logged in.


	
	Any of these activities can raise concern that the workforce member’s username and password has been compromised and that someone other than the workforce member has logged into the system.  The system administrator should be notified, and the account should be suspended or deleted.  The system administrator should audit the system to determine the activities performed.  


AUTHORIZATION AND/OR SUPERVISION
	Implementation Specification

[image: image17.wmf]
	The authorization and/or supervision implementation specification requires workforce members to be supervised and/or to have authorization when working with EPHI or in locations where EPHI resides.  Authorization and/or supervision does not apply only to EPHI computer access, including technical controls, but also to physical access.  Entities must decide on the feasibility of meeting this specification based on their risk analysis.  

For example, a medical office with only a doctor and an assistant probably would not have an extensive authorization policy for accessing patient information on their computer system.  The doctor’s risk analysis probably would determine the assistant exploiting the EPHI in their computer to be a low risk occurrence, since the assistant and doctor work so closely together in a small office.  However, a larger hospital would likely have more complex policies and procedures on authorizing EPHI access because there would be a larger staff with different roles and job responsibilities.  


	
	Covered entities should consider the following when developing policies and procedures for authorization: 


	
	·  Define roles and responsibilities for all job functions;

·  Identify, in writing, the extent of authorization each class of workforce member will require to access EPHI, if at all; 

· Assign and deliver appropriate levels of security, security oversight, training, and access;

· Create and maintain a master access list identifying, in writing, who has the business need and who has been given permission to access EPHI or the areas where EPHI resides; and

· Assign a responsible party to establish and maintain access.  This includes authorizing as well as removing EPHI access.  This may include tracking who has card keys and tokens or who knows door lock combination codes to areas where EPHI resides.


	
	The implementation specification also calls for supervising by a knowledgeable person working with EPHI or in areas with access to EPHI.  The supervision of workforce members is addressed in Chapter 5, Workforce Security.  The authorization activity should be performed in conjunction with the supervision activity.


	
	Based on the results of their risk analysis, covered entities must determine whether policies and procedures are required for authorization.  Under the workforce security standard, if covered entities decide not to establish policies and procedures on authorization, covered entities must document why, what alternate policy or procedure they are utilizing to satisfy this specification, and why they have chosen an alternative.  
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	DECISION POINT:  Authorization Policies and Procedures 

Have you developed authorization policies and procedures?  

You must determine if your policies and procedures include written job descriptions that correlate with the appropriate levels of access.  You need to establish and maintain a master access list that specifies who has access to what.  You need to ensure the master list also includes who has keys, tokens, and/or door combination codes. 

	
	


	Purpose of Authorization and/or Supervision
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	The purpose of the authorization implementation specification is to ensure authorized employees have appropriate EPHI access and to restrict unauthorized persons from accessing EPHI.  Some risks due to inappropriate authorization may include:

· Improper access by an employee or unauthorized person,

· Accidental deletion, and/or

· Unauthorized modification.

Authorization applies to employees, maintenance staff, vendors, and contractors working with EPHI or in areas where EPHI might be accessed.   




	Authorizing Access


	Chapter 8: Information Access Management also discusses the use of position statements as a tool for controlling access.  This chapter should be reviewed in conjunction with Chapter 8.  Attached is Exhibit 2, Staff Authorization and/or Supervision tool, which can be used to identify different roles and staffing, and their corresponding access levels as well as supervision required in those roles.  A covered entity’s staffing process generally should involve the following four steps: 

1.  Position Definition – Once a job position has been broadly defined, the supervisor or manager should determine the type of computer access needed to perform the functions of the position.  Two general rules when granting access are: 

· Separation of Duties – This refers to dividing roles and responsibilities so that a single person cannot subvert an entire process, and 

For example, within an office, one person may be designated to receive EPHI from an outside contractor and distribute it to several others for processing.  When the EPHI is sent out to its next destination, a separate person should be designated to do the releasing.
· Least Privilege Position – This refers to the objective of granting users only those access permissions they need to perform their official duties.  

For example, if you were a medical billing office manager, you would not give a data entry clerk access to laboratory results. 


	
	2.  Determine Position Sensitivity – The supervisor or manager should determine the position sensitivity (degree of access and ability to modify or delete EPHI) based on duties and access levels.  This will assist in determining the degree of background screening necessary to be effective.

3.  Screening – Background screening helps determine if someone is suitable for a position.  In some cases, it may be more effective to use the separation of duties and the least privilege position definitions to limit the sensitivity of the position rather than relying on screening to reduce risk to the covered entity.  

Screening is discussed in more detail in the Workforce Clearance Procedures section of this chapter beginning on page 14.


	
	4.  Employee Training and Awareness – All employees, regardless of their access levels, should be trained on the security responsibilities and duties associated with their jobs.
  This training should occur before access is provided to the workforce member.


	
	The International Organization for Standardization (ISO) recommends that management evaluate the supervision required for new and inexperienced staff with access authorization to sensitive information.  The work of all staff should be subject to occasional review and approval procedures of some sort by more senior members of staff.
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	DECISION POINT:  Job Descriptions

Are there job descriptions that correlate with the appropriate levels of access?  

You need to determine whether your organization has job descriptions for employees who access EPHI.  Job descriptions or classifications should address separation of duties, least privileged, level of sensitivity, screening, and training.  This will help determine the appropriate level of access for employees.  Without job descriptions or classifications, it is difficult to determine whether employees require EPHI access to perform their job functions.  

	
	


Person or Entity AUTHENTICATION

	Security Rule

[image: image20.wmf]
	The HIPAA Security Rule includes the following standard for person or entity authentication.  Since this is a standard, covered entities must implement the required measures to protect EPHI.  

“Standard:  Person or entity authentication.  Implement procedures to verify that a person or entity seeking access to electronic protected health information is the one claimed.”  [45 C.F.R. §164.312(d)]

The person or entity authentication standard is part of the Security Rule’s technical safeguards.  Since this is a technical safeguard, covered entities must implement a technical control to satisfy the standard.   




	Introduction

[image: image21.wmf]
	In computer security, authentication is the process by which a computer attempts to confirm that the user from whom it has received a communication is, or is not, the claimed user.  Authentication does not establish identify, but only a right or status of the user to access the data.  

A person or entity may identify themselves such as providing a username or number.  The username or number must be accompanied by another identifier, such as a password or token.  When a person or entity attempts to access the system, the system will compare the username or number to the password or token.  When the two identifiers match the information in the system that signifies persons or entities are who they claim they are, the person or entity is authenticated.  Until they are authenticated, they will not have access to the resource.   


	
	For example, John must login to an application to access EPHI.  John remembers his username but cannot remember his password.  Therefore, he cannot prove he is who he claims to be and thus, cannot be authenticated.
In the example above, the user identifies himself on the application by entering his username but cannot enter his password because he does not remember it.  The system cannot authenticate his identity until he enters his password.   He will not be able to use the application until he enters both his username and password.


	
	The provision of the username allows the system to track the user’s access to the system.  For more information on unique user identification, see Chapter 14: Access Controls.  It may be found on the CalOHI website at CalOHI - Security.



	Types of Authentication
	There are three methods to authenticate an entity or user:
· Knowledge Factor – Something the entity or user knows,

· Possession Factor – Something the entity or user has, or

· Biometric Factor – Something the entity or user is.

Each of these methods is discussed in the following sections, with examples provided. 


	Knowledge Factor


	Something the entity or user knows is the most common type of authentication.  It is usually in the form of a password, passphrase, or PIN (Personal Identification Number).  While this is the most common type of authentication, it is also the least secure, since passwords, passphrases, and PIN numbers can easily be stolen.
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	For example, Mike uses his username and password to authenticate to an application that stores EPHI.  A caller who claims to be a system administrator asks for Mike’s username and password, so he can fix the errors Mike has been experiencing.  Mike provides the caller with his username and password without realizing the caller is not who he claims to be.  As a result, he has compromised the security of the EPHI application by allowing the caller to be authenticated to the application as Mike.


	
	While the use of passwords is the most common and the least secure, passwords are the most cost-effective authentication method, when compared to the other two methods.  Passwords are discussed in further detail in the following sections.




	Possession Factor

	Something the entity or user has is another type of authentication.  An example of this would be a token or device that could authenticate the entity or user.  To authenticate, the entity or user would provide his/her identity, usually in the form of a username, and then the token or device needed to authenticate.  
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	For example, Susan’s organization has just implemented a new token authentication system to access EPHI.  Susan enters her username into the application and then uses her USB (Universal Serial Bus) token device that plugs into her workstation USB port.  This device authenticates Susan, and she is allowed to proceed. 


	
	This method of authentication is more secure than using knowledge factors or passwords; however, thieves can easily steal these tokens or devices.  Also, this method is more expensive than passwords.




	Biometric Factor
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	Biometrics is a newer form of authentication and is based on something the user is, such as his/her hand geometry, iris scan, or voice pattern.  A user will enter a username and will provide a characteristic for system authentication.

For example, Kim enters her username into the EPHI application and then provides a thumbprint into the USB thumb pad device attached to her workstation.  The EPHI application matches to her thumbprint on file, and she is allowed to proceed.

Biometric authentication is the most secure method of authentication since physical attributes are more difficult to steal or counterfit; however, it is the most expensive and vulnerable to errors.  Errors occur when the equipment fails to identify the person, such as, the person’s hand or eye moves while it is being scanned, the person’s voice changes because of a cold, etc.



	Passwords

[image: image25.wmf]
	Something the user knows is usually in the form of a password.  A password is a set of characters used to authenticate an individual.  They are used in combination with a username or number to identify a specific user logging onto a system.  To authenticate, individuals enter their username along with their password.  The data entered is verified against the information stored in the system.  If the information matches, access is granted.  Passwords are the least expensive authentication method; however, their effectiveness depends on their secrecy and strength.


	Strong Passwords
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	A strong password is designed to be difficult for an attacker to guess or for a computer program to decrypt using brute force.  The purpose of a password is to ensure that only authorized users are able to access resources.  Passwords that are words found in the dictionary can easily be run against a dictionary program and should not be used.  Here are some examples of passwords and their ratings based on poor, average, good, and best choices: 

Rating

Password

Poor

password

Average

spaghetti5

Good

pjqsawp537

Best

$1aMAdImn#

· Poor – Passwords that are in the dictionary, easily guessed, and do not contain any symbols, numbers, or different case letters.

· Average – Passwords that are words in the dictionary but contain a number or an upper case letter.  Average password choices are usually a person’s name.
· Good – Passwords that contain a combination of numbers and letters.  These passwords are not words in the dictionary.

· Best – Passwords that are not words in the dictionary, contain upper and lower case letters, contain symbols, and are at least eight characters long.


	
	This information is according to a security guide from Texas A&M University's Research Foundation
:

· A six-character, single-case password has 308 million possible combinations;  
· Combining upper and lower case letters and using eight characters instead of six increases the possible combinations to 53 trillion; 
· Substituting a number for one of the letters yields 218 trillion possibilities; and 
· Substituting a special character or punctuation for another letter yields 6,095 trillion possible combinations. 


	
	The following are some other suggestions for creating strong passwords:

· Vowel/number substitution,

· The number “1” for the letter “I,” as in “adm1n1strator”

· The number “4” for the letter “A,” as in “4dministrator”

· Combinations of words and phrases,

· “gettogether” and “wordsmithing”

· Deliberately misspelled words,

· “luvmydawg” and “televishun”

· Mixed upper and lower case letters, and

· “HowAreYou” and “gooDDayTodaY”

· Special character usage.
· !,@,#,$,%,^


	
	When implementing the use of strong passwords, covered entities may:

· Issue policies and procedures that require the use of strong passwords, or

· Install software that will only allow users to select strong passwords.
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	DECISION POINT:  Password Policies and Procedures

Do you have policies and procedures for password management by users and administrators?

Your organization should have guidelines on how to choose the best passwords and on password security.  These policies and procedures may be a part of your workstation security or workstation use policies.  You should document these policies and procedures as part of your compliance effort.  You should also consider using software that limits the selection of passwords to strong ones.

	
	


	Password Management
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	Organizations using passwords for authentication should have password management policies and procedures.  These policies and procedures should include the following subjects:

· Prohibition of sharing passwords,

· Password content requirements (minimum number of characters, types of characters, etc.), 

· Password aging (minimum and maximum time limits for password use),

· Secure storage of password files, and

· Examples of good password choices.

It is important to train users on proper password management as well as provide examples of good password choices.  Ongoing training should be performed to raise awareness of social engineering, phishing scams, and other threats.  

In addition to establishing user training and awareness, organizations should consider implementing the following password management controls to strengthen their user authentication.  Organizations should determine if their systems are capable of implementing these controls.  


	Password Aging
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	Password aging requires users to change their passwords after a specified amount of time.  An advantage of password aging is that if an intruder once had access to a username and password, he/she would no longer have access after the password aged out.  Password aging can be set on workstations to expire user’s passwords after a few months.  When an old password is ready to be expired, users will be prompted to enter their old password and then enter a new password.  Organizations should consult with their workforce members to determine the appropriate time to expire passwords.  Requiring users to change their passwords too frequently may cause frustration.  


	Cognitive or Challenge-Response Passwords

	With cognitive or challenge-response passwords, users are prompted to answer a random question for which they have already provided answers in advance. (e.g., What city were you born in?, What is your pet’s name?, etc.)  The answers to the questions are only known by the user and the system in advance.  Therefore, they are cognitive passwords and are specialized for each individual user.


	Passphrases
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	With passphrases, users enter a group of words and characters to identify themselves.  Passphrases are longer than typical passwords.  Passphrases are useful because they are sentences only the user would remember, such as “My dog is named spot.”  Users can include upper and lower case letters to further strengthen their passphrases.  


	Limiting Login Attempts

[image: image31.wmf]
	Limiting login attempts will prevent an attacker from repeatedly trying different password combinations to enter a system.  It also prevents an attacker from using software in a brute force attack that will repeatedly try passwords to crack a password.  After failed login attempts reach a specified threshold, the account is locked or suspended until an administrator can unlock it.  

A sufficient number of failed login attempts must be allocated to users legitimately entering their passwords.  This is called grace attempts and will allow users to enter and re-enter their password if they mistype their password.  The number of grace attempts should be determined by business practices and usually are between 3 and 7 attempts.  


	Last Successful Login

	Displaying the last successful login would notify users of any unauthorized login attempts.  The system would keep track of the last successful login and after each current successful login, users would receive a message displaying the date and time of the previous successful login.  


	Password Auditing
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	Covered entities should regularly audit passwords to ensure that there are no empty passwords or accounts with no passwords.  Audits should check if passwords meet the organization’s standards for strong passwords.  There are several software tools that perform password auditing.  


	Password Generators
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	Password generators can be used to create strong passwords for users rather than letting them chose one themselves.  A password generator is a tool that uses an algorithm to generate random characters that are put together to create a password.  If a password generator is used, it is best to have the tool create pronounceable words so that users can remember their passwords and not have to write them down.


	Password Weaknesses


	Passwords are the most commonly used form of authentication but are the most vulnerable
.  They are susceptible to cracking and brute force attacks.  The greatest weaknesses of passwords are the user’s lack of protection against attacks and poor password choices.   


	Guessing/ Finding
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	When users are allowed to select their own passwords, they often select passwords that are easy to remember.  They may contain personal information, such as pet names, family member names, or favorite sports team.  Users may also select simple words that are found in dictionaries.  These types of passwords are very easy to guess and can be cracked using a password auditing and recovery application.

When difficult passwords are assigned to users, they may write them down so they do not forget them.  Often, passwords can be found on sticky notes that are underneath mouse pads, on keyboards, or on monitors.  If passwords must be written down, they should be secured, locked, or encrypted.  


	Password Sharing
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	Users have been known to share their passwords with co-workers to access files, applications, etc.  Reasons why users share passwords are to delegate work, provide coverage during vacations, or to provide convenience.  However, sharing passwords poses a security risk.  


	
	Passwords and usernames should never be shared under any circumstances.  Sharing passwords and usernames result in a lack of accountability.  Changes made to EPHI cannot be traced back to a user if an account is shared.  

For more information regarding user identities, see Chapter 14: Access Controls.  It may be found on the CalOHI website at CalOHI - Security.
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	Major Consideration:  Account and Password Sharing

If you do not have a policy in place, you must determine how you will prevent sharing of accounts and passwords.  Workforce members who share workstations can log into the operating system using the same password, but it is recommended that each worker log into EPHI applications using his/her own username and password.  


	Social Engineering
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	Users may also fall victim to social engineers.  A social engineer is a person who poses as a co-worker or person of authority to coax users to give him/her their password.  Some of the most well-known computer hackers used social engineering to break into some of the most “secure” environments
.

For example, a social engineer may pose as a member of the IT department and call a user asking for his/her password to troubleshoot a network issue.  The user unknowingly provides his/her password and has become a victim of social engineering.  


	
	Social engineering is the easiest way for a hacker to gain access to a network.  Preventing such scams relies heavily on establishing policies and procedures and on raising user awareness.  Users should be educated on how to recognize social engineering attempts and what action to take if it occurs.  It is a good practice for covered entities to create a database and record any social engineering attempts.  Periodic reminders should be sent to users about social engineering and phishing scams.  


	Phishing
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	Phishing is a form of social engineering and is a method of obtaining sensitive information through the use of an official-looking e-mail.  The e-mail graphics, headers, icons, and text may appear from a bank or hospital.  The e-mail will ask the user to enter his/her information, such as his/her password or social security number, into a form or website link.  The e-mail will also warn that if the user does not enter his/her information, the account may be terminated or subject to suspension.  Unknowingly, the user enters his/her information, which compromises the system’s security.    


	
	For example, John receives an e-mail that appears to have come from his IT department.  The e-mail looks legitimate, especially since the sender’s address is from the “IT Department.”  The e-mail asks for John’s username and password to the EPHI application so that the IT department can perform testing.  The e-mail provides a hyperlink for John to enter his credentials.  The website form appears to have logos and text from his organization, so he enters his credentials and clicks the submit button.  John has just been a victim of a phishing scam and has compromised the security of his EPHI application.   


	Electronic Monitoring
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	Electronic monitoring occurs when an attacker has access to an organization’s network and installs a piece of hardware or software to capture data, such as passwords.  Most organizations have firewalls and switched networks to prevent this type of access; however, an attacker can capture passwords or EPHI if it is sent via an unsecured manner on external transmission lines to vendors or business associates.  
An attacker may also install a keylogger on a workstation to capture and monitor keystrokes.  A keylogger is a software application that records a user’s keystrokes on his/her keyboard.  Since the user is unaware of the keylogger application, the user enters his/her credentials.  The attacker captures credential information using the keylogger and transmits the data to be used at a later time to access sensitive information.  Keyloggers can be installed onto a workstation through insecure ports or through a peer-to-peer file sharing application.  

For more information regarding this type of vulnerability, see Chapter 20: Transmission Security, which CalOHI will issue in 2005.  When released, it may be found on the CalOHI website at CalOHI - Security.



	Accessing Password Files
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	Password files on databases should be secure and locked at all times.  Password files are similar to the master key of a building that unlocks all doors.  Access to password files should be restricted to only a few individuals.  If passwords are kept electronically in a document or spreadsheet, it should be encrypted and password protected.  If the administrator leaves the company, the password on the document or spreadsheet should be changed and updated.  


	Dictionary/ Brute Force Attack

[image: image41.jpg]



	A dictionary or brute force attack can occur if an attacker installs a program to break into the system or application
.  There are software tools that try every word in the dictionary to crack the password.  The most popular tool is called “l0phtcrack”
 and is used as a password auditing and password vulnerability testing tool.  However, attackers can also use this software tool to crack passwords for malicious intent.  The software will look for accounts with weak or no passwords.  Depending on the speed and power of the workstation performing the attack, passwords can be cracked in a matter of minutes or hours.  



	Tokens
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	A token is something the user has that provides authentication to a system, allowing access with the use of algorithms.  The user provides a username and the token device for authentication into the system.  A token is given to an authorized user to keep in his/her possession.  They usually come in the form of a card, key, or similar device.  
Tokens are common on physical security devices, such as proximity card readers.  A user will wave his/her magnetic card key token before a pad located by the locked door.  The security system will sense and authenticate the card token and will authorize the user by unlocking the door.  There are many types of tokens, for example:


	
	· Memory tokens, and

· USB (Universal Serial Bus) tokens.

Each of these tokens and how they are used to authenticate the user seeking access to EPHI will be discussed.  


	Memory Tokens
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	Memory tokens only store information; they do not process it.  A memory card simply holds the user’s authentication data.  
A good example of a memory token is an ATM card.  The authentication data on an ATM card is stored on the magnetic strip located on the back of the card.  To perform bank account functions from an ATM machine, a person needs to swipe his/her ATM card and then enter a PIN.  If the authentication data matches, then access to the bank account is granted.

Memory tokens have a higher level of security than passwords alone.  An unauthorized user would need to have both the memory token and the PIN to obtain access.  Like all tokens, they require special devices to read and write the information to the tokens.  Although the actual tokens may be inexpensive, the reading/writing devices add significant cost to the authentication process.  


	
	For example, if memory tokens were being used as an authentication method to access a computer, the administrator would need at least one writing device to store the user’s authentication data to his/her token.  Each individual computer would then require a reading device to read the data on the token and accept a PIN.  These devices can add up to a significant cost for covered entities.


	
	Memory tokens are often easily lost or stolen and can be forged.  If a memory token was obtained and the unauthorized person had the correct PIN, he/she would be able to obtain access.  Memory tokens may also cause user dissatisfaction.  This dissatisfaction can be reduced if users are taught to understand the need for the increased security.  A proper cost/benefit analysis should be performed to determine if memory tokens are the most applicable authentication mechanism for your organization.



	USB Tokens
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	USB tokens are increasing in popularity due to a larger acceptance of USB devices, such as memory drives, hard drives, and peripherals.  These small devices authenticate the user after a username and USB token have been provided to the workstation.  After the authentication service matches the USB token with the provided username, the user is allowed to proceed.  

New USB tokens also incorporate a one-time password.  The USB token has a digital number screen that generates a password synchronized with the authentication service.  The USB token device generates a password and enters it along with the username.  Once the two match, the USB token can be inserted into the workstation and the user is allowed access.  

Since nearly all workstations and laptops have USB ports, USB tokens are becoming increasingly popular authentication devices.  

However, tokens can be lost, and large organizations need to keep track of the distribution of devices, especially once employees are no longer with the organization.  




	Strong Authentication

[image: image45.wmf]
	Strong authentication or two-factor authentication requires two of the three methods of authentication; something the user knows, is, or has
.  In strong authentication, providing a password is not enough; the user must also provide a token device or a biometric attribute in addition to a username and password.  This provides added protection against unauthorized individuals who may have stolen a username and password.   An ATM card is a good example of two-factor or strong authentication.  The user provides his/her ATM card (something the user has) plus his/her PIN number (something the user knows).  Once they both match the bank’s database records, the user is allowed to proceed.




	Single Sign-On

[image: image46.wmf]
	Many times users will want to authenticate to multiple computing resources, such as their workstation, network, EPHI application, etc.  This requires users to remember multiple usernames and passwords.  Single sign-on technology enables users to access all resources within their environment after entering their credentials once. 

Single sign-on authentication is designed to make things easier for users and the administrator who must maintain and manage authentication data.  It cuts down on the amount of authentication data (i.e., number of passwords) users must remember.  This actually improves security because it reduces the probability of users writing down passwords, and it also reduces the administrator’s time spent on adding and removing user accounts and modifying access permissions.  


	
	However, due to the different platforms of computing systems and networks, single sign-on remains a challenge to implement for most organizations.  Every platform, application, and resource needs to accept the same type of credentials, have the same type of credentials formatting, and interpret their meanings in the same way.  In addition, end-user training for a single sign-on system can often be quite extensive.  




	Conclusion
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	Authentication is the process of providing proof of one’s identity to access a system or resource.  It can be in the form of what the user knows, has, or is.  The most common type of authentication is usernames and passwords.  While most systems have this type of authentication, it is also the most vulnerable to various threats.  Organizations should review their authentication methods and determine how their users access EPHI.  
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