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g. Personnel Security. There would be a requirement that all personnel with access to health information must be authorized to do so after receiving appropriate clearances. This is important to prevent unnecessary or inadvertent access to secure information. The personnel security requirement would require entities to meet the following conditions:

· Assure supervision of personnel performing technical systems maintenance activities by authorized, knowledgeable persons.

· Maintain access authorization records.

· Insure that operating, and in some cases, maintenance personnel have proper access.

· Employ personnel clearance procedures.

· Employ personnel security policy / procedures.

· Ensure that system users, including technical maintenance personnel are trained in system security.
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c. Authorization Control. There would be a requirement to put in place a mechanism for obtaining consent for the use and disclosure of health information. These controls would be necessary to ensure that health information is used only by properly authorized individuals. Either of the following implementation features may be used:

· Role-based access.

· User-based access (see access control, above).
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(i) Access authorization (information use policies and procedures that establish the rules for granting access, (for example, to a terminal, transaction, program, process, or some other user).
(7) Personnel security (all personnel who have access to any sensitive information have the required authorities as well as all appropriate clearances) that includes all of the following implementation features:

(i) Assuring supervision of maintenance personnel by an authorized, knowledgeable person. These procedures are documented formal procedures and instructions for the oversight of maintenance personnel when the personnel are near health information pertaining to an individual.

(ii) Maintaining a record of access authorizations (ongoing documentation and review of the levels of access granted to a user, program, or procedure accessing health information).

(iii) Assuring that operating and maintenance personnel have proper access authorization (formal documented policies and procedures for determining the access level to be granted to individuals working on, or near, health information). 

(iv) Establishing personnel clearance procedures (a protective measure applied to determine that an individual’s access to sensitive unclassified automated information is admissible).

(v) Establishing and maintaining personnel security policies and procedures (formal, documentation of procedures to ensure that all personnel who have access to sensitive information have the required authority as well as appropriate clearances).

(vi) Assuring that system users, including maintenance personnel, receive security awareness training.
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D. Security Standard…

A list of the organizations with which we consulted can be found in section G. below. As a result of these consultations and our research, we identified several high level concepts on which the standard is based.  
Consultation with standards development organizations, such as ANSI-accredited organizations, as well as business interest organizations, revealed the need for a standard that addressed all aspects of security in a concerted fashion. The HISB noted in its report to the Secretary that: ‘‘Comprehensive adoption of security standards in health care, not piecemeal implementation, is advocated to provide security to data that is exchanged between health care entities.  By definition, if a system or communications between two systems, were implemented with technology(s) meeting standards in a general system security framework (Identification and Authentication; Authorization and Access Control; Accountability; Integrity and Availability; Security of Communication; and Security Administration.) that system would be essentially secure. * * * no single standards development organization (SDO) is addressing all aspects  of health care information security and confidentiality, and specifically, no single SDO is developing standards that cover every category of the security framework.’’ [Page 189]
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… We also drew upon Recommendations 1 and 3 in the National Research Council’s 1997 report, For The Record, that were recommended for immediate implementation. ‘‘Recommendation 1: All organizations that handle patient identifiable health care information— regardless of size—should adopt the set of technical and organizational policies, practices, and procedures described below to protect such information.’’ The proposed security standard addresses the following policies, practices, and procedures that were listed under Recommendation 1:

Organizational Practices

1. Security and confidentiality policies

2. Information security officers

3. Education and training programs, and

4. Sanctions

Technical Practices and Procedures

1. Individual authentication of users

2. Access controls

3. Audit trails

4. Physical security and disaster recovery

5. Protection of remote access points

6. Protection of external electronic communications

7. Software discipline, and

8. System assessment
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e. Entity Authentication. Each organization would be required to implement entity authentication, which is the corroboration that an entity is who it claims to be. Authentication would be important to prevent the improper identification of an entity who is accessing secure data. The following implementation features would be used:

· Automatic log off.

· Unique user identification.

· In addition, at least one of the following implementation features would be used:

· A biometric identification system.

· A password system.

· A personal identification number (PIN).

· Telephone callback.

· A token system which uses a physical device for user identification.
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TECHNICAL SECURITY MECHANISMS TO GUARD AGAINST UNAUTHORIZED ACCESS TO DATA THAT IS TRANSMITTED OVER A

COMMUNICATIONS NETWORK

Requirement Implementation Communications/network controls (If communications or networking is employed, the following implementation features must be implemented:

Integrity controls, Message authentication. In addition, one of the following implementation features must be implemented: Access controls, Encryption. In addition, if using a network, the following four implementation features must be implemented:

Alarm, Audit trail, Entity authentication, Event reporting).


· Access controls.

· Alarm.

· Audit trail.

· Encryption.

· Entity authentication.

· Event reporting.

· Integrity controls.

· Message authentication.


Each organization that uses communications or networks would be required to protect communications containing health information that are transmitted electronically over open networks so that they cannot be easily intercepted and interpreted by parties other than the intended recipient, and to protect their information systems from intruders trying to access systems through external communication points.  When using open networks, some form of encryption should be employed. The utilization of less open systems/networks such as those provided by a value-added network (VAN) or privatewire arrangement provides sufficient access controls to allow encryption to be an optional feature. These controls would be important because of the potential for compromise of information over open systems such as the Internet or dial-in lines.  The following implementation features would be in place:

· Integrity controls.

· Message authentication.


One of the following implementation features would be in place:

· Access controls.

· Encryption.


In addition, if using a network for communications, the following implementation features would be in place:

· Alarm.

· Audit trail.

· Entity authentication.

· Event reporting.
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§ 142.304 Definitions.

Authentication refers to the corroboration that an entity is the one claimed.

Password refers to confidential authentication information composed of a string of characters.

Token refers to a physical item necessary for user identification when used in the context of authentication.  For example, an electronic device that can be inserted in a door or a computer system to obtain access.
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(v) Entity authentication (the corroboration that an entity is the one claimed) that includes:

(A) Automatic logoff (a security procedure that causes an electronic session to terminate after a predetermined time of inactivity, such as 15 minutes), and

(B) Unique user identifier (a combination name/number assigned and maintained in security procedures for identifying and tracking individual user identity).

(C) At least one of the following implementation features:

(1) Biometric identification (an identification system that identifies a human from a measurement of a physical feature or repeatable action of the individual (for example, hand geometry, retinal scan, iris scan, fingerprint patterns, facial characteristics, DNA sequence characteristics, voice prints, and hand written signature)).

(2) Password.

(3) Personal identification number (PIN) (a number or code assigned to an

individual and used to provide verification of identity).

(4) A telephone callback procedure (method of authenticating the identity of the receiver and sender of information through a series of ‘‘questions’’ and ‘‘answers’’ sent back and forth establishing the identity of each). For example, when the communicating systems exchange a series of identification codes as part of the initiation of a session to exchange information, or when a host computer disconnects the initial session before the authentication is complete, and the host calls the user back to establish a session at a predetermined telephone number.

(5) Token…

(d) Technical security mechanisms

(processes that are put in place to guard against unauthorized access to data that is transmitted over a communications network)…

(iii) Entity authentication (a communications or network mechanism to irrefutably identify authorized users, programs, and processes and to deny access to unauthorized users, programs, and processes).
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TECHNICAL SECURITY SERVICES TO GUARD DATA INTEGRITY, CONFIDENTIALITY, AND AVAILABILITY—Continued

Requirement Implementation

Entity Authentication (The following implementation features must be implemented: Automatic logoff, Unique user identification. In addition, at least one of the other listed implementation features must be implemented).

Automatic logoff.

Biometric.

Password.

PIN.

Telephone callback.

Token.

Unique user identification.
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…There are several technologies available for user authentication, including passwords, cryptography, and biometrics. (ASTM 1762–95, as cited in the HISB draft Glossary of Terms Related to Information Security In Health care Information Systems)…

…Entity authentication:

1. The corroboration that an entity is the one claimed. (ISO 7498–2, as cited in the HISB draft Glossary of Terms Related to Information Security In Health care

Information Systems) Part of technical security services to control and monitor access to information on the matrix.

2. A communications/network mechanism to irrefutably identify authorized users,

programs, and processes, and to deny access to unauthorized users, programs

and processes.  Part of mechanisms to prevent unauthorized access to data that is transmitted over a communications network on the matrix.  …

Final Rule
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3. Workforce Security (§ 164.308(a)(3)(i))

We proposed implementation of a number of features for personnel security, including ensuring that maintenance personnel are supervised by a knowledgeable person, maintaining a record of access authorizations, ensuring that operating and maintenance personnel have proper access authorization, establishing personnel clearance procedures, establishing and maintaining personnel security policies and procedures, and ensuring that system users have proper training.

In this final rule, to provide clarification and reduce duplication, we have combined the ‘‘Assure supervision of maintenance personnel by authorized, knowledgeable person’’ implementation feature and the ‘‘Operating, and in some cases, maintenance personnel have proper access authorization’’ feature into one addressable implementation specification titled ‘‘Authorization and/ or supervision.’’

In a related, but separate, requirement entitled ‘‘Termination procedures,’’ we proposed implementation features for the ending of an employee’s employment or an internal or external user’s access. These features would include things such as changing combination locks, removal from access lists, removal of user account(s), and the turning in of keys, tokens, or cards that allow access.

In this final rule, ‘‘Termination procedures’’ has been made an addressable implementation specification under ‘‘Workforce security.’’ This is addressable because in certain circumstances, for example, a solo physician practice whose staff consists only of the physician’s spouse, formal procedures may not be necessary. The proposed ‘‘Personnel security policy/procedure’’ and ‘‘record of access authorizations’’ implementation features have been removed from this final rule, as they have been determined to be redundant. Implementation of the balance of the ‘‘Workforce security’’ implementation specifications and the other standards contained within this final rule will result in assurance that all personnel with access to electronic protected health information have the required access authority as well as appropriate clearances.

Comment: One commenter believes that the proposed ‘‘Personnel security’’ requirement was reasonable, since an administrative determination of trustworthiness is needed before allowing access to sensitive information.

Two commenters asked that we delete the requirement entirely. A number of commenters requested that we delete the implementation features. Another commenter stated that all the implementation features may not be applicable or even appropriate to a given entity and should be so qualified. 

Response: While we do not believe this requirement should be eliminated, we agree that all the implementation specifications may not be applicable or even appropriate to a given entity. For example, a personal clearance may not be reasonable or appropriate for a small provider whose only assistant is his or her spouse. The implementation specifications are not mandatory, but must be addressed. This final rule has been changed to reflect this approach (see § 164.308(a)(3)(ii)(B)).
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4. Person or Entity Authentication (§ 164.312(d)) We proposed that an organization implement the requirement for ‘‘Entity authentication’’, the corroboration that an entity is who it claims to be. ‘‘Automatic logoff’’ and ‘‘Unique user identification’’ were specified as mandatory features, and were to be

coupled with at least one of the following features: (1) A ‘‘biometric’’ identification system; (2) a ‘‘password’’ system; (3) a ‘‘personal identification number’’; and (4) ‘‘telephone callback,’’ or a ‘‘token’’ system that uses a physical device for user identification. In this final rule, we provide a general requirement for person or entity authentication without the specifics of the proposed rule.

Comment: We received comments from a number of organizations requesting that the implementation features for entity authentication be either deleted in their entirety or at least be made optional. On the other hand, comments were received requesting that the use of digital signatures and soft tokens be added to the list of implementation features.

Response: We agree with the commenters that many different mechanisms may be used to authenticate entities, and this final rule now reflects this fact by not incorporating a list of implementation specifications, in order to allow covered entities to use whatever is reasonable and appropriate. ‘‘Digital signatures’’ and ‘‘soft tokens’’ may be used, as well as many other mechanisms, to implement this standard. The proposed mandatory implementation feature, ‘‘Unique user identification,’’ has been moved from this standard and is now a required implementation specification under ‘‘Access control’’ at § 164.312(a)(1). ‘‘Automatic logoff’’ has also been moved from this standard to the ‘‘Access control’’ standard and is now an addressable implementation specification.
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b. Comment: We received comments requesting that the implementation features be deleted or made optional. Three commenters asked that the requirement for an alarm be deleted.

Response: This final rule has been revised to reflect deletion of the following implementation features: (1) The alarm capability; (2) audit trail; (3) entity authentication; and (4) event reporting. These features were associated with a proposed requirement for ‘‘Communications/network controls’’ and have been deleted since they are normally incorporated by telecommunications providers as part of network management and control functions that are included with the

provision of network services. A health care entity would not expect to be responsible for these technical telecommunications features. ‘‘Access controls’’ has also been deleted from the implementation features since the consideration of the use of encryption will satisfy the intent of this feature. We retain as addressable implementation specifications two features: (1) ‘‘Integrity controls’’ and ‘‘encryption’’. ‘‘Message authentication’’ has been deleted as an implementation feature because the use of data authentication codes (called for in the ‘‘integrity controls’’ implementation specification) satisfies the intent of ‘‘Message authentication.’’
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§ 164.304 Definitions. As used in this subpart, the following terms have the following meanings: 

Access means the ability or the means necessary to read, write, modify, or communicate data/information or otherwise use any system resource. (This definition applies to ‘‘access’’ as used in this subpart, not as used in subpart E of this part.) 

Authentication means the corroboration that a person is the one claimed.

Password means confidential authentication information composed of a string of characters.

Security or Security measures encompass all of the administrative, physical, and technical safeguards in an information system.

Technical safeguards means the technology and the policy and procedures for its use that protect electronic protected health information and control access to it. User means a person or entity with authorized access.
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(3)(i) Standard: Workforce security. Implement policies and procedures to ensure that all members of its workforce have appropriate access to electronic protected health information, as provided under paragraph (a)(4) of this section, and to prevent those workforce members who do not have access under paragraph (a)(4) of this section from obtaining access to electronic protected health information.
(ii) Implementation specifications:

(A) Authorization and/or supervision (Addressable). Implement procedures for the authorization and/or supervision of workforce members who work with electronic protected health information or in locations where it might be accessed.

(B) Workforce clearance procedure (Addressable). Implement procedures to determine that the access of a workforce member to electronic protected health information is appropriate.
(C) Termination procedures (Addressable). Implement procedures for terminating access to electronic protected health information when the employment of a workforce member ends or as required by determinations made as specified in paragraph (a)(3)(ii)(B) of this section.
8378 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

§ 164.312 Technical safeguards. A covered entity must, in accordance with § 164.306:

…(d) Standard: Person or entity authentication. Implement procedures to verify that a person or entity seeking access to electronic protected health information is the one claimed…

State Administrative Manual

4841.5     RESPONSIBILITY OF OWNERS OF INFORMATION  
(Revised 09/02) 

The responsibilities of an agency unit that is the designated owner of an automated file or database consist of:

1. Classifying each file or database for which it has ownership responsibility in accordance with the need for precautions in controlling access to and preserving the security and integrity of the file or data base (see SAM Section 4841.3); 
  

2. Defining precautions for controlling access to and preserving the security and integrity of files and data bases that have been classified as requiring such precautions; 
  

3. Authorizing access to the information in accordance with the classification of the information and the need for access to the information; 
  

4. Monitoring and ensuring compliance with agency and state security policies and procedures affecting the information; 
  

5. Identifying for each file or data base the level of acceptable risk; and 
  

6. Filing Information Security Incident Reports with Finance. See SAM Section 4845. 

The ownership responsibilities must be performed throughout the life cycle of the file or database, until its proper disposal. Program units that have been designated owners of automated files and data bases must coordinate these responsibilities with the agency Information Security Officer.
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