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	The tools and templates provided in CalOHI Policy and Information Memoranda have generally been authored by HIPAA workgroups.  Users should view the information presented in the context of their own organizations and environments.  Legal opinions and/or decision documentation may be needed when interpreting and/or applying this information.  
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INTRODUCTION

	Resources
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	This chapter provides a summary of the part of the Health Insurance Portability and Accountability Act (HIPAA) Security Rule requiring covered entities to establish policies and procedures on workforce security.  The information in this chapter is derived from:

· Federal law,

· Federal regulations,

· State law,

· State regulations and guidelines,

· Federal policies and Frequently Asked Questions (FAQ), 

· International Organization for Standardization (ISO/IEC),

· Project Management Book of Knowledge (PMBOK),

· Sysadmin, Audit, Network, and Security (SANS)

· National Research Council (NRC), and

· National Institute of Standards and Technology (NIST).

You will need to review the specific mandates in relation to your programs, functions, and/or business practices to determine how to apply this requirement.




	Links to Resources
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	Links to the proposed and final federal security regulations may be found on the CalOHI Security page at CalOHI - Security.  Any referenced State laws may be found on the California Law website at Find California Code or on the CalOHI Legal page at CalOHI - Legal Issues.




	Decision Points
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	Throughout the chapter, you will find blue boxes containing decision points.  Decision points target covered entities and their business associates that are required to implement the HIPAA Security Rule.  Decision points identify decisions covered entities will need to make to establish their security policies and procedures.

You should review the decision points to determine which of them apply to your business practices.  You may consider alternative solutions for each issue and weigh the positive and negative effects of the alternatives based on your business practices and applicable federal and State law.  You may also consider your liability and the financial impact of each alternative.  We strongly recommend you discuss the analysis and recommendations with your legal counsel.  A sample decision tool was issued in CalOHI Policy Memorandum 2003-22, Exhibit 3.  This tool may be found on the CalOHI Privacy page at CalOHI - Privacy. 

We have provided checklists of the decision points and legal considerations at the end of each chapter or section.  You may use the checklists as guides for the decisions you need to make.  Once you have established policies related to the decision points and legal considerations, the policies will become part of your security policies and procedures.




	Examples, Hyperlinks, and Definitions
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	Examples to assist in understanding the requirements are indented and printed in blue ink.  Hyperlinks are provided to appropriate web site references, to pages within this chapter, and to terms posted in the CalOHI website glossary.  Definitions for terms used in this document may be found at the end of the chapter.




	Standards and Implementation Specifications 
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	The HIPAA Security Rule contains standards, which are requirements covered entities must meet.  Within the standards, there are implementation specifications.  Implementation specifications are more detailed activities necessary to accomplish the standard requirement.  Some implementation specifications are required, and covered entities must complete these activities to be in compliance with the Rule.  Other implementation specifications are addressable, which means that covered entities are required to address how they will meet the specification.  Addressable implementation specifications allow covered entities more flexibility with respect to security standards compliance.  It does NOT mean that the specification is optional.  


	
	For additional information regarding meeting addressable and required implementation specifications, see CalOHI Policy Memorandum 2004-43.  It may be found on the CalOHI website at CalOHI - Security.  




WORKFORCE SECURITY

	Background

	The HIPAA Security Rule requires administrative safeguards be in place to guard data integrity, confidentiality, and availability.  To meet this requirement, covered entities must implement workforce security policies and procedures.  
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	The workforce security standard is part of a layered security approach in information security.  Layered security is used as a comprehensive approach to security management.  Workforce security ensures proper administrative policies and procedures are in place to limit workstation access and use to only those authorized.  Physical security ensures access is authorized only to the proper personnel.  Technical safeguards ensure that only the authorized personnel who have the proper credentials can access and use the workstations that store or transmit EPHI.


	
	As with all HIPAA security standards, the workforce security standard is required.  All covered entities must have documented policies and procedures related to this standard and its implementation specifications.  The implementation specifications are addressable, which allows covered entities flexibility on how they may meet the specifications.


	Chapters
	This chapter addresses the HIPAA security standard for workforce security.  The workforce security standard has three implementation specifications; Authorization and/or Supervision, Workforce Clearance Procedures, and Termination Procedures.  All three specifications are addressed in this chapter, except the authorization part of Authorization and/or Supervision.  The authorization portion of Authorization and/or Supervision specification is part of the process to allow workforce members’ access to EPHI and is discussed in Chapter 17, Access Administration.  Chapter 17 discusses the HIPAA security standards and implementation specifications which address the covered entity’s requirements when allowing workforce members’ access to EPHI.
In addition, this chapter should be used in conjunction with Chapter 14, Access Controls which discusses the implementation specifications for emergency access procedures and automatic logoff.  Another related chapter is Chapter 8: Information Access Management, which provides information about access administration, establishment, and modification.  All these chapters may be found on the CalOHI website at CalOHI - Security.



	Security Rule
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	HIPAA’s final Security Rule requires covered entities to implement policies and procedures ensuring that all authorized members of its workforce have appropriate access to EPHI and preventing those workforce members who do not from obtaining access to EPHI.  Implementing the workforce security standard along with the other standards contained in the Rule will ensure that all personnel have the required access authority and the appropriate clearances.  


	
	The workforce security standard states:

“Security:  Workforce security.  Implement policies and procedures to ensure that all members of its workforce have appropriate access to electronic protected health information, as provided under (a)(4) of this section, and to prevent those workforce members who do not have access under (a)(4) of this section from obtaining access to electronic protected health information.”


	
	The workforce security standard has three addressable implementation specifications:
“Authorization and/or Supervision (Addressable).  The covered entity is to implement procedures for the authorization and/or supervision of workforce members who work with EPHI or in locations where it might be accessed;  
This implementation specification will be discussed in Chapter 17, Access Administration.  It may be found on the CalOHI website when released.  


	
	Workforce Clearance Procedures (Addressable).  The covered entity is to implement procedures to determine that the access of a workforce member to EPHI is appropriate; and 


	
	Termination Procedures (Addressable).  The covered entity is to implement procedures for terminating access to EPHI when the employment of a workforce member ends or as required by determinations made as specified in the Workforce Clearance Procedures implementation specification.”
[45 C.F.R. §164.308(a)(3)]


	Workforce Security & Minimum Necessary 
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	The workforce security standard specifically refers to the information access management standard that requires covered entities to establish policies and procedures authorizing EPHI access consistent with the Privacy Rule.  The degree and extent of EPHI access must comply with all the provisions of the Privacy Rule.  

In particular, the minimum necessary requirement of the Privacy Rule must be followed.  Under the minimum necessary provision, covered entities must limit access to protected health information (PHI) based on what the person needs to perform his/her job functions or accomplish a particular task.  In determining the level of authorized EPHI access, the covered entity should recognize the minimum necessary requirement in the Privacy Rule is incorporated into the role-based access policies.  [45 C.F.R. §164.308(a)(4), § 164.502(b) and § 164.514(d)(2)]


	
	In the Security Rule, the concepts of role-based and user-based access control are not evident.  Instead, it is left to the covered entity to determine the best way to define and implement EPHI access authorization.  An administrator may configure the access control mechanisms so that users may only access EPHI at his/her authorized level.  


	
	For further discussion regarding minimum necessary, see CalOHI Policy Memorandum 2003-35, which includes Chapter 26: Minimum Necessary.  It may be found on the CalOHI website at CalOHI - Privacy.   
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	DECISION POINT:  Policies and Procedures 

Does your organization have established policies and procedures for managing appropriate EPHI access by authorized staff?  

In developing your workforce security policies and procedures, you will need to consider the minimum necessary requirement found in the Privacy Rule.  You must document the policies and procedures as part of your security management documents.  

	
	


SUPERVISION
	Implementation Specification
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	The authorization and/or supervision implementation specification requires workforce members to be supervised and/or to have authorization when working with EPHI or in locations where EPHI resides.  Authorization and/or supervision do not apply only to EPHI computer access, including technical controls, but also to physical access.  Entities must decide on the feasibility of meeting this specification based on their risk analysis.  

For example, a medical office with only a doctor and an assistant probably would not have an extensive supervision policy for monitoring access by the assistant to patient information on their computer system.  The doctor’s risk analysis probably would determine the assistant exploiting the EPHI in their computer to be a low risk occurrence, since the assistant and doctor work so closely together in a small office.  However, a larger hospital would likely have more complex policies and procedures on supervising EPHI access because there would be a larger staff with different roles and job responsibilities.  


	
	Covered entities should consider the following when developing policies and procedures for supervision.  


	
	·  Define roles and responsibilities for all job functions;

·  Identify, in writing, the extent of supervision each class of workforce member will require to access EPHI, if at all; 

· Assign and deliver appropriate levels of security, security oversight, training, and access; and

· Assign a responsible party to establish and maintain supervision levels.  


	
	The policies and procedures may be developed in conjunction with the policies and procedures for authorization of access to EPHI.  Authorization of access is addressed in Chapter 17, Access Authorization.  

The implementation specification calls for supervising by a knowledgeable person working with EPHI or in areas with access to EPHI.  This provides accountability and responsibility in case a security incident or inappropriate disclosure occurs.  


	
	Based on the results of their risk analysis, covered entities must determine whether policies and procedures are required for supervision.  Under the workforce security standard, if covered entities decide not to establish policies and procedures on supervision, covered entities must document why, what alternate policy or procedure they are utilizing to satisfy this specification, and why they have chosen an alternative.  
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	DECISION POINT:  Supervision Policies and Procedures 

Have you developed supervision policies and procedures?  

You must determine if your policies and procedures include written job descriptions that correlate with the appropriate levels of access.  You must include assigning supervision over workforce members who work with EPHI. 

	
	


	Purpose of Authorization and/or Supervision

	The purpose of the supervision implementation specification is to ensure authorized employees have appropriate EPHI access and to restrict unauthorized persons from accessing EPHI.  Some risks due to inappropriate authorization may include:

· Improper access by an employee or unauthorized person,

· Accidental deletion, and/or

· Unauthorized modification.
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	Supervision applies to employees, maintenance staff, vendors, and contractors working with EPHI or in areas where EPHI might be accessed.  While it may be difficult to supervise maintenance staff, vendors, and contractors at all times, there should be procedures in place to ensure they are accountable for their actions. 


	
	For example, a janitor who does not have access to EPHI on a computer performs his duties in areas where EPHI resides.  Supervision must be provided at some level to ensure the janitor is not accessing EPHI and that staff are safeguarding it from unauthorized staff.


	Supervision of Workforce Members


	Supervising workforce members who access EPHI provides accountability and oversight of the EPHI use.  Workers who access EPHI will be more responsible and accountable for their actions if they know a supervisor or manager is regularly monitoring their system actions.  Covered entities should implement a process or software audit program to ensure accountability when it is not feasible to directly supervise workers who have access to EPHI.  This is especially true during off hours when direct supervision cannot always be provided.  Covered entities may implement a logging process where maintenance workers and other after-hour employees are required to sign a log indicating when they enter and leave the building.


	
	For example, maintenance staff members arrive at a covered entity’s building at 9:00 p.m. every night to perform their job duties.  Since maintenance staff members enter areas where EPHI might be accessed, the covered entity requires the maintenance staff to sign a log each night prior to entering and upon leaving the building.  This provides a record of who has entered the building after hours and during what time period.   

Another example is when an organization implements audit software that tracks the data being accessed by all individuals.  This software would record a disgruntled employee entering the building after hours and accessing the EPHI database.  The organization knows who accessed the information and is able to take the proper action.
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	DECISION POINT:  After-Hours Access

Do you have a process to check who has entered and left the building after-hours?
You need to determine whether you have a process for checking access into your facility after hours and/or when supervising workforce members in areas where EPHI is accessed is not possible.  This process should include anyone who has entered your facility after-hours, such as maintenance staff, vendors, (e.g. electricians, telecommunication engineers, etc.), and employees.  

	
	


WORKFORCE CLEARANCE PROCEDURES
	Implementation Specification
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	The workforce clearance procedures implementation specification requires covered entities to address implementing procedures to determine the EPHI access that is appropriate for each workforce member.  

In the final Security Rule, the Department of Health and Human Services (HHS) retained the term “clearance” because they believed it more accurately conveys an intended screening process.  The need for and extent of a screening process should be based on other protective measures and an assessment of the risks, costs, benefits, and feasibility.  According to the Rule, “Effective personnel screening processes may be applied in a way to allow a range of implementation, from minimal procedures to more stringent procedures based on the risk analysis performed by the covered entity.”  [Federal Register, Vol. 68, No. 34, p. 8348]


	
	Good security screening practices start with the job applicant, before someone is granted access.  This may be accomplished through screening and verifying facts on applications and resumes (e.g., whether they actually have the education they claim).  Court records and credit reports may also assist with the screening process.  Some agencies may use law enforcement background checks.  Regardless of the applicant screening method utilized, it may be beneficial to ask the applicant to sign a release statement that holds former employers and references harmless for information divulged. 


	
	An example of a stringent screening process for a potential new nurse hire who will need a full level of access might include: 
· Conducting a law enforcement background check that includes finger printing, 

· Verifying the candidate’s degrees and licenses, 

· Checking with the licensing board for any suspensions or complaints, and 

· Verifying prior employment and contacting references.  

Only after completing all these checks would an entity be reasonably able to determine the level of risk it is taking by hiring the individual as well as determining if his/her credentials warrant a full level of access.  


	
	There also may be instances where a clearance change will be necessary.  

For example, a staff member may be promoted and have an increased level of responsibility in handling more sensitive information, or EPHI.  

As part of workforce clearance procedures, covered entities need to identify who will conduct workforce clearances (e.g., Human Resources, the hiring manager, etc.) and who will make the final level of access determination.  A sign-off process determining the level of EPHI access should include the hiring or direct manager.  Should staff encounter personal information about the applicant or staff person during the clearance process, it should be kept in the strictest confidence. 


	[image: image20.wmf]
	DECISION POINT:  Workforce Clearance Procedures 

Do you have a personnel hiring process that includes workforce clearance procedures? 

Covered entities should consider establishing a personnel hiring process that includes workforce clearance procedures.  The process should include determining if conducting background checks is needed.  The process also should include routine credential, education, degree, reference, and past employment history checks.  Applicants should be made aware that their information will be verified. 
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	DECISION POINT:  Applicant Screening
What type of screening will you use?
You need to determine the type of screening that will be performed on applicants during the hiring process, such as background checks, credit checks, fingerprinting, drug tests, and/or reference checks.  You also need to determine the tests that are reasonable and appropriate for your organization, based on your resources and needs.  You should consult with your legal counsel and personnel staff when deciding on the screening process to be used for new hires.  

	
	


	Nondisclosure Agreements
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	Although not required by HIPAA, the use of nondisclosure agreements to ensure EPHI is protected should be developed by covered entities and signed by new employees.  Nondisclosure agreements are contracts signed between two parties ensuring data or information is not released or disclosed by either party, unless otherwise stated.  This is useful for ensuring employee confidentiality and for those covered entities that employ contractors, consultants, visiting nurses, physicians, etc.


	
	The nondisclosure agreement should include:

· The importance of keeping information confidential and private,  

· The date of the agreement, 

· The two parties involved in the agreement (e.g., the covered entity and the employee, contractor, visiting nurse, etc.),

· The terms of the agreement, and

· The penalties for disclosing EPHI.


	
	For example, a consultant is hired by a covered entity to perform testing on the organization’s electronic medical records system.  The covered entity has decided to use a nondisclosure agreement to ensure the consultant does not disclose EPHI before, during, or after working with the electronic medical records system.  


	
	See Exhibit 2 for a sample nondisclosure form that covered entities may customize and use.  For more information about sanctions for employees who violate the HIPAA Security Rule, see Policy Memorandum 2005-58, Exhibit 1, Chapter 23: Sanction Policy.  These documents may be found on the CalOHI website at CalOHI - Security.




	Screening Process
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	A stringent screening process for a potential new hire might include: 

· A criminal background check including a fingerprint criminal check, 

· Verification of information provided on the application, including his/her degrees and/or licensing certifications, 

· Checking for any suspensions or complaints with the licensing board, 
· Drug testing,

· Credit check, and 

· Verification of prior employment and checking with references.  

Only after completing the screening process would entities reasonably be able to determine the level of risk they are taking by hiring the individual.



	Verification
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	Covered entities should verify that the information provided by the applicant on the employment application is correct.  This can include:

· Verifying prior employment by telephoning or e-mailing past employers with reference questions,

· Verifying degrees, educational background, certifications, and diplomas by contacting the issuing institutions,

· Calling reference checks (professional and personal),

· Verifying salary and wage information from current and previous employers, and

· Checking with licensing boards or affiliations to determine the status of licenses, etc.
Any verification and checks that do not match the applicant’s submission should be considered as grounds for not hiring or for dismissal.  The verification process can take a long time, particularly if the applicant has a large amount of data to verify.  The covered entity should verify the data is correct before clearing the workforce member for employment and/or granting EPHI access.  



	Criminal Background Checks
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	There are many resources available to conduct a criminal background check.  Many organizations use an online background check website or they may hire a company specializing in conducting background checks.  After submitting the workforce member’s social security number, name, and address, any criminal history will be reported within 24-72 hours.  More thorough background checks may be conducted by private investigators.  Investigations may include: interviewing previous employers and co-workers, friends, and family; and conducting a full criminal history check.  


	
	Covered entities must determine whether allowing someone with a criminal past access and use of their EPHI is part of their due care and due diligence.  Background checks are becoming standard operating procedure during hiring processes.




	Drug Tests
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	Drug tests can be conducted on workforce members or candidates for employment as part of the screening process.  Many organizations use drug tests to ensure their employees do not use illicit drugs.  If an employee’s drug test is positive, he/she can be subject to sanctions and/or termination.  Likewise, if an applicant’s drug test is positive, he/she may not be considered a suitable hire.


	
	Drug tests require the workforce member or applicant to submit a specimen for testing.  There are different types of drug tests, such as urine, hair, and blood tests.  The most common drug tests are urine tests since they are the least intrusive and are easy to conduct.  Hair and blood tests require a more intrusive method, such as drawing a hair or blood sample.  While urine tests are the most common, they are the most susceptible to errors and easily can be falsified by using kits sold on the market.  Blood and hair tests are more accurate, but are also more costly and can take longer to process.  Most drug tests take 24-72 hours to process.  


	
	Finally, applicants and workforce members should be informed of the drug test requirement.  They may refuse to take a drug test but may be requested to provide the reason for refusing to take the test.  Covered entities must then decide whether to hire or keep applicants or workforce members who refuse to take a drug test.  




	Credit Checks
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	Many employers conduct credit checks as a way to verify an applicant’s integrity and character.  While this check is not as widely used as criminal background checks or drug tests, many employers use this check to determine if the individual is responsible with his/her credit and finances.  This check is popular in banking and financial industries.


	
	Credit checks are relatively low cost and can be purchased over the Internet.  Covered entities should determine if credit checks will be a part of their screening process.  



	Fingerprinting
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	Fingerprinting and keeping an employee’s fingerprints on file are good preventative security measures.  Workforce members should have their fingerprints recorded and on file for identification purposes.  


	
	Usually, applicants will have their fingerprints recorded at their local police station, pay a fee, and then request their fingerprints to be sent to the employer.  



TERMINATION PROCEDURES
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	The workforce security standard includes the termination procedures implementation specification, which states that covered entities should implement procedures for terminating access to EPHI when a workforce member’s employment ends or when an employee’s duties change.  According to DHHS, termination procedures for all covered entities are necessary and relevant because of the risks associated with potential unauthorized acts by former employees.  This may include acts of retribution or the use of proprietary information for personal gain.  However, the termination procedures implementation specification is addressable because formal procedures may not be necessary in certain situations.  If this were the case though, to be HIPAA compliant, the covered entity would need to document why a formal procedure is not necessary.  [Federal Register, Vol. 68, No. 34, p. 8348]


	
	For example, formal procedures would not be necessary in a solo practitioner’s office whose staff consists of only the practitioner’s spouse.


	
	DHHS explains that the purpose of termination procedures is not to detail when or under what circumstances an employee should be terminated.  This would be better described in an entity’s sanction policy.  The purpose of termination procedures is to establish the security-unique actions to be followed when an employee is terminated.  This may include revoking passwords or retrieving card keys when termination occurs.  [Federal Register, Vol. 68, No. 34, p. 8348]   


	
	While many employees leave their jobs voluntarily (e.g. for another job) and remain on good terms with their former employer, some do not.  These people have the ability to create great harm and damage.  Dismissed employees may steal EPHI information, erase data, and/or copy files and documents.  Those with specialized knowledge may plant viruses in a system to destroy data and systems and/or to alter files.  They may set up unauthorized access through a backdoor.  When an employee is being terminated, coordinating the removal of system and physical access with notifying the individual of termination may be necessary.  


	Adverse Terminations
	Given the potential for adverse consequences, organizations should consider the following: 

· Covered entities should predetermine the person(s) responsible for initiating and conducting the termination procedures, such as collecting keys, access cards, and so forth.


	
	· Password access should immediately be revoked, and related accounts should be closed.

· Tokens used as a secondary access mechanism should be recovered from the employee.

· Keys should be returned by the employee.  If keys are not retrieved, locks need to be changed in areas where EPHI resides or is accessible.


	
	· Keypad locks should be reprogrammed in areas where the employee had access. 

· The employee should be removed from any access control lists.
  

· In some cases, physical escort to remove the individual from the premises may be necessary. 

· Organizations may monitor auditing features on accounts that access EPHI to determine if there is any unauthorized or inappropriate activity by the terminated employee.


	Standard Departures
	In the event of “friendly” termination (e.g., retirement, promotion, change of employer), organizations should have a standard procedure for outgoing or transferring employees.  This normally includes: 


	
	· Removing access privileges, computer accounts, and authentication tokens.

· Retrieving keys.

· Briefing the outgoing employee on the continuing responsibility of confidentiality and privacy. 

· Collecting other entity property.

· Documenting the continued availability of data.  This refers to the employee documenting how they accessed certain files, programs, or systems they may have originated or maintained.  If cryptography was used to protect data, management must be provided the cryptographic keys.  [NIST SP 800-14, p. 29]



	Purpose of Termination Procedures
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	The purpose of having termination procedures and a formal process to follow is to ensure that all protocols have been followed and that nothing has been forgotten.  When an employee is no longer employed or associated with an employer, they may have different reactions.  Organizations should have specific procedures to follow with each termination.  
For example, procedures might include:  

· The employee must leave the facility immediately under the supervision of the manager or security guard; 
· The employee must surrender any identification badges and keys; 
· The employee must complete an exit interview;
· The employee must return company supplies; and 
· The user’s accounts and passwords must be disabled and changed immediately.  


	
	DECISION POINT:  Termination Procedures

Does your organization have a standard documented termination procedure?
You must have a standard documented termination procedure or a checklist of all action items that should be completed when an employee leaves or has been terminated.  All parties coordinating the related termination activities should be made aware of the procedures.  

	
	


STATE REQUIREMENTS
	State Administrative Manual (SAM)



	The State Administrative Manual (SAM) addresses, in part, the HIPAA requirements related to workforce security and its authorization and/or supervision, workforce clearance, and termination procedures implementation specifications.  Covered entities will need to ensure they are following the steps outlined in SAM and the additional HIPAA requirements.  SAM addresses the specifications under HIPAA’s workforce security standard to some extent in the following areas:


	
	SAM addresses the requirement of defining precautions for controlling access to and preserving the security and integrity of files and databases.  It addresses the requirement of authorizing access to the information in accordance with classification of the information and the need for access to the information.  These SAM requirements align with the HIPAA workforce security requirement of ensuring workforce members have appropriate access to information and preventing unauthorized users from obtaining access.  

SAM states that State agencies need to preserve the integrity of computerized information resources by protecting them from unauthorized access.  [SAM §§ 4841.5 & 4840]
SAM addresses personnel practices, including conducting employment history and/or background checks on employees who work with or have access to confidential or sensitive information or critical applications.  Agencies should contact the Department of Personnel Administration for the specific rules and regulations relating to employment history or background checks.  [SAM § 4842.2]
SAM states that personnel practices require termination procedures that ensure agency information assets are not accessible to former employees.  [SAM § 4842.2] 


	
	LEGAL CONSIDERATION:  SAM and HIPAA

State departments should consult with their legal counsel to determine if other program specific guidelines, regulations, or laws pertaining to data they create, transmit, maintain, and store exists.  Other criteria may need to be analyzed in conjunction with the HIPAA and SAM requirements.


	
	DECISION POINT:  SAM Requirements 

Does your department already have documented procedures to meet the requirements of SAM § 4840, 4841.5, and 4842.2?  

You must ensure you have documented procedures to meet both the SAM and HIPAA requirements pertaining to the workforce security standard and its implementation specification.  These will become part of your policies and procedures.  

	
	


DEFINITIONS
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	The terms listed below are related to workforce security.  Other terms are defined in CalOHI Policy Memorandum 2005-56 - 66, either in later exhibits or in Exhibit 1 as part of the chapters.  These policy memoranda and their exhibits may be found on the CalOHI website at CalOHI - Security.  When the HIPAA security chapters are completed, the terms will be merged into the CalOHI glossary on our website. 


	Access
	The ability or the means necessary to read, write, modify, or communicate data/information or otherwise use any system resource.  [45 C.F.R. §164.304]


	Facility
	The physical premises and the interior and exterior of a building.  [45 C.F.R. § 164.304]


	Password
	Confidential authentication information composed of a string of characters.  [45 C.F.R. § 164.304]


	User
	A person or entity with authorized access.  [45 C.F.R. § 164.304]


	User of Information
	An individual having specific limited authority from the owner of information to view, change, add to, disseminate or delete such information.  [SAM § 4840.4]


	Workstation
	An electronic computing device, e.g., a laptop, desktop computer, or any other device that performs similar functions, that has electronic media stored in its immediate environment.  

[45 C.F.R. § 164.304]
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	The following references are provided for your use as needed.  CalOHI does not endorse any of the following resources, but simply provides them as potential sources for your enhanced knowledge.  

Atlantic Information Services, INC (AIS), HIPAA Security Compliance Guide, Washington, D.C., 2004.  www.AISHealth.com. 

ISO/IEC 17799:2000(E), December 1, 2000.  www.iso.ch
NIST SP 800-12-Chapter 10 and 14, An Introduction to Computer Security.

NIST SP 800-14, Generally Accepted Principles and Practices for Securing Information Technology Systems, September 1996.

NIST SP 800-66, An Introductory Resource Guide for Implementing the HIPAA Rule, March 2005.

State Administrative Manual, www.dgs.ca.gov
Webopedia, http://www.webopedia.com/
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