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43252 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules

g. Personnel Security. There would be a requirement that all personnel with access to health information must be authorized to do so after receiving appropriate clearances. This is important to prevent unnecessary or inadvertent access to secure information. The personnel security requirement would require entities to meet the following conditions:

· Assure supervision of personnel performing technical systems maintenance activities by authorized, knowledgeable persons.

· Maintain access authorization records.

· Insure that operating, and in some cases, maintenance personnel have proper access.

· Employ personnel clearance procedures.

· Employ personnel security policy / procedures.

· Ensure that system users, including technical maintenance personnel are trained in system security.
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c. Authorization Control. There would be a requirement to put in place a mechanism for obtaining consent for the use and disclosure of health information. These controls would be necessary to ensure that health information is used only by properly authorized individuals. Either of the following implementation features may be used:

· Role-based access.

· User-based access (see access control, above).

43266 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules

(i) Access authorization (information use policies and procedures that establish the rules for granting access, (for example, to a terminal, transaction, program, process, or some other user).
(7) Personnel security (all personnel who have access to any sensitive information have the required authorities as well as all appropriate clearances) that includes all of the following implementation features:

(i) Assuring supervision of maintenance personnel by an authorized, knowledgeable person. These procedures are documented formal procedures and instructions for the oversight of maintenance personnel when the personnel are near health information pertaining to an individual.

(ii) Maintaining a record of access authorizations (ongoing documentation and review of the levels of access granted to a user, program, or procedure accessing health information).

(iii) Assuring that operating and maintenance personnel have proper access authorization (formal documented policies and procedures for determining the access level to be granted to individuals working on, or near, health information). 

(iv) Establishing personnel clearance procedures (a protective measure applied to determine that an individual’s access to sensitive unclassified automated information is admissible).

(v) Establishing and maintaining personnel security policies and procedures (formal, documentation of procedures to ensure that all personnel who have access to sensitive information have the required authority as well as appropriate clearances).

(vi) Assuring that system users, including maintenance personnel, receive security awareness training.
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(11) Termination procedures (formal documented instructions, which include appropriate security measures, for the ending of an employee’s employment or an internal/external user’s access) that include procedures for all of the following implementation features:

(i) Changing locks (a documented procedure for changing combinations of locking mechanisms, both on a recurring basis and when personnel knowledgeable of combinations no longer have a need to know or require access to the protected facility or system).

(ii) Removal from access lists (physical eradication of an entity’s access privileges).

(iii) Removal of user account(s) (termination or deletion of an individual’s access privileges to the information, services, and resources for which they currently have clearance, authorization, and need-to-know when such clearance, authorization and needto- know no longer exists). 

(iv) Turning in of keys, tokens, or cards that allow access (formal, documented procedure to ensure all physical items that allow a terminated employee to access a property, building, or equipment are retrieved from that employee, preferably before termination).
(b)(2)…(v) Procedures for verifying access authorizations before granting physical access (formal, documented policies and instructions for validating the access privileges of an entity before granting those privileges).
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Assure supervision of maintenance personnel by authorized, knowledgeable person: Documented formal procedures/instruction for the oversight of maintenance personnel when such personnel are in the vicinity of health information pertaining to an individual.
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Personnel clearance procedure:

A protective measure applied to determine that an individual’s access to sensitive unclassified automated information is admissible. The need for and extent of a screening process is normally based on an assessment of risk, cost, benefit, and feasibility as well as other protective measures in place. Effective screening processes are applied in such a way as to allow a range of implementation, from minimal procedures to more stringent procedures commensurate with the sensitivity of the data to be accessed and the magnitude of harm or loss that could be caused by the individual (DOE 1360.2A, as cited in Glossary of INFOSEC and INFOSEC Related Terms— Idaho State University) Part of personnel security on the matrix. 

Personnel security:

The procedures established to ensure that all personnel who have access to sensitive information have the required authority as well as appropriate clearances. (NCSC Glossary of Computer Security Terms, October 21, 1988) Part of administrative procedures to guard data integrity, confidentiality and availability on the matrix. Personnel security policy/procedure: Formal, documentation of policies and procedures established to ensure that all personnel who have access to sensitive information have the required authority as well as appropriate clearances. (Glossary of INFOSEC and INFOSEC Related Terms—Idaho State University)

Part of personnel security on the matrix.
Final Rule

8348 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

3. Workforce Security (§ 164.308(a)(3)(i))

We proposed implementation of a number of features for personnel security, including ensuring that maintenance personnel are supervised by a knowledgeable person, maintaining a record of access authorizations, ensuring that operating and maintenance personnel have proper access authorization, establishing personnel clearance procedures, establishing and maintaining personnel security policies and procedures, and ensuring that system users have proper training.

In this final rule, to provide clarification and reduce duplication, we have combined the ‘‘Assure supervision of maintenance personnel by authorized, knowledgeable person’’ implementation feature and the ‘‘Operating, and in some cases, maintenance personnel have proper access authorization’’ feature into one addressable implementation specification titled ‘‘Authorization and/ or supervision.’’

In a related, but separate, requirement entitled ‘‘Termination procedures,’’ we proposed implementation features for the ending of an employee’s employment or an internal or external user’s access. These features would include things such as changing combination locks, removal from access lists, removal of user account(s), and the turning in of keys, tokens, or cards that allow access.

In this final rule, ‘‘Termination procedures’’ has been made an addressable implementation specification under ‘‘Workforce security.’’ This is addressable because in certain circumstances, for example, a solo physician practice whose staff consists only of the physician’s spouse, formal procedures may not be necessary. The proposed ‘‘Personnel security policy/procedure’’ and ‘‘record of access authorizations’’ implementation features have been removed from this final rule, as they have been determined to be redundant. Implementation of the balance of the ‘‘Workforce security’’ implementation specifications and the other standards contained within this final rule will result in assurance that all personnel with access to electronic protected health information have the required access authority as well as appropriate clearances.

a. Comment: The majority of comments concerned the supervision of maintenance personnel by an authorized knowledgeable person. Commenters stated this would not be feasible in smaller settings. For example, the availability of technically knowledgeable persons to ensure this supervision would be an issue. We were asked to either reword this implementation feature or delete it.

Response: We agree that a ‘‘knowledgeable’’ person may not be available to supervise maintenance personnel. We have accordingly modified this implementation specification so that, in this final rule, we are adopting an addressable implementation specification titled, ‘‘Authorization and/or supervision,’’ requiring that workforce members, for example, operations and maintenance personnel, must either be supervised or have authorization when working with electronic protected health information or in locations where it resides (see § 164.308(a)(3)(ii)(A)). Entities can decide on the feasibility of meeting this specification based on their risk analysis.

b. Comment: The second largest group of comments requested assurance that, with regard to the proposed ‘‘Personnel clearance procedure’’ implementation feature, having appropriate clearances does not mean performing background checks on everyone. We were asked to delete references to ‘‘clearance’’ and use the term ‘‘authorization’’ in its place. 

Response: We agree with the commenters concerning background checks. This feature was not intended to be interpreted as an absolute requirement for background checks. We retain the use of the term ‘‘clearance,’’ however, because we believe that it more accurately conveys the screening process intended than does the term ‘‘authorization.’’ We have attempted to clarify our intent in the language of § 164.308(a)(3)(ii)(B), which now reads, ‘‘Implement procedures to determine that the access of a workforce member to electronic protected health information is appropriate.’’ The need for and extent of a screening process is normally based on an assessment of risk, cost, benefit, and feasibility as well as other protective measures in place. Effective personnel screening processes may be applied in a way to allow a range of implementation, from minimal procedures to more stringent procedures based on the risk analysis performed by the covered entity. So long as the standard is met and the underlying standard of § 164.306(a) is met, covered entities have choices in how they meet these standards. To clarify the intent of this provision, we retitle the implementation specification ‘‘Workforce clearance procedure.’’ 

c. Comment: One commenter asked that we expand the implementation features to include the identification of the restrictions that should be placed on members of the workforce and others. 

Response: We have not adopted this comment in the interest of maintaining flexibility as discussed in § 164.306. Restrictions would be dependent upon job responsibilities, the amount and type of supervision required and other factors. We note that a covered entity should consider in this regard the applicable requirements of the Privacy Rule (see, for example, § 164.514(d)(2) (relating to minimum necessary requirements), and § 164.530(c) (relating to safeguards).

Comment: One commenter believes that the proposed ‘‘Personnel security’’ requirement was reasonable, since an administrative determination of trustworthiness is needed before allowing access to sensitive information.

Two commenters asked that we delete the requirement entirely. A number of commenters requested that we delete the implementation features. Another commenter stated that all the implementation features may not be applicable or even appropriate to a given entity and should be so qualified. 

Response: While we do not believe this requirement should be eliminated, we agree that all the implementation specifications may not be applicable or even appropriate to a given entity. For example, a personal clearance may not be reasonable or appropriate for a small provider whose only assistant is his or her spouse. The implementation specifications are not mandatory, but must be addressed. This final rule has been changed to reflect this approach (see § 164.308(a)(3)(ii)(B)).

e. Comment: The majority of commenters on the ‘‘Termination procedures’’ requirement asked that it be made optional, stating that it may not be applicable or even appropriate in all circumstances and should be so qualified or posed as guidelines. A number of commenters stated that the requirement should be deleted. One commenter stated that much of the material covered under the ‘‘Termination procedures’’ requirement is already covered in ‘‘Information access control.’’ A number of commenters stated that this requirement was too detailed and some of the requirements excessive.

Response: Based upon the comments received, we agree that termination procedures should not be a separate standard; however, consideration of termination procedures remains relevant for any covered entity with employees, because of the risks associated with the potential for unauthorized acts by former employees, such as acts of retribution or use of proprietary information for personal gain. We further agree with the reasoning of the commenters who asked that these procedures be made optional; therefore, ‘‘Termination procedures’’ is now reflected in this final rule as an addressable implementation specification. We also removed reference to all specific termination activities, for example, changing locks, because, although the activities may be considered appropriate for some covered entities, they may not be reasonable for others. 

f. Comment: One commenter asked whether human resource employee termination policies and procedures must be documented to show the types of security breaches that would result termination. 

Response: Policies and procedures implemented to adhere to this standard must be documented (see § 164.316 below). The purpose of termination procedure documentation under this implementation specification is not to detail when or under which circumstances an employee should be terminated. This information would more appropriately be part of the entity’s sanction policy. The purpose of termination procedure documentation to ensure that termination procedures include security-unique actions to be followed, for example, revoking passwords and retrieving keys when a termination occurs.  
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(3)(i) Standard: Workforce security. Implement policies and procedures to ensure that all members of its workforce have appropriate access to electronic protected health information, as provided under paragraph (a)(4) of this section, and to prevent those workforce members who do not have access under paragraph (a)(4) of this section from obtaining access to electronic protected health information.
(ii) Implementation specifications:

(A) Authorization and/or supervision (Addressable). Implement procedures for the authorization and/or supervision of workforce members who work with electronic protected health information or in locations where it might be accessed.

(B) Workforce clearance procedure (Addressable). Implement procedures to determine that the access of a workforce member to electronic protected health information is appropriate.
(C) Termination procedures (Addressable). Implement procedures for terminating access to electronic protected health information when the employment of a workforce member ends or as required by determinations made as specified in paragraph (a)(3)(ii)(B) of this section.
State Administrative Manual

4840     SECURITY AND RISK MANAGEMENT 
(Revised 09/02) 
State agencies need to ensure the integrity of computerized information resources by protecting them from unauthorized access, modification, destruction, or disclosure and to ensure the physical security of these resources. State agency heads are accountable for the computerized information resources held by their agencies.  They are responsible for the integrity of computerized information resources, and the authorization of access to those resources.  All agency employees share in this responsibility as well.
Agencies shall also ensure that users, contractors and third parties having access to State computerized information resources are informed of and abide by this policy and the agency security plan and are informed of applicable state statutes related to computerized information resources.

Agency heads are responsible and shall take reasonable measures for implementation of, and compliance with, the state security policy.  Each agency that employs information technology must establish risk management and disaster recovery planning process for identifying, assessing, and responding to the risks associated with its information assets.  The state's information assets (its data processing capabilities, information technology infrastructure and data files) are an essential public resource.  For many agencies, program operations would effectively cease in the absence of key computer systems.  In some cases, public health and safety would be immediately jeopardized by the failure or disruption of a system.  The non-availability of state information system and resources can also have a detrimental impact on the state economy and the citizens who rely on state programs.  Furthermore, the unauthorized modification, deletion, or disclosure of information included in agency files and data bases can compromise the integrity of state programs, violate individual right to privacy, and constitute a criminal act.
4841.5     RESPONSIBILITY OF OWNERS OF INFORMATION  
(Revised 09/02) 

The responsibilities of an agency unit that is the designated owner of an automated file or database consist of:
Classifying each file or database for which it has ownership responsibility in accordance with the need for precautions in controlling access to and preserving the security and integrity of the file or data base (see SAM Section 4841.3); 
  

Defining precautions for controlling access to and preserving the security and integrity of files and data bases that have been classified as requiring such precautions; 
  

Authorizing access to the information in accordance with the classification of the information and the need for access to the information; 
  

Monitoring and ensuring compliance with agency and state security policies and procedures affecting the information; 
  

Identifying for each file or data base the level of acceptable risk; and 
  

Filing Information Security Incident Reports with Finance. See SAM Section 4845. 
The ownership responsibilities must be performed throughout the life cycle of the file or database, until its proper disposal.  Program units that have been designated owners of automated files and data bases must coordinate these responsibilities with the agency Information Security Officer.
4842.2     AGENCY RISK MANAGEMENT PROGRAM  
(Reviewed 02/02) 

The practice of information technology risk management within the agency must be based upon the results of the agency's risk analysis process.  Obtaining resources for risk management is subject to the same technical, programmatic, and budgetary justification and review processes required for any information technology program.  See SAM Section 4819.3.
The risk management practices implemented by the agency will vary depending upon the nature of the agency's information assets.  Among the practices that must be included in each agency's risk management program are:

Organizational and Management Practices.  Agency executive management must be visibly committed to information security and the practice of risk management.  Risk management must be based upon an appropriate division of responsibility among management, technical, and program staff, with written documentation of specific responsibilities.  Agency security policies and procedures must be fully documented, and agency staff must be knowledgeable about those policies and procedures. 
  

Personnel Practices.  Personnel practices related to security management must include training of agency employees with respect to individual, agency, and statewide security responsibilities and policies; signing of acknowledgments of security responsibility by all employees; and termination procedures that ensure that agency information assets are not accessible to former employees.  Employment history and/or background checks on employees who work with or have access to confidential or sensitive information or critical applications may be necessary for particular agencies.  Agencies should contact the Department of Personnel Administration for specific rules and regulations relative to employment history or background checks. 
  

Physical Security Practices.  Agency physical security measures must provide for management control of physical access to information assets (including personal computer systems and computer terminals) by agency staff and outsiders; prevention, detection, and suppression of fires; prevention, detection, and minimization of water damage; and protection, detection, and minimization of loss or disruption of operational capabilities due to electrical power fluctuations or failure.  Physical security practices for each facility must be adequate to protect the most sensitive information technology application housed in that facility. 
  

Data Security Practices.  Each agency must establish controls to ensure that information is protected by providing for regular backup of automated files and databases.  Agencies that obtain services from a state data center may enter into a formal agreement with the data center for the data center to assume operational responsibility for backup and restoration of automated files and databases (see SAM Section 4842.21).  Depending upon the nature of the information being protected and the threats to which it is subjected, additional measures to ensure the integrity and security of automated files and databases can range from password protection to encryption. 
  

Information Integrity Practices.  Information which has been inappropriately modified or destroyed (by outsiders or employees) can adversely impact public policy or the rights of citizens.  Consequently, the accuracy and completeness of information systems and the data maintained within those systems should be a management concern.  Each agency must establish controls to ensure that data entered into and stored in its automated files and data bases are complete and accurate, as well as ensure the accuracy of disseminated information. 
  

Software Integrity Practices.  Software should be obtained only from a reputable source, one that will stand behind the product.  Obtaining system software or applications from user's groups, bulletin boards, or other information services should be kept to a minimum to reduce the risk of obtaining code that causes damage or destruction of information on storage media or to systems software. 
  

Personal Computer Security Practices.  Information maintained in a personal computer system must be subjected to the same degree of management control and verification of accuracy that is provided for information that is maintained in other automated files.  Files containing confidential or sensitive data (as defined in SAM Section 4841.3) should not be stored in personal computer systems unless the agency can demonstrate that doing so is in the best interest of the state and that security measures have been implemented to provide adequate protection.  The SAM Section 4989.7 contains specific provisions for the security of personal computer systems. 
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