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	The tools and templates provided in CalOHI Policy and Information Memoranda have generally been authored by HIPAA workgroups.  Users should view the information presented in the context of their own organizations and environments.  Legal opinions and/or decision documentation may be needed when interpreting and/or applying this information.  
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GENERAL INFORMATION
	Resources
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	This chapter provides a summary of the part of the Health Insurance Portability and Accountability Act (HIPAA) Security Rule requiring the periodic technical and nontechnical evaluation of HIPAA security compliance.  The information in this chapter is derived from:

· Federal law,

· Federal regulations,

· State law,

· State regulations and guidelines,

· Federal policies and Frequently Asked Questions (FAQ), 

· International Organization for Standardization (ISO/IEC),

· Project Management Book of Knowledge (PMBOK), 

· Sysadmin, Audit, Network, and Security (SANS),

· National Research Council (NRC), and

· National Institute of Standards and Technology (NIST).

You will need to review the specific mandates in relation to your programs, functions, and/or business practices to determine how to apply this requirement.




	Links to Resources
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	Links to the proposed and final federal security regulations may be found on the CalOHI Security page at CalOHI – Security.  Any referenced State laws may be found on the California Law website at Find California Code or on the CalOHI Legal page at CalOHI - Legal Issues.


	Decision Points
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	Throughout the chapter, you will find blue boxes containing decision points.  Decision points target covered entities and their business associates that are required to implement the HIPAA Security Rule.  Decision points identify decisions covered entities will need to make to establish their security policies and procedures.

You should review the decision points to determine which of them apply to your business practices.  You may consider alternative solutions for each issue and weigh the positive and negative effects of the alternatives based on your business practices and applicable federal and State law.  You may also consider your liability and the financial impact of each alternative.  We strongly recommend you discuss the analysis and recommendations with your legal counsel.  A sample decision tool was issued in CalOHI Policy Memorandum 2003-22 Exhibit 3.  This tool may be found on the CalOHI Privacy page at CalOHI - Privacy. 
We have provided checklists of the decision points at the end of each chapter or section.  You may use the checklists as guides for the decisions you need to make.  Once you have established policies related to the decision points, the policies will become part of your security policies and procedures. 




	Examples and Hyperlinks
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	Examples to assist in understanding the requirements are indented and printed in blue ink.  Hyperlinks are provided to appropriate web site references, to pages within this chapter, and to terms posted in the CalOHI website glossary.  




the security rule
	Introduction
	Information security controls and standards implemented in response to the HIPAA Security Rule apply to ongoing, changing processes; therefore, they must be continually monitored for effectiveness.  As part of covered entities’ due diligence, they must ensure their administrative, physical, and technical safeguards are up-to-date and adequate to protect the confidentiality, integrity, and availability of EPHI.  




	Security Rule 

	The Security Rule requires covered entities to conduct evaluations of their security safeguards periodically and subsequently in response to changes in their business environment.  The evaluations demonstrate and document their compliance with the Rule. 


	
	Specifically, the Rule states, 

 “Standard: Evaluation.  Perform a periodic technical and nontechnical evaluation, based initially upon the standards implemented under this rule and subsequently, in response to environmental or operational changes affecting the security of electronic protected health information, that establishes the extent to which an entity’s security polices and procedures meet the requirements of this subpart.”   [Subpart C is the Security Rule]  [45 C.F.R. §164.308(a)(8)]  


	
	The Rule underscores the importance of keeping security practices current.  This is also addressed in the security standard’s general rules.  It specifically states: 

“Maintenance.  Security measures implemented to comply with standards and implementation specifications adopted under §164.105 [organizational requirements] and this subpart [Subpart C] must be reviewed and modified as needed to continue provision of reasonable and appropriate protection of electronic protected health information as described at §164.316.”   [Section 164.316 contains standards for policies and procedures and documentation requirements]  [45 C.F.R. §164.306(e)]



INITIAL AND SUBSEQUENT EVALUATIONS
	Initial Evaluation
	Covered entities are required to perform periodic evaluations, based initially upon the HIPAA security standards they have implemented.  The evaluation will provide an assessment of the safeguards in place within the organization.  It should show the gaps, if any, that exist between the implemented safeguards and the required HIPAA security standards.  

The resulting initial evaluation report should establish the baseline of security measures that exists within the organization.  Any subsequent evaluations should start with this baseline. 



	Subsequent Evaluations
	Using the baseline information from the initial evaluation, covered entities will need to conduct additional scheduled evaluations in the future as well as at intervals when their business practices change.  Future evaluations should start at the baseline evaluation.  



scheduled and periodic evaluations

	Frequency of Scheduled Evaluations (Maintenance)
	The HIPAA Security Rule requires covered entities to review and modify as needed their security measures to continue reasonable and appropriate protection of EPHI.  Covered entities’ environments change, so safeguards must change along with their environments to ensure they are effective.  Covered entities will need to schedule regular recurring maintenance evaluations.  They should take the following into consideration when determining the timing of the evaluations:

· Administrative policies and procedures may go out of date; if so, these will need to be updated  


	
	· Physical safeguards may go out of date if an organization moves offices, location, or remodels,  
· Technology may go out of date, so technical safeguards need to be continually updated in the event of newer software or hardware releases or changes to the computing environment. 
· Personnel may change resulting in the need for evaluating the training package, policies and procedures, etc. 
· Business associates may change resulting in the need to secure communications and transmissions containing EPHI.
· Cost to perform the evaluation.


	
	In addition, covered entities should take into account the sensitivity, size, and complexity of the EPHI controlled by the organization and the systems which contain the EPHI.  


	
	For example, a covered entity adopts a schedule to perform recurring evaluations every two years in July – August.  This decision is based on the facts that it is the beginning of a new fiscal year where funding should be available to fund the evaluation and past history demonstrates that there are enough small changes to business practices to warrant the evaluation.  


	
	The policies should address the frequency of security evaluations, taking into consideration any other program laws or regulations changes that may affect the security of EPHI.
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	DECISION POINT:  Frequency of Evaluation

What are your organization’s criteria for evaluation? 

You must determine how often or when your organization will perform the ongoing recurring technical and nontechnical evaluations to ensure your controls are effective.  You need to develop a process and timeline to review and update evaluations.

	
	


	Periodic Evaluations 
	The Security Rule requires covered entities to conduct an evaluation in response to significant changes.  To ensure that such evaluations occur, covered entities need to establish criteria that will trigger the evaluations.  When establishing such criteria, covered entities should take into consideration the following factors.  Other factors may exist depending on the covered entities business practices.


	
	· The history of significant changes to business practices and IT systems,

· The size of changes that have occurred,

· Major law or regulation changes, e.g., HIPAA security regulation changes, etc.,

· The addition of new systems,

· Implementation of new software,

· Major security incidents within the organization, e.g., the system is hacked into and EPHI is accessed, a laptop with EPHI is stolen, etc.,

· A new business associate is added to business practices,

· The organization makes a major physical move,

· The organization implements a new program (e.g., MediCal, Temporary Assistance to Needy Families, etc.,), major program changes, or new business practices,

· The budget constraints that may exist limiting the entity’s ability to conduct the evaluation,

· The staff availability to conduct the evaluation, and

· The history or pattern of personnel changes that could trigger an evaluation.


	
	Based on these factors and any others that may exist for a covered entity’s business practices, a listing of changes or activities that would trigger a periodic evaluation need to be established and documented.
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	DECISION POINT:  Periodic Evaluation Criteria

What are your organization’s criteria for periodic evaluations? 

You must determine when your organization will perform the irregular unscheduled technical and nontechnical evaluations to ensure your controls are effective when there has been a change.  You need to document your criteria in your policies and procedures.

	
	


EVALUATION STEPS

	Evaluation Steps

	The Rule requires an evaluation of both the technical and nontechnical components of the security environment.  In the “An Introductory Resource Guide for Implementing the Health Insurance Portability and Accountability (HIPAA) Security Rule,” the following steps are described, which a covered entity may use when evaluating their security.  These steps provide effective evaluation that will identify areas of noncompliance with the Security Rule as a result of changes in the entity’s operation or environment.
An evaluation is the process of examining information about the activities, environments, and controls against the HIPAA Security Rule standards and implementation specifications.  Evaluations are broader than assessments in that they involve making judgments about the degree of compliance or noncompliance in regards to the activity, environment, or control.  



	Step 1: Internal or External
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	While it is imperative that the evaluation is performed on all compliance activities, the final Rule allows entities some flexibility in achieving this: internally or by hiring an outside entity to perform the evaluation.  Covered entities may chose to conduct the evaluation using only members of their workforce, outside consultants, or a combination of the two.


	Internal Review
	Covered entities should evaluate the feasibility of using internal workforce members.  Some organizations may have an audit staff available to conduct the evaluation.  Others may have workforce members who are not directly working with the systems and activities in question but have the skills to conduct the audit.  An advantage of using internal resources is the institutional knowledge and history of internal policies and practices those members may have.  Organizations should consider the following if conducting the evaluation via internal review,:


	
	· Executive sponsorship of the activity,

· The scope of the project,

· Availability of workforce members to perform the evaluation,

· Workforce members’ level of expertise,

· Ability of workforce members to have an unbiased perspective,

· Amount of training needed if workforce members lack expertise,

· Communication among and with the evaluation team, and

· Cost of redirecting workforce members’ responsibilities to the evaluation.


	External Review
	When considering engaging external expertise to conduct the evaluation, several factors should be taken into consideration.  Entities should determine if they will require the services to cover all three aspects of the evaluation: administrative, physical, and technical.  After determining the scope of the evaluation, the entity should consider the:  

· Executive sponsorship for the contract,

· Credentials,

· Experience with HIPAA security requirements,

· Ability to review administrative, physical, and technical standards, 

· Availability and timing for the evaluation, 
· Physical location for the additional staff, 
· Communications with the external team,

· Project manager identification and level of authority, and

· Cost of the services to be provided.


	Combination Review
	When covered entities engage external expertise to assist an internal evaluation team, all of the above listed considerations for both the internal and external reviews should be taken into consideration.  In addition, consideration should be given to how the two groups will:

· Communicate between the teams and the organization,
· Structure the teams within the organization,

· Determine the scope of the project for each team, and

· Determine the interaction between the teams.
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	DECISION POINT:  Conducting the Evaluation

How will you perform the evaluation?

You will need to determine if you will use external workforce members, internal workforce members, or both to conduct your evaluations.  You will need to determine who will be responsible for conducting the evaluation.  You will need to establish a structure for your evaluation team and methods of communication.  

	
	


	Step 2:  Processes and Measurements 

	Covered entities need to develop processes and measurements for reviewing all standards and implementation specifications of the Rule.  The process should contain a component that tracks the elements as they are evaluated.  When evaluating safeguards, it may be beneficial to utilize tools that provide reports on the level of compliance, integration, or maturity of a particular security safeguard.  Exhibit 2: HIPAA Security Evaluation, which is connected to this chapter, may be modified and used to assist in this effort.


	
	Covered entities should consider using any existing reports or documentation that addresses compliance with HIPAA or other standards.  Finally, covered entities should consider:

· The scope of the evaluation,

· Management, operational, and technical issues,

· The elements of the evaluation procedure (questions, statements, or other components), 

· Individual and measurable security safeguards for EPHI,

· Testing procedures, 
· Systems to be evaluated, and

· All HIPAA Security Rule standards and implementation specifications.  


	
	When determining the scope of the evaluation, covered entities should consider the factor triggering the evaluation.  If this is not the initial or periodic evaluation, but one triggered due to a change, it is possible that only the component within the organization affected by the change should be evaluated.

For example, a new federal regulation change affects the operations of a small disease prevention unit in a large hybrid department.  It makes good business sense to evaluate only the small unit and its system, rather than all the 12 covered components within the department.


	Step 3: Conduct Evaluation

	Covered entities should determine in advance the programs, departments, and/or staff that will participate in the evaluation.  At a minimum, all HIPAA-covered components should be addressed in the evaluation.  Covered entities may choose to include other parts of their organization that are not HIPAA impacted.
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	Entities need to collect and document all necessary information needed for the evaluation.  This may be done using:

· Interviews; 

· Surveys; 

· Outputs of automated tools, such as access control auditing tools, system logs, and; 

· Results of penetration testing.  
Entities may consider conducting penetration testing as part of the evaluation, if reasonable and appropriate.  Penetration testing is where trusted insiders attempt to compromise system security for the sole purpose of testing the effectiveness of security controls.


	
	In addition, entities should consider:

· Including IT security staff in the evaluation team,

· Obtaining written approval for penetration testing, if being used, from senior management, 

· Formally communicating the evaluation process roles and responsibilities to the evaluation team members, and 

· Determining if an automated tool will be used to perform part of the evaluation process.


	Step 4: Document Results 
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	Reasonable and appropriate documentation practices should include:
· Analyzing the evaluation results,
· Identifying security weaknesses,

· Documenting in writing every finding and decision,

· Developing security program priorities, and
· Establishing targets for continuous improvements.  


	
	When documenting results, covered entities should also consider the following:

· Did the evaluation process support development of security recommendations? 

· Does the report display evaluation results in a way that highlights key findings and recommendations?
· Is the report only made available to staff designated to receive it? 


	
	It is critical that covered entities tie the results from the evaluation process into their security management process.  For each area of noncompliance with the HIPAA Security Rule, a “risk” exists.  Covered entities will need to go through the risk analysis process to determine the need to make changes resulting from the findings of this evaluation.  

For more information about security management and risk analysis, see Policy Memorandum 2005-56, Chapter 4: Security Management, which may be found on the CalOHI website at CalOHI - Security.
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	DECISION POINT:  Evaluation Process
Does your organization have an evaluation process? 

You will need to determine what will be included in your evaluation process.  You may adapt the above process to meet your business practices.  In addition, you may review the following points that define an effective evaluation to ensure your process meets these criteria.

	
	


	Effectiveness of Evaluations
	Covered entities may consider analyzing the effectiveness of their evaluation.  Dr. David Williams from Brigham Young University has established this 14-question framework that should be considered when determining the effectiveness of an evaluation: 

1. What is the background/context information for understanding an evaluation plan or report?


	
	2. Who are the audience/stakeholders/information users who care about the HIPAA security standards and the evaluation report?

3. What are the standards the audience cares about?

4. What issues, concerns, or information needs do they have regarding the standards?


	
	5. What criteria do they have for judging the activities/controls against the standards?

6. What questions do they want answers regarding how well the activities/controls meet the standards?

7. What processes and activities were used to collect data to conduct the evaluation?

8. What analysis procedures were used to interpret the data?

9. What reporting strategies were used to get information to information users?


	
	10. What are the results or answers to the evaluation questions?

11. What recommends does this evaluation yield?

12. What resources were used to carry out the study, including team members?

13. What schedule and budget were followed and how did they compare to what was planned?

14. How did this study hold up against evaluation standards?
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	DECISION POINT:  Evaluation Effectiveness
How will you determine the effectiveness of your evaluation? 

You will need to determine what criteria you will use to ensure your evaluation and its results are effective in protecting EPHI.  The criteria you establish should be documented in your policies and procedures.

	
	


types of evaluations
	Evaluations
	The Security Rule requires evaluation of both the technical and nontechnical components of entities’ security compliance.  This requires evaluating information systems.  Technical tools may be used to maximize the efficiency of evaluating such systems.  Nontechnical evaluation provides for a review of administrative and physical standards, including policies and procedures, log tracking, etc.  



	Technical Evaluation

	Technical evaluations frequently use automated features built into many applications and system software or hardware/software combinations that are designed to capture system activity.  
For example, by “turning on” the audit features in a system server, an electronic log is created.  Some technical evaluations can set report boundaries so that any activity that falls beyond the boundary of normal use triggers an automatic report to the system administrator.


	
	Some systems logs that use a large amount of available computing resources may slow the system down.  Also, the time to review large data files created by the system may consume human resources.  Covered entities should balance what must be tracked against the cost of the system and human resources necessary and reach an effective and efficient audit control.


	
	For example, an entity might install a keyboard-tracking log.  This allows the entity to review every keystoke entered.  While this makes good business sense in a log-on audit or specific secondary access to EPHI review, it would not be feasible to track and then review every keystroke entered by staff.  Few entities would have the need or resources to use this type of audit control.


	
	The Secretary of Health and Human Services (DHHS) does not assume the task of certifying software and off-the-shelf products.  However, DHHS notes that other government agencies, such as the National Institute of Standards and Technology (NIST), do conduct such activities.
  The National Information Assurance Partnership Common Criteria Evaluation and Validation Scheme (CCEVS) Validation Body (referred to as the Validation Body) is jointly managed by NIST and the National Security Agency (NSA).  It is staffed by personnel from those agencies. 


	
	The focus of the CCEVS is to establish a national program for evaluating information technology products to determine their conformance to the International Common Criteria for Information Technology Security Evaluation.
  The International Common Criteria is an international standard (ISO 15408) for computer security.  Its purpose is to allow:

· Users to specify their security requirements, 
· Developers to specify the security attributes of their products, and 
· Evaluators to determine if products actually meet their claims.

The Validation Body assesses the results of a security evaluation conducted by a representative from Common Critera Testing Laboratories (CCTL) and issues a Common Criteria certificate.  The certificate, together with its associated validation report, confirms that an IT product or protection profile has been evaluated at an accredited laboratory for conformance to the Common Criteria.  The certificate also confirms that the IT security evaluation has been endorsed and that the conclusions of the testing laboratory are consistent with the evidence presented during the evaluation.
  For a listing of CCEVS products and validated products, visit their website at http://www.niap.nist.gov/cc-scheme/vpl/vpl_type.html.  


	
	NOTE:  CalOHI does not approve or endorse products listed by CCEVS.  Rather, this information is provided as a resource to assist in covered entities’ evaluations.  



	Nontechnical Evaluation
	A nontechnical evaluation includes the process of reviewing administrative and physical control processes, and activities against the Security Rule standards and implementation specifications.   




	
	For example, a small organization may determine that the use of an automated log of internet visits by its two employees is not cost-effective.  Rather, the organization chooses to limit the employee’s access to the computers by not providing administrator access.  This allows the administrator access to the hidden files in the computers and provides the ability to view the websites where the employees have visited.


	
	Nontechnical evaluation includes reviewing security policies and procedures to ensure they are still sufficient to provide the protections they were intended.  It includes evaluating the existing activities and controls implemented from the physical and administrative standards and implementation specifications of the HIPAA Security Rule.  

For more information about the activities and controls that may have been implemented, see Policy Memorandum 2005-56, Chapter 4: Security Management which may be found on the CalOHI website at CalOHI - Security.  This chapter provides information about the need for controls to reduce risks, and the chapter appendix provides information about some controls.  The HIPAA security required standards and implementation specifications may be found under the HIPAA security regulations on the DHHS website at Security.



	Documentation
	The security policies and procedures serve as the documentation for many safeguards.  In discussing documentation, the Rule states, “documentation must be detailed enough to communicate the security measures taken and to facilitate periodic evaluations.”
  Covered entities need to include in the evaluation of the effectiveness and pertinence of their policies and procedures.



SAFEGUARDS
	Scope of Evaluation
	Covered entities are required to evaluate their activities, environment, and controls against the HIPAA Security Rule standards and implementation specifications.  Exhibit 2: HIPAA Security Evaluation, which is connected to this chapter, lists the standards and implementation specifications in detail against the activities, environments, and controls that should be evaluated.




	Administrative Safeguards
	Administrative safeguards must be continually updated to reflect any changes in the organization.  Administrative safeguards include:
· Security Management Process (Policy Memorandum (PM) 2005-56, Chapter 4, Security Management Process),
· Assigned Security Responsibility  (PM 2005-59, Chapter 34, Assigned Security Responsibility),  
· Workforce Security (PM 2005-69, Chapter 5, Workforce Security),
· Information Access (PM 2005-65, Chapter 8, Information Access Management),
· Security Awareness and Training (PM 2005-51, Chapter 18, Security Awareness Training),
· Security Incident Procedures (PM 2005-64, Chapter 9, Security Incident Procedures),
· Contingency Plan (PM 2005-62, Chapter 11, Contingency Plan), and
· Evaluation.


	
	For example, an organization has a policy that loss of laptops must be report to the Security Officer.  A laptop is misplaced and its loss is not reported until 6 months after its disappearance.  The security incident procedures need to be evaluated to determine if there is a need for change to those procedures to prevent the delay in reporting and/or the misplacement from happening again.  The organization amends their policy to require that any loss of laptops be reported to the Security Officer within 1 working day.


	
	For more information regarding these administrative safeguards, see the various chapters issued by CalOHI covering the HIPAA Security Rule administrative safeguards.  They may be found on the CalOHI website at CalOHI - Security.




	Physical Safeguards
	Physical safeguards must be continually updated to reflect changes in the organization’s environment and business practices.  Physical safeguards include:

· Facility Access Controls (PM 2005-63, Chapter 12, Facility Access Controls),
· Workstation Use (PM 2005-66, Chapter 6, Workstation Use),

· Workstation Security (PM 2005-66, Chapter 7, Workstation Security), and

· Device and Media Controls (PM 2005-60, Chapter 13, Device and Media Controls).


	
	For example, a covered entity has moved its office location to another building.  The covered entity must assess its physical surroundings, update its physical safeguards and controls, such as door locks and keys, and document the facility access controls at the new location.    


	
	For more information regarding these HIPAA Security Rule physical safeguards, see the various chapters issued by CalOHI.  They may be found on the CalOHI website at CalOHI - Security.




	Technical Safeguards
	Technical safeguards need to be continually evaluated for EPHI protection effectiveness.  Technical computing environments are continually changing.  Operating systems, applications, and hardware are always updated due to faster technology, flexibility, and added features.  Technical safeguards include:

· Access Control (PM 2005-67, Chapter 14, Access Control),
· Audit Control (Chapter to be issued.),
· Integrity (Chapter to be issued.),
· Person or Entity Authentication (PM 2005-68, Chapter 17, Access Administration), and

· Transmission Security (Chapter to be issued.).


	
	For example, a covered entity has updated the operating systems on its workstation computers that store and transmit EPHI.  The covered entity must ensure its operating systems have the latest patches and security updates to protect against vulnerabilities and threats, such as viruses and hackers.  


	
	For more information regarding these HIPAA Security Rule technical safeguards, see the various chapters issued by CalOHI.  They may be found on the CalOHI website at CalOHI - Security.




	State Requirements
	State rules require that State departments establish an ongoing strategic plan for information technology that, in part, identifies emerging threats and opportunities, assesses strengths and weaknesses, assesses potential new IT, and provides for the creation and maintenance of IT infrastructure.   [SAM § 4900.2]



References/Works Cited
	[image: image14.wmf]

	State Administrative Manual Section 4800 and 4900.2
45 CFR Parts 160, 162, and 164 of the Health Insurance Reform: Security Standards; Final Rule, February 20, 2003  

National Institute of Standards and Technology (NIST) Special Publication (SP) 800-14, Generally Accepted Principles and Practices for Securing Information Technology Systems, September 1996.

National Institute of Standards and Technology (NIST) Special Publication (SP) 800-26, Security Self Assessment Guide for Information Technology Systems. 

National Institute of Standards and Technology (NIST) Special Publication (SP) 800-53/FIPS 200, Recommended Security Controls for Federal Information Systems. 

National Institute of Standards and Technology (NIST) Special Publication (SP) 800-66, An Introductory Guide for Implementing the Health Insurance Portability and Accountability Act (HIPAA) Security Rule, March 2005.
The National Information Assurance Partnership Common Criteria Evaluation and Validation Scheme (CCEVS) Validation Body, the National Institute of Standards and Technology (NIST) and the National Security Agency (NSA), http://www.niap.nist.gov/cc-scheme/defining-ccevs.html.  
Wikipedia, http://en.wikipedia.org/wiki/Main_Page



DECISION POINTS
	ISSUE IIMPACTS
	DATE STARTED
	PERCENT COMPLETED
	DATE COMPLETED
	ITEM DESCRIPTION

	 FORMCHECKBOX 

	
	
	
	Frequency of Evaluation

	 FORMCHECKBOX 

	
	
	
	Periodic Evaluation Criteria

	 FORMCHECKBOX 

	
	
	
	Conducting the Evaluation

	 FORMCHECKBOX 

	
	
	
	Evaluation Process

	 FORMCHECKBOX 

	
	
	
	Evaluation Effectiveness











� � HYPERLINK "http://csrc.nist.gov/publications/nistpubs/" ��National Institute of Standards and Technology� (NIST) Special Publication (SP) 800-66, An Introductory Guide for Implementing the Health Insurance Portability and Accountability Act (HIPAA) Security Rule, March 2005.





� Wikipedia, Evaluation, http://en.wikipedia.org/wiki/Evaluation





� Federal Register, Vol. 68, No. 34, p. 8,351(e). 


� The Common Criteria, Evaluation and Validation Scheme, � HYPERLINK "http://www.niap.nist.gov/cc-scheme/defining-ccevs.html" ��www.niap.nist.gov/cc-scheme/defining-ccevs.html�.  


� Wikipedia, Common Criteria, http://en.wikipedia.org/wiki/Common_Criteria


� The Common Criteria, Evaluation and Validation Scheme, � HYPERLINK "http://www.niap.nist.gov/cc-scheme/defining-ccevs.html" ��www.niap.nist.gov/cc-scheme/defining-ccevs.html�.  


� Federal Register, Vol. 68, No. 34, p. 8361.  





PAGE  

