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	The tools and templates provided in CalOHI Policy and Information Memoranda have generally been authored by HIPAA workgroups.  Users should view the information presented in the context of their own organizations and environments.  Legal opinions and/or decision documentation may be needed when interpreting and/or applying this information


Date:     
Department:      
Reviewer:      
ADMINISTRATIVE SAFEGUARDS
Security Management Process  (For more information about security management, see CalOHI Policy Memorandum (PM) 2005-56, Chapter 4, Security Management Process at CalOHI - Security)
	 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No
	Have you implemented policies and procedures to prevent, detect, contain, and correct security violations?



	 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No

If yes, when?      
	Have you completed your risk analysis? 



	 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No
	Risk Management: Have you implemented measures to reduce risks and vulnerabilities to an acceptable level?



	 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No
	Do you have a sanction policy in place for applying sanctions to staff members who fail to follow your security policies and procedures? 



	 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No
	Do you have procedures in place for regularly reviewing records of information system activity (e.g., audit logs, access reports, etc.)?


Assigned Security Responsibility  (For more information about assigned security responsibility, see PM 2005-59, Chapter 3, Assigned Security Responsibility at CalOHI - Security) 
	 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No
	Have you identified and documented the security official who will be responsible for the development and implementation of the policies and procedures required under the HIPAA Security Rule? 

	Security Official’s Name: 
	     


Workforce Security  (For more information about workforce security, see PM 2005-69, Chapter 5, Workforce Security at CalOHI - Security)
	 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No
	Have you implemented policies and procedures to ensure all staff members have appropriate EPHI access and to prevent unauthorized individuals from obtaining EPHI access? 




	How have you addressed procedures for: 



	1.  Authorization and/or supervision of staff who work with EPHI or in locations where EPHI might be accessed?

	Implement authorization/supervision procedures for staff who work with EPHI or in locations where EPHI can be accessed. 



	2.  Workforce clearance and determining if staff access to EPHI is appropriate? 

	Implement procedures to determine if staff access to EPHI is appropriate. 



	3.  Terminating staff access to EPHI when employment ends or when the staff member’s clearance changes?

	Implement procedures for terminating access to EPHI when employment ends or when the staff member’s clearance level changes. 


Information Access Management  (For more information about information access management, see PM 2005-65, Chapter 8, Information Access Management at CalOHI - Security)
	 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No
	Do you have policies and procedures for authorizing access to EPHI? 



	 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No
	Did you isolate your Health Care Clearinghouse Functions from other operations? 



	 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No
	Did the clearinghouse implement policies and procedures to prevent unauthorized EPHI access from the larger organization? 



	How have you addressed granting access to EPHI?  

	Implement policies and procedures for granting access to EPHI (e.g., through access to a workstation, transaction, program, or process). 



	How have you addressed establishing, documenting, reviewing, and modifying a user’s rights of access? 

	Implement policies and procedures that, based on access authorization policies, establish, document, review, and modify a user’s right of access (e.g., to a workstation, transaction, program, or process). 


Security Awareness Training  (For more information about security awareness training, see PM 2005-57, Chapter 18, Security Awareness at CalOHI - Security)   
	 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No
	Have you implemented a security awareness program for all staff members, including management?



	How has the program addressed: 

	1.  Security reminders/periodic security updates? 

	Implement monthly security alerts, virus alerts, etc. delivered via bulletins, e-mail campaigns, or Intranet postings.


	2.  Protection from malicious software?

	Implement procedures for guarding against, detecting, and reporting malicious software.



	3.  Log-in monitoring?

	Implement procedures for creating and monitoring log-in attempts and reporting discrepancies.



	4.  Password management? 

	Implement procedures for creating, changing, and safeguarding passwords. 


Security Incident Procedures  (For more information about security incident procedures, see PM 2005-64, Chapter 9, Security Incident Procedures at CalOHI - Security)
	 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No
	Do you have policies and procedures that address identifying and responding to suspected or known security incidents, mitigating security incidents, and documenting security incidents and their outcomes? 


Contingency Plan  (For more information about contingency plans, see PM 2005-62, Chapter 11, Contingency Plan at CalOHI - Security)
	 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No
	Have you implemented policies and procedures for responding to an emergency or other occurrence that may damage systems containing EPHI? 



	 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No
	Do you have a data back-up plan with procedures to create and maintain retrievable, exact copies of EPHI?



	 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No
	Do you have a disaster recovery plan that includes procedures to restore any loss of data?



	 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No
	Do you have an emergency mode operation plan that establishes procedures for enabling continuation of critical business processes and preserving EPHI security while operating in emergency mode?



	How have you addressed testing and revision procedures? 

	Implement procedures for periodic testing and revisions of contingency plans.  This includes performing practice runs and drills. 



	How have you addressed applications and data criticality analysis? 

	Assess the relative criticality of specific applications and data in support of other contingency plan components.  


Evaluation  (For more information about evaluations, see PM 2005-XX, Chapter 19, Evaluations at CalOHI - Security)
	 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No
	Do you have a plan for periodic technical and nontechnical evaluation, based first on the HIPAA security standards, then subsequently in response to operational and environmental changes affecting EPHI? 


Business Associate Contracts and Other Arrangements  (For more information about business associates, see PM 2004-47, Administration of HIPAA, Chapter 4, , Business Associates at CalOHI - California Implementation - Policy and Information Memoranda.)
	 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No
	Have your contracts with business associates been amended to include security language? 




	 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No

 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No

 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No

 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No
	Does each contract address that the business associate will: 

1. Implement safeguards to protect the confidentiality, integrity, and availability of EPHI that it creates, receives, maintains, or transmits on behalf of your entity? 

2. Ensure that anyone, including subcontractors, to whom it provides information, agrees to implement safeguards to protect EPHI?
3. Report to your entity any security incident to which it becomes aware, and 

4. Authorize termination of the contract by your entity if your entity determines that the business associate has violated a material term of the contract?  


PHYSICAL SAFEGUARDS
Facility Access Controls  (For more information about facility access controls, see PM 2005-63 Chapter 12, Facility Access Controls at CalOHI - Security)
	 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No
	Do you have policies and procedures that limit physical access to IT systems and the facility in which your systems are housed?



	How have you addressed contingency operations? 

	Establish procedures that allow facility access in support of restoration of lost data in the event of an emergency under the disaster recovery plan and emergency mode operation plan.


	How have you addressed a facility security plan? 

	Implement policies and procedures to safeguard the facility and equipment inside from unauthorized physical access, tampering, and theft.



	How have you addressed access control and validation procedures? 

	Implement procedures to control and validate a person’s access to facilities, including visitor control and control of access to software programs for testing and revision, based on his/her role or function. 


	How have you addressed maintenance records? 

	Implement policies and procedures to document repairs and modifications to the physical components of the facility that are related to security (i.e., hardware, walls, doors, locks). 



Workstation Use  (For more information about workstation use, see PM 2005-66, Chapter 6, Workstation Use at CalOHI - Security)
	 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No
	Do you have policies and procedures that specify the proper functions to be performed, the manner in which those functions are to be performed, and the physical attributes of a workstation environment that can access EPHI? 


Workstation Security (For more information about workstation security, see PM 2005-66, Chapter 19, Workstation Security at CalOHI - Security) 
	 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No
	Have you initiated physical safeguards on all workstations that access EPHI so that access is restricted to authorized users? 


Device & Media Controls  (For more information about device and media controls, see PM 2005-60, Chapter 13, Device and Media Controls at CalOHI - Security)
	 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No
	Have you implemented policies and procedures that govern the receipt and removal of hardware and electronic media containing EPHI into and out of the facility, and the movement of these items within the facility? 



	 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No
	Do you have policies and procedures that address the disposal of EPHI and/or the hardware or media on which it is stored? 



	 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No
	Do you have procedures for removing EPHI from media before the media are made available for reuse?



	How have you addressed accountability of the movements of hardware and other media?

	Maintain a record of the movements of hardware and electronic media and the person(s) responsible.



	How have you addressed data backup and storage? 

	Create a retrievable, exact copy of EPHI information, when needed, before moving equipment. 


TECHNICAL SAFEGUARDS
Access Control  (For more information about access controls, see PM 2005-67, Chapter 14, Access Controls and PM 2005-68, Access Administration at CalOHI - Security)
	 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No
	Do you have technical policies and procedures allowing access to systems that maintain EPHI to only those persons or software programs that have been granted access rights?



	 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No
	Do you use unique user identification for tracking and identifying user identity?



	 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No
	Have you established emergency access procedures for obtaining necessary EPHI during an emergency?



	How have you addressed automatic logoff?

	Implement electronic procedures that terminate a session after a predetermined time of inactivity.


	How have you addressed encryption and decryption? 

	Implement a mechanism to encrypt and decrypt EPHI.


Audit Controls  
	 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No
	Have you implemented hardware, software, and/or procedural mechanisms that can record and examine activity in systems that contain EPHI?


Integrity

	 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No
	Do you have policies and procedures to protect EPHI from improper alteration or destruction? 



	How have you addressed a mechanism to authenticate EPHI?

	Implement an electronic mechanism to corroborate that EPHI has not been altered or destroyed in an unauthorized manner. 




Person or Entity Authentication  (For more information about person or entity authentication, see PM 2005-68, Chapter 17, Access Administration at CalOHI - Security)
	 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No
	Do you have procedures to verify that a person or entity seeking access to EPHI is the one claimed? 


Transmission Security  (For more information about transmission security, see PM 2005-XX, Chapter 19, Evaluations at CalOHI - Security)
	 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No
	Have you implemented technical security measures to guard against unauthorized access to EPHI being transmitted over an electronic communications network? 



	How have you addressed integrity controls? 

	Implement security measures to ensure that electronically transmitted EPHI is not improperly modified without detection until disposed of.



	How have you addressed encryption? 

	Implement a mechanism to encrypt EPHI whenever deemed appropriate.


Requirements for Group Health Plans

	 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No
	Do you have plan documents that the plan sponsor will safeguard EPHI created, received, maintained, or transmitted to or by the sponsor or on behalf of the plan? 



	 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
  No

 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
  No

 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
  No

 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
  No
	Have you amended plan documents to incorporate provisions to require the plan sponsor to: 

1. Implement safeguards to protect the confidentiality, integrity, and availability of EPHI it creates, receives, maintains, or transmits on behalf of the group health plan?

2. Ensure adequate separation requirements under §164.504(f)(2)(iii) are supported by security measures? 

3. Ensure any agent, including subcontractors, to whom it provides this information also agrees to implement security measures to protect the information?, and 

4. Report to the group health plan any security incidents to which it becomes aware? 


Policies and Procedures  (For more information about policies and procedures, see PM 2005-54, Chapter 21, Policies and Procedures at CalOHI - Security)
	 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No
	Have you established policies and procedures as required by the HIPAA Security Rule?  



	 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No
	Are the policies and procedures in written form (which may be electronic)?




	General Statement
	For any actions, activities, or assessments required by the Rule to be documented, maintain a written record (which may be electronic) of that action, activity, or assessment.  



	General Statement
	Maintain all documentation for six years from its creation or the date when it was last in effect, whichever is later. 



	General Statement
	Make documentation available to those responsible for implementing the procedures to which the documentation pertains. 



	General Statement
	Review documentation periodically and update it as needed in response to operational and environmental changes affecting the security of EPHI. 
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