[image: image1.png]State of California

GCal 0l

Office of HIPAA Implementation



Policy Memorandum 2005-71

Exhibit 2


Encryption and Decryption Definitions

	Access Control List (ACL)
	Access Control List (ACL) is a mechanism that controls access to a system resource.  It operates using a listing that identifies the entities permitted to access the resource, what applications the entities are permitted to access, and the privileges related to that access.  The privileges or permissions determine specific access rights, such as whether a user can read from, write to, or execute an action.  In some instances, it can control whether or not a user, or group of users, may alter the ACL itself.


	Advanced Encryption Standard (AES)
	Advanced Encryption Standard (AES) is the encryption standard adopted by the National Institute of Standards and Technology (NIST).  It is an unclassified, publicly-disclosed, symmetric encryption algorithm.  It is is a block cipher which has been adopted as an encryption standard by the U.S. government.  AES is fast, relatively easy to implement, and requires little memory.  As a new encryption standard, it is currently being deployed on a large scale.  As of 2005, no successful attacks against AES have been recognized.  In June 2003, the U.S. Government announced that AES may be used for classified information.


	Algorithm
	Algorithm is a formula or set of steps for solving a particular problem.  Algorithms are used in encryption and decryption to change data (plaintext) into unreadable data (ciphertext). Algorithms are essential to the way computers process information, because algorithms tell the computer what steps to perform in what order to carry out a task, such as calculating employees’ paychecks or printing students’ report cards.


	Asymmetric Cryptography
	Asymmetric cryptography also is known as public-key cryptography.  It is the encryption method that uses two keys, one when the data is encrypted (the public key) and one when the data is decrypted (the private key).  One drawback of asymmetric key algorithms is that they are much slower than comparably secure symmetric key algorithms.


	Authentication
	Authentication, in computer security, is the process by which a computer, computer program, or another user (user 1) attempts to confirm that the computer, computer program, or user (user 2) from whom the user 1 has received some communication is, or is not, the user 2, whom it claims to be.  This is accomplished by comparing usernames and passwords to the previously established identifiers.


	Bit
	Bit is the smallest unit of information on a computer.  The word comes from a contraction of the term "binary digit."  Bits are represented by one of two symbols:  "0" (zero) and "1" (one) - representing binary numbers.  


	Block Cipher
	Block Cipher is an algorithm designed to encrypt one block of data of a specified size at a time.


	Brute Force
	Brute Force is a computer attack method involving an exhaustive procedure that tries all possibilities, one-by-one, to break encryption algorithms or passwords.


	Byte
	Byte is a fundamental unit of storage in a computer or the smallest addressable unit in a computer's architecture.  A byte usually holds one character of information containing eight bits.


	Cipher
	Cipher is an algorithm designed to encrypt or decrypt data.  


	Ciphertext
	Ciphertext is data that is encrypted or placed in an unreadable format.  


	Confidentiality
	Confidentiality in computer security is the need to ensure that information is disclosed only to those authorized.  


	Cryptanalysis
	Cryptoanaysis is the study of how to circumvent the use of cryptography.  It is also known as codebreaking.


	Cryptography
	Cryptography is the study of different means of converting information from its normal, comprehensible form into an incomprehensible format, rendering it unreadable without secret knowledge.  Data is transmitted and stored in cryptography form is available only to the intended individuals.  


	Cryptosystem
	Cryptosystem is the package of all procedures, protocols, cryptographic ciphers, and instructions used for encoding and decoding messages using cryptography.


	Data Encryption Standard (DES)
	Data Encryption Standard (DES) is a cryptographic cipher, adopted by the National Institute of Standards and Technology, used to encrypt and decrypt data using a cryptographic key.  It has subsequently enjoyed widespread use internationally.  DES is now considered to be insecure for many applications.  Its 56-key byte size is too small and thus breakable.  Some DES keys have been broken in less than 24 hours.


	Decryption
	Decryption is the process of transforming an encrypted message into its original plaintext.


	Denial of Service Attacks (DoS Attacks)
	A denial-of-service attack (also, DoS attack) is an attack on a computer system or network that causes a loss of service to users.  This type of attack typically results in the loss of network connectivity and services.  It consumes the bandwidth of the victim network or overloads the computational resources of the victim system.


	Diffie-Hellman 

	Diffie-Hellman is a cryptographic protocol which allows two parties to agree on a secret key over an insecure communications channel. This key can then be used to encrypt subsequent communications using a symmetric key algorithm.  The key that it produces may be used for encryption, for further key management operations, or for any other cryptography.  It was published in 1976 by Whitfield Diffie and Martin Hellman. Diffie-Hellman.  


	Digital Certificate
	A digital certificate is the electronic equivalent of an identification card.  It works in conjunction with public-key encryption to ensure the integrity of digital signatures.  Certificates contain a user's name and other identifying data.  They are issued by a certification authority that vouches for their validity.


	Distributed Denial of Service Attack (DDoS)
	DDoS is a DOS attack (see denial-of-service attacks) in which the attackers load their malignant code onto many servers.  The distributed attacks cause more damage than attacks originating from a single machine because defense requires blocking dozens, even hundreds, of Internet Protocol (IP) addresses.


	Encryption
	Encryption is the scheme by which communication is encoded.  Encryption of electronic data is performed with the use of a cipher.  A cipher is an algorithm (mathematical formula) designed specifically for encrypting data.  
One type of encryption is asymmetric, which requires two keys (a mathematical formula used to access the cipher) — one private key for the individual and the other public key which is widely shared.  In asymmetric encryption, many users may have the same public key without violating the security of the private key.  

The other type of encryption is symmetric, which requires the same key for the sender and the receiver of the data.  Morse code is an example of symmetric encryption, since the same scheme is used both to code and decode.


	File Transfer Protocol (FTP)
	The File Transfer Protocol (FTP) is a software standard for transferring computer files between machines with widely different operating systems.  It is a protocol that specifies the transfer of text across the network. 


	HTTP
	HTTP (HyperText Transfer Protocol) is the primary method used to convey information on the World Wide Web.  Its original purpose was to provide a way to publish and receive HTML pages.


	Hyper Text Transfer Protocol Secure (HTTPS)
	Hyper Text Transfer Protocol Secure (HTTPS) is a secure version of HTTP and is used as the communication protocol of the World Wide Web.  Instead of using plaintext, HTTPS encrypts the session data.  It may be found in the first part of a uniform resource locater (an URL, or internet address).  This term specifies the use of HTTP which is enhanced by a security mechanism, usually Secure Sockets Layer (SSL).


	Integrity
	Integrity is state in which data remains intact, it is unaltered and is not deleted.  Protecting the integrity of data is the need to ensure information has not been changed accidentally or deliberately, and it is accurate and complete.


	Internet
	An internet is an informal term used to describe any set of computer networks that are connected by internetworking.  The Internet, or simply the Net, is the publicly available worldwide system of interconnected computer networks that transmit data by packet switching using a standardized Internet Protocol (IP) and many other protocols.  It is made up of thousands of smaller commercial, academic, and government networks.  It carries various information and services, such as electronic mail, online chat, the interlinked web pages, and other documents of the World Wide Web. Because this is by far the largest, most extensive internet (with a small i) in the world, it is simply called the Internet (with a capital I).


	Internet Protocol (IP)
	The Internet Protocol (IP) is a data-oriented protocol used by source and destination hosts for communicating data across the Internet.  Data are sent in blocks of data across the Internet using IP.  In particular, in IP no setup is needed before a host tries to send packets of data to a host with which it has previously not communicated.  The IP makes almost no guarantees about the data packet.  The data packet may arrive damaged, it may be out of order (compared to other data packets sent between the same hosts), it may be duplicated, or it may be dropped entirely.  If a transmission needs reliability, it must be provided by other means.


	Internet Protocol Security (IPSec)
	IPsec, an abbreviation of IP security, is a standard for securing Internet Protocol (IP) communications by encrypting and authenticating all IP packets. 


	Key
	Key is information (the secret sequence of bits and instructions) inserted into the cipher (algorithm or mathematical formula) to begin the encryption or decryption of data to start either process. 


	Password
	A secret series of characters that enables a user to access a file, computer, or program.  On multi-user systems, each user must enter his or her password before the computer will respond to commands.  The password helps ensure that unauthorized users do not access the computer.  In addition, specific data files and programs may require a password.


	Password Authentication Protocol (PAP)
	Password Authentication Protocol (PAP) is the application within the system that matches the password to the username before allowing the computer to respond to commands.  


	Password Cracking
	Password cracking is the process of attempting to guess passwords.


	Password Sniffing
	Password sniffing is the process of attempting to gain knowledge of passwords by passive wiretapping, usually on a local area network.


	Plaintext
	Plaintext is data that is in readable format, also referred to as cleartext. 


	Point-to-Point Tunnel Protocol (PPTP)
	Point-to-Point Tunnel Protocol (PPTP) is a protocol (set of communication rules) that allows corporations to extend their own corporate network through private "tunnels" over the public Internet.


	Protocol
	In computing, a protocol is a convention or standard that controls or enables the connection, communication, and data transfer between two computing endpoints.  Protocols may be implemented by hardware, software, or a combination of the two.  At the lowest level, a protocol defines a hardware connection.


	Public Key Cryptography
	Public Key Cryptography is a hybrid encryption method that uses both symmetric and asymmetric cryptography.  With this method, a symmetric algorithm is used to encrypt data and the asymmetric algorithm is used to encrypt the symmetric key used to encrypt the data.


	Public Key Encryption
	Public Key Encryption is the popular synonym for "asymmetric cryptography".


	Public Key Infrastructure (PKI)
	Public Key Infrastructure (PKI) is a system for securely exchanging information.  It includes a method for publishing the public keys used in public-key cryptography and for keeping track of keys that are no longer valid.


	Rijndael
	Rijndael (pronounced rain-dahl) is the cipher (algorithm) that has been selected by the U.S. National Institute of Standards and Technology (NIST) as the Advanced Encryption Standard (AES).  It was selected from a list of five finalists from an original list of more than 15 submissions.  The Rijndael cipher supplanted the Data Encryption Standard (DES) cipher and the Triple DES cipher.  The algorithm was designed by two Belgian cryptologists, Vincent Rijmen and Joan Daemen, whose surnames are reflected in the cipher's name.  


	Rivest-Shamir-Adleman (RSA)
	Rivest-Shamir-Adleman (RSA) is an cipher (algorithm) for asymmetric cryptography, invented in 1977 by Ron Rivest, Adi Shamir, and Leonard Adleman.


	Secure Shell (SSH)
	Secure Shell (SSH) is a program to log into another computer over a network, to execute commands in a remote machine, and to move files from one machine to another.  It provides secure encrypted communications between two untrusted hosts over an insecure network.


	Secure Sockets Layer (SSL)
	Secure Sockets Layer (SSL) is a protocol that enables encrypted communications to pass between a server and a client on networks, such as the Internet.  An SSL-enabled server authenticates itself to an SSL-enabled client, and the client authenticates itself to the server, allowing both machines to establish an encrypted connection.


	Session Hijacking
	Session hijacking occurs when an attacker attempts to take over a session that someone else has established.


	Sniffer
	Sniffer is a tool that monitors network traffic as it is received in a network interface.


	Social Engineering
	Social engineering is a euphemism for non-technical or low-technology means used to attack information systems - such as lies, impersonations, tricks, bribes, blackmail, and threats.


	Symmetric Cryptography
	Symmetric cryptography is a branch of cryptography involving ciphers (algorithms) that use the same key for encryption and decryption. Symmetric cryptography is sometimes called "secret-key cryptography" (versus public-key cryptography) because the entities that share the key are required to keep it a secret to prevent others from accessing the data.


	Topology
	Topology is the graphical representation of a computer network. Topologies typically show all network devices including workstations, hubs, routers, firewalls, switches and other devices.  Topologies help administrators determine the flow of traffic through their networks.  


	Tunnel
	Tunnels, in computer security, are a communication channel created in a network to move data between computers in a secure manner.  A tunnel can be created through the Internet to secure transmit data from one computer to another.  


	Uniform Resource Locator (URL)
	URL or web address is a standardized address name layout for some resource (such as a document or image) on the Internet (or elsewhere).


	Virtual Private Network (VPN)
	Virtual Private Network (VPN) is a secure, encrypted tunnel created by one organization’s firewall or computer to allow the transfer of data to another network or computer.  A VPN uses the Internet as a channel to create a tunnel.  All data passing through the VPN is encrypted.   


	Vulnerability
	Vulnerability is a flaw or weakness in a system's design, implementation, operation, or management that could be exploited to violate the system's security policy.


	Wi-Fi
	Wi-Fi (or Wi-fi, WiFi, Wifi, wifi), short for "Wireless Fidelity", is a set of product compatibility standards for wireless local area networks.  Wi-Fi was intended to be used for mobile devices and local area networks, but is now often used for Internet access.  It enables a person with a wireless-enabled computer or personal digital assistant (PDA) to connect to the Internet when in proximity of an access point.   


	Wired Equivalent Privacy (WEP)
	Wired Equivalent Privacy (WEP) is a security protocol for wireless local area networks.  The WEP security protocol typically encrypts wireless local area networks at 40 bits.  


	Wi-fi Protected Access (WPA)
	Wi-fi Protected Access (WPA) is an encryption protocol to protect wireless networks.  WPA addresses the weaknesses of its predecessor, Wired Equivalent Privacy (WEP) by using a 128 bit key to encrypt data instead of a 40 bit key used in WEP.
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