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ELECTRONIC PROTECTED HEALTH INFORMATION (EPHI) ENCRYPTION SURVEY FORM
The purpose of this survey form is to help covered entities determine whether encryption is reasonable and appropriate.  This is a high-level survey that asks some basic questions for the purposes of identifying EPHI that may need to be protected.  By understanding how EPHI is stored and transmitted, organizations can determine the risks that threaten EPHI.  Organizations should consult with your technical staff to help answer the survey.
DATA AT REST
	1.
	How many workstations in your organization have access to and store EPHI?
	     


	2.
	How many, if any, portable computing devices which store EPHI are in your organization?

Laptops

PDAs

Others:  (Describe:       )
	     

	
	
	     

	
	
	     

	
	
	     

	If you have these devices, describe how the EPHI on them is protected?

Laptops:  
      
PDAs:  

     
Others:  
       




	3.
	How many, if any, media devices that store EPHI does your organization have?

Backup tapes, 

floppy disks or 

USB memory drives 

Others: (describe)     
	     

	
	
	     

	
	
	     

	
	
	     

	If you have such devices, describe how the EPHI on these devices is protected?

     



	4.
	Describe what technical controls are installed on:  (e.g. antivirus software, password protected screensaver, etc.).

	
System:  


     

Workstation Computers:  
     

Laptops:  


     

PDAs:  


     

Other:  


     



DATA IN TRANSIT
	5.
	Does your organization have/use wireless networks through which EPHI is transmitted?  
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No

	If yes, describe how EPHI transmitted on these networks is protected from unauthorized access (e.g. WEP, WPA, etc.)?

     



	6.
	Does your organization use Access Control Lists (ACLs) to manage network traffic within your network?  
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No


	7.
	Does your organization employ the use of Extranets connected to business associates for the transmission of EPHI?
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No

	If yes, describe how they are protected from unauthorized access.

     



	8.
	Does your organization have connections to any remote offices through which EPHI is transmitted?
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No

	If yes, how are connections with remote offices through which EPHI is transmitted protected?       



	9.
	Does your organization employ the use of dial-up modems for remote access through which EPHI is transmitted?
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No

	If yes, how is the EPHI that is accessed through these modems protected?
     



EMAIL
	10.
	Is EPHI emailed (internally, externally or both)?
	 FORMCHECKBOX 
  Internally
 FORMCHECKBOX 
  Externally
 FORMCHECKBOX 
  Both


	11.
	Does your email application have the option to send messages and/or attachments in encrypted format?
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No

	
	If yes, do your policies and procedures require messages or attachments containing EPHI to be encrypted?
	 FORMCHECKBOX 
  Yes

 FORMCHECKBOX 
  No
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