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The tools and templates provided in CalOHI Policy and Information Memoranda have generally been authored by HIPAA workgroups.  Users should view the information presented in the context of their own organizations and environments.  Legal opinions and/or decision documentation may be needed when interpreting and/or applying this information.
Sample Encryption Policy

[This sample encryption policy may be adapted to meet business practices.]

_____________________________________________ [Organization’s Name] requires encryption to protect any data containing electronic protected health information (EPHI).  The following standards shall be used:
Data at Rest

· Data at rest should be protected by one of the following:

· Encryption, or

· Firewalls with strict access controls that authenticate the identity of those individuals accessing the ________________  [system/data].

· The use of password protection instead of encryption is not an acceptable alternative to protecting EPHI.  

· Systems that store or transmit personal information must have proper security protection, such as antivirus software, with unneeded services or ports turned off and subject to needed applications being properly configured.  

Removable Media

· Removable media including  _____________________ [CD-ROMs, floppy disks, backup tapes, and USB memory drives] that contain EPHI must be encrypted and stored in a secure, locked location.

· Removable media including ______________________ [CD-ROMs, floppy disks, backup tapes, USB memory drives, etc.] that contain EPHI must be transported using ______________________ [in a secure manner, specify the transportation company, the packaging method, etc.]. 

· The receiver of the removable media must be identified to ensure the person requesting the data is the one claimed.

Transmission Security

· All emails with EPHI transmitted outside of State (or county) departments’ networks must be encrypted.  

· Any EPHI transmitted through a public network (e.g., Internet) to and from vendors, customers, or entities doing business with __________________ [name of the organization in the State of California or a county] must be encrypted or be transmitted through an encrypted tunnel.  EPHI must be transmitted through a tunnel encrypted with ____________________ [specify type of encryption to be used, such as virtual private networks (VPN) or point-to-point tunnel protocols (PPTP) like Secure Shells (SSH) and secure socket layers (SSL)].
· Transmitting EPHI through the use of web email programs is not allowed. 

· Using chat programs or online peer-to-peer file sharing programs are not allowed. 

· Wireless (Wi-fi) transmissions must be encrypted using _________________ [specify type of standard, usually the industry standard]. 
Portable Devices

· EPHI stored on portable devices including _________________________ [such as laptops and personal digital assistants (PDAs)] must be encrypted.
· Portable devices including __________________________ [such as laptops and personal digital assistants (PDAs)] should not be used for the long-term storage of any EPHI.  

· Portable devices including _____________________ [such as laptops and personal digital assistants (PDAs)] that store or transmit EPHI must have the proper protection mechanisms installed, including _________________________ [such as antivirus software, firewall software, etc.], with unneeded services and ports turned off and subject to needed applications being properly configured.

Encryption Strength

· All encryption mechanisms implemented to comply with this policy must support a minimum of, but not limited to, _______________________ [the industry standard, 128-bit encryption, etc.].
SUB-CONTRACTORS OR AGENTS

Any EPHI transmitted to a subcontractor or an agent, or their subcontractors or agents must be encrypted according to all of the above standards.

KEY MANAGEMENT

· Private keys must be kept confidential,

· Key management must be fully automated,

· Short life keys are to be used, ensured by having activation and deactivation dates,

· Long-life keys are to be used sparingly,

· Keys in storage and transit must be encrypted, 

· Keys must be chosen randomly from entire key space,

· Keys for encrypting keys must be used separately from keys used for decrypting data.  They are not interchangeable.
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