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43254 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules

a. Access Control.  There would be a requirement for access control which would restrict access to resources and allow access only by privileged entities.  It would be important to limit access to health information to those employees who have a business need to access it.  Types of access control include, among others, mandatory access control, discretionary access control, time-of-day, classification, and subject-object separation.  The following implementation feature would be used:
· Procedure for emergency access. 

In addition, at least one of the following three implementation features would be used:

· Context-based access.

· Role-based access.

· User-based access.

The use of the encryption implementation feature would be optional.

43255 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules
Each organization that uses communications or networks would be required to protect communications containing health information that are transmitted electronically over open networks so that they cannot be easily intercepted and interpreted by parties other than the intended recipient, and to protect their information systems from intruders trying to access systems through external communication points.  When using open networks, some form of encryption should be employed.  The utilization of less open systems/networks such as those provided by a value-added network (VAN) or private-wire arrangement provides sufficient access controls to allow encryption to be an optional feature.  These controls would be important because of the potential for compromise of information over open systems such as the Internet or dial-in lines.

43256 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules
If this provider chooses to use the Internet to transmit or receive health information, some form of encryption must be used.  For example, the provider could procure and use commercial software to provide protection against unauthorized access to the data transmitted or received.  (This decision must take into account what encryption system the message recipient uses.)  On the other hand, health information when transmitted via other means such as VANs, private wires, or even dial- up connections may not require such absolute protection as is provided by encryption.  This small or rural provider would likely not be part of a network configuration, therefore, only integrity controls and message authentication would be required and could be provided by currently available software products, most likely provided as part of their contract with their health care clearinghouse.

43265 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules
Sec. 142.304  Definitions.

For purposes of this subpart, the following definitions apply: Access refers to the ability or the means necessary to read, write, modify, or communicate data/information or otherwise make use of any system resource.  Access control refers to a method of restricting access to resources, allowing only privileged entities access. Types of access control include, among others, mandatory access control, discretionary access control, time-of-day, and classification.

Authentication refers to the corroboration that an entity is the one claimed.

Contingency plan refers to a plan for responding to a system emergency.  The plan includes performing backups, preparing critical facilities that can be used to facilitate continuity of operations in the event of an emergency, and recovering from a disaster. 

Encryption (or encipherment) refers to transforming confidential plaintext into ciphertext to protect it. An encryption algorithm combines plaintext with other values called keys, or ciphers, so the data becomes unintelligible.  Once encrypted, data can be stored or transmitted over unsecured lines.  Decrypting data reverses the encryption algorithm process and makes the plaintext available for further processing.

43268 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules

(A) Access controls (protection of sensitive communications transmissions over open or private networks so that they cannot be easily intercepted and interpreted by parties other than the intended recipient).

(c) Technical security services to guard data integrity, confidentiality, and availability (the processes that are put in place to protect information and to control individual access to information).  These services include the following requirements and implementation features:

(1) The technical security services must include all of the following requirements and the specified implementation features:

i. Access control that includes:

a. A procedure for emergency access (documented instructions for obtaining necessary information during a crisis), and

b. At least one of the following implementation features:

i. Context-based access (an access control procedure based on the context of a transaction (as opposed to being based on attributes of the initiator or target)).

ii. Role-based access.

iii. User-based access.

c. The optional use of encryption.

43273 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules
Encryption:  Transforming confidential plaintext into ciphertext to protect it.  Also called  encipherment.  An encryption algorithm combines plaintext with other values called keys, or ciphers, so the data becomes unintelligible.  Once encrypted, data can be stored or transmitted over unsecured lines. (EDI Security, Control, and Audit)

Final Rule

8356 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

5. Transmission Security (§ 164.312(e)(1))

Under ‘‘Technical Security Mechanisms to Guard Against Unauthorized Access to Data that is Transmitted Over a Communications Network,’’ we proposed that ‘‘Communications/network controls’’ be required to protect the security of health information when being transmitted electronically from one point to another over open networks, along with a combination of mandatory and optional implementation features. We proposed that some form of encryption must be employed on ‘‘open’’ networks such as the Internet or dial-up lines. In this final rule, we adopt integrity controls and encryption, as addressable implementation specifications.

a. Comment: We received a number of comments asking for overall clarification as well as a definition of terms used in this section. A definition for the term ‘‘open networks’’ was the most requested action, but there was a general expression of dislike for the manner in which we approached this section, with some comments suggesting that the entire section be rewritten.  A significant number of comments were received on the question of encryption requirements when dial-up lines were to be employed as a means of connectivity. The overwhelming majority strongly urged that encryption not be mandatory when using any transmission media other than the Internet, but rather be considered optional based on individual entity risk assessment/analysis.  Many comments noted that there are very few known breaches of security over dial-up lines and that nonjudicious use of encryption can adversely affect processing times and become both financially and technically burdensome.  Only one commenter suggested that ‘‘most’’ external traffic should be encrypted.

Response: In general, we agree with the commenters who asked for clarification and revision.  This final rule has been significantly revised to reflect a much simpler and more direct requirement.  The term ‘‘Communications/network controls’’ has been replaced with ‘‘Transmission security’’ to better reflect the requirement that, when electronic protected health information is transmitted from one point to another, it must be protected in a manner commensurate with the associated risk.  We agree with the commenters that switched, point-to-point connections, for example, dial-up lines, have a very small probability of interception.  Thus, we agree that encryption should not be a mandatory requirement for transmission over dial-up lines.  We also agree with commenters who mentioned the financial and technical burdens associated with the employment of encryption tools.  Particularly when considering situations faced by small and rural providers, it became clear that there is not yet available a simple and interoperable solution to encrypting email communications with patients.  As a result, we decided to make the use of encryption in the transmission process an addressable implementation specification.  Covered entities are encouraged, however, to consider use of encryption technology for transmitting electronic protected health information, particularly over the internet. 

As business practices and technology change, there may arise situations where electronic protected health information being transmitted from a covered entity would be at significant risk of being accessed by unauthorized entities.  Where risk analysis showed such risk to be significant, we would expect covered entities to encrypt those transmissions, if appropriate, under the addressable implementation specification for encryption.

We do not use the term ‘‘open network’’ in this final rule because its meaning is too broad. We include as an addressable implementation specification the requirement that transmissions be encrypted when appropriate based on the entity’s risk analysis.

b. Comment: We received comments requesting that the implementation features be deleted or made optional.  Three commenters asked that the requirement for an alarm be deleted. 

Response: This final rule has been revised to reflect deletion of the following implementation features: (1) The alarm capability; (2) audit trail; (3) entity authentication; and (4) event reporting. These features were associated with a proposed requirement for ‘‘Communications/network controls’’ and have been deleted since they are normally incorporated by telecommunications providers as part of network management and control functions that are included with the provision of network services.  A health care entity would not expect to be responsible for these technical telecommunications features.  ‘‘Access controls’’ has also been deleted from the implementation features since the consideration of the use of encryption will satisfy the intent of this feature. We retain as addressable implementation specifications two features: (1) ‘‘Integrity controls’’ and ‘‘encryption’’.  ‘‘Message authentication’’ has been deleted as an implementation feature because the use of data authentication codes (called for in the ‘‘integrity controls’’ implementation specification) satisfies the intent of ‘‘Message authentication.’’ 

c. Comment: A number of comments were received asking that this final rule establish a specific (or at least a minimum) cryptographic algorithm strength.  Others recommended that the rule not specify an encryption strength since technology is changing so rapidly. Several commenters requested guidelines and minimum encryption standards for the Internet.  Another stated that, since an example was included (small or rural providers for example), the government should feel free to name a specific encryption package.  One commenter stated that the requirement for encryption on the Internet should reference the ‘‘CMS Internet Security Policy.’’

Response:  We remain committed to the principle of technology neutrality and agree with the comment that rapidly changing technology makes it impractical and inappropriate to name a specific technology.  Consistent with this principle, specification of an algorithm strength or specific products would be inappropriate.  Moreover, rapid advances in the success of ‘‘brute force’’ cryptanalysis techniques suggest that any minimum specification would soon be outmoded.  We maintain that it is much more appropriate for this final rule to state a general requirement for encryption protection when necessary and depend on covered entities to specify technical details, such as algorithm types and strength.  Because ‘‘CMS Internet Security Policy’’ is the policy of a single organization and applies only to information sent to CMS, and not between all covered entities, we have not referred to it here. 

d. Comment: The proposed definition of ‘‘Integrity controls’’ generated comments that asked that the word ‘‘validity’’ be changed to ‘‘Integrity.’’  Commenters were concerned about the ability of an entity to ensure that information was ‘‘valid.’’ 

Response: We agree with the commenters about the meaning of the word ‘‘validity’’ in the context of the proposed definition of ‘‘Integrity controls.’’  We have named ‘‘integrity controls’’ as an implementation specification in this final rule to require mechanisms to ensure that electronically transmitted information is not improperly modified without detection (see § 164.312(c)(1)).

e. Comment: Three commenters asked for clarification and guidance regarding the unsolicited electronic receipt of health information in an unsecured manner, for example, when the information was submitted by a patient via e-mail over the Internet. Commenters asked for guidance as to what was their obligation to protect data received in this manner.

Response: The manner in which electronic protected health information is received by a covered entity does not affect the requirement that security protection must subsequently be afforded to that information by the covered entity once that information is in possession of the covered entity. 

8367 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

· Moved proposed § 142.308(d)(1), ‘‘Communications or network controls,’’ to § 164.312(e)(1) and renamed as ‘‘Transmission security.’’

8378 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

§ 164.312 Technical safeguards.

A covered entity must, in accordance with § 164.306:

(a)(1) Standard: Access control. Implement technical policies and procedures for electronic information systems that maintain electronic protected health information to allow access only to those persons or software programs that have been granted access rights as specified in § 164.308(a)(4).

(2) Implementation specifications:

(i) Unique user identification (Required). Assign a unique name and/ or number for identifying and tracking user identity.

(ii) Emergency access procedure (Required). Establish (and implement as needed) procedures for obtaining necessary electronic protected health information during an emergency.

(iii)  Automatic logoff (Addressable). Implement electronic procedures that terminate an electronic session after a predetermined time of inactivity.
(iv) Encryption and decryption (Addressable). Implement a mechanism to encrypt and decrypt electronic protected health information.

8379 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

(e)(1) Standard: Transmission security. Implement technical security measures to guard against unauthorized access to electronic protected health information that is being transmitted over an electronic communications network.

(2) Implementation specifications:

(i) Integrity controls (Addressable). Implement security measures to ensure that electronically transmitted electronic protected health information is not improperly modified without detection until disposed of.

(ii) Encryption (Addressable). Implement a mechanism to encrypt electronic protected health information whenever deemed appropriate. 
[45 C.F.R. § 164.312(e)(1)]
State Administrative Manual

4840 Security and Risk Management

State agencies need to ensure the integrity of computerized information resources by protecting them from unauthorized access, modification, destruction, or disclosure and to ensure the physical security of these resources.  State agency heads are accountable for the computerized information resources held by their agencies.  They are responsible for the integrity of computerized information resources, and the authorization of access to those resources.  All agency employees share in this responsibility as well.
Agencies shall also ensure that users, contractors and third parties having access to State computerized information resources are informed of and abide by this policy and the agency security plan and are informed of applicable state statutes related to computerized information resources.

Agency heads are responsible and shall take reasonable measures for implementation of, and compliance with, the state security policy.  Each agency that employs information technology must establish risk management and disaster recovery planning process for identifying, assessing, and responding to the risks associated with its information assets.  The state's information assets (its data processing capabilities, information technology infrastructure and data files) are an essential public resource. For many agencies, program operations would effectively cease in the absence of key computer systems. In some cases, public health and safety would be immediately jeopardized by the failure or disruption of a system.  The non-availability of state information system and resources can also have a detrimental impact on the state economy and the citizens who rely on state programs.  Furthermore, the unauthorized modification, deletion, or disclosure of information included in agency files and data bases can compromise the integrity of state programs, violate individual right to privacy, and constitute a criminal act.

4841.2 INFORMATION INTEGRITY AND SECURITY
Each agency must provide for the integrity and security of its information assets by:
1. Identifying all automated files and data bases for which the agency has ownership responsibility (see SAM Section 4841.4); 
  

2. Ensuring that responsibility for each automated file or data base is defined with respect to:
  

a. The designated owner of the information within the agency, 
  

b. Custodians of information, and 
  

c. Users of the information; 
  

d. Ensuring that each automated file or database is identified as to its information class (SAM Section 4841.3) in accordance with law and administrative policy; 
  

e. Establishing appropriate policies and procedures for preserving the integrity and security of each automated file or data base including:

1)  Agreements with non-state entities, to cover, at a minimum, the following;


a) Appropriate levels of confidentiality for the data based on data classification (see SAM Section 4841.3);
b) Standards for transmission and storage of the data, if applicable;
c) Agreements to comply with all State policy and law regarding use of information resources and data;
d) Signed confidentiality statements;
e) Agreement to apply security patches and upgrades, and keep virus software up-to-date on all systems on which data may be used; and
f) Agreement to notify the State data owners promptly if a security incident involving the data occurs.  
2) Identifying computing systems that allow dial-up communication or Internet access to sensitive or confidential information and information necessary for the support of agency critical applications; 
  
3) Auditing usage of dial-up communications and Internet access for security violations; 
  
4) Periodically changing dial-up access telephone numbers; 
  
5) Responding to losses, misuse, or improper dissemination of information;

6) Requiring that if a data file is downloaded to a mobile device or desktop computer from another computer system, the specifications for information integrity and security which have been established for the original data file must be applied in the new environment.
3.  Establishing appropriate departmental policies and procedures to protect and secure IT infrastructure, including:  
a. Technology upgrade policy, which includes, but is not limited to, operating system upgrades on servers, routers, and firewalls.  The policy must address appropriate planning and testing of upgrades, in addition to departmental criteria for deciding which upgrades to apply.
b. Security patches and security upgrade policy, which includes, but is not limited to, servers, routers, desktop computers, mobile devices, and firewalls.  The policy must address application and testing of the patches and/or security upgrades, in addition to departmental criteria for deciding which patches and security upgrades must be applied, and how quickly.
c.  Firewall configuration policy, which must require creation and documentation of a baseline configuration for each firewall, updates of the documentation for all authorized changes, and periodic verification of  the configuration to ensure that it has not changed during software modifications or rebooting of the equipment. 
d. Server configuration policy, which must clearly address all servers that have any interaction with Internet, extranet, or intranet traffic.  The policy must require creation and documentation of a baseline configuration for each server, updates of the documentation for all authorized changes, and periodic checking of the configuration to ensure that it has not changed during software modifications or rebooting of the equipment. 
e.   Server hardening policy, which must cover all servers throughout the department, not only those that fall within the jurisdiction of the department's IT area.  The policy must include the process for making changes based on newly published vulnerability information as it becomes available.  Further, the policy must address, and be consistent, with the department's policy for making security upgrades and security patches.
f.   Software management and software licensing policy, which must address acquisition from reliable and safe sources, and must clearly state the department's policy about not using pirated or unlicensed software.
4.   Each agency must establish policy to ensure that the use of peer-to- peer technology for any non-business purpose is prohibited.  This includes, but is not limited to, transfer of music, movies, software, and other intellectual property.  Business use of peer-to-peer technologies must be approved by the CIO and ISO.
Each state data center must carry out these responsibilities for those automated files, databases, and computer systems for which it has ownership responsibility. See SAM Sections 4841.4 and 4841.5.
Oversight responsibility at the agency level for ensuring the integrity and security of automated files, databases, and computer systems must be vested in the agency Information Security Officer.
The head of each agency is responsible for compliance with the policy in this section.  See SAM Section 4841.1.
4843 Operational Recovery Planning
The purpose of operational recovery planning is to assure continuity of computing operations for support of critical applications, producing the greatest benefit from remaining limited resources and achieving a systematic and orderly migration toward the resumption of all computing services within an agency. It is essential that service be restored as soon as possible and that those applications which are most critical to the continuity of agency operations remain in operation during the period of failure recovery.


4846 California Software Management Policy

Each agency shall establish and maintain appropriate computer software management practices and ensure that computer software they use and/or have purchased with State funds is legally procured and is used in compliance with licenses, contract terms, and applicable copyright laws. Each agency shall develop and implement policies and procedures to ensure that all staff understand and adhere to proper software management policies.

4846.1 SOFTWARE MANAGEMENT PLAN  
 

To prevent software piracy and promote good software management practices, each agency must maintain a software management program. Each agency must document this effort through a software management plan. See SIMM Section 120 for guidelines on the development and maintenance of this plan.

4846.2     SOFTWARE MANAGEMENT POLICY REPORTING REQUIREMENTS  
 

Beginning January 31, 2004, and ongoing, each agency shall retain internally for three years, by the agency Chief Information Officer, an annual certification along with the summary of updated inventories conducted by the agency as part of its ongoing software management practices. This certification must also identify the individual responsible for ensuring agency compliance with the California Software Management Policy, SAM Section 4846.  In support of this certification, each agency must maintain a detailed inventory report that must be made available upon request to the Department of Finance and/or the Department of General Services.  See SIMM Sections 80 and 120 for this and any other reporting requirements.

4989     DESKTOP AND MOBILE COMPUTING POLICY  
 

In lieu of a Feasibility Study Report submitted to Finance, Finance delegates authority to acquire desktop and mobile computer commodities to agencies that have submitted acceptable Operational Recovery Plans (ORP) or ORP certifications, maintain compliance with all applicable state IT security provisions as defined in SAM Sections 4840 through 4845, and have appropriate plans for the use of desktop and mobile computing commodities.
Under the Desktop and Mobile Computing Policy, agencies may acquire desktop and mobile computing commodities necessary to support the agency's programmatic functions and business needs.  This includes acquiring desktop and mobile computing commodities to support increased staffing, as well as the ongoing replacement of obsolete or nonfunctioning desktop and mobile computing commodities.  Desktop and mobile computing configurations are expected to make use of proven, "off-the-shelf" hardware and software.  Specific exclusions from this policy are listed in Section 4989.2 below.
Replacement of desktop and mobile computing commodities acquired as part of a previously approved IT project, as defined in SAM Section 4819.2, may be included in this policy as much as such commodities are incorporated into and are no longer distinguishable from the agency's IT infrastructure.

4989.3 - AGENCY ROLES AND RESPONSIBILITIES 

 

Management. Day-to-day management responsibility for desktop and mobile computing configurations resides with the manager who has supervisory responsibility for the individual or individuals who use the products. The manager must ensure that the acquisition and use of desktop and mobile computing commodities support the accomplishment of agency objectives and that the individual or individuals who will be using the products will be trained in their use.

 

Each agency must have a plan for the appropriate application of desktop and mobile computing.  Each agency must ensure that its plans are consistent with the agency's information management standards, policies, procedures, and its information technology infrastructure.  Agency plans for implementing desktop and mobile computing must not preclude the implementation of other agency applications on the same configuration.  Agencies are responsible for establishing desktop and mobile computing standard configurations, ensuring each acquisition made under this policy is consistent with those standards, and accurately tracking the cost associated with such acquisitions.  In addition, agencies are responsible for the creation and maintenance of IT assets inventories for commodities purchased under this policy.  

 

Agency management has a responsibility to establish standards of technical assistance in support of such LAN activities such as installation, configuration, problem-determination, maintenance, backup, recovery, and required activities beyond those normally associated with stand-alone personal computers.  Agencies are expected to maintain internal processes to ensure that any IT commodities acquired under the authority of this policy are compliant with all applicable hardware, software, and security standards for the agency.

 

Agency management is responsible for taking appropriate action in the event of employee misuse of desktop and mobile computing technology or employee failure to comply with State and agency policy governing the use of desktop and mobile computing.  

 

Security. Desktop and mobile computing environments owned by state agencies involve the risk of property loss, threats to privacy, and treats to the integrity of state operations.  Accordingly, agencies must be in compliance with all applicable provisions of the SAM and must implement appropriate safeguards to secure the agency's desktop and mobile computing infrastructure.

 

Current agency Operational Recovery Plans (ORP) or acceptable ORP certifications must be on file at Finance.  Agencies that do not demonstrate effective compliance with the State's IT security policy and Operational Recovery policy are not authorized to make any expenditures for desktop and mobile computing commodities until the agency has complied.  See SAM Sections 4840-4845.

 

Desktop and Mobile Computing Coordinator.  In order to ensure ongoing IT asset management practices are followed, agencies employing desktop and mobile computing should designate a unit or individual employee of the agency as the agency's Desktop and Mobile Computing Coordinator or equivalent function.  The coordinator must be knowledgeable about (a) desktop and mobile computing configurations; (b) state-level and agency policies for the use of desktop and mobile computing commodities; and (c) the relationship between desktop and mobile computing and other uses of information technology with the agency.

 

The responsibilities of the coordinator should include:

1. Maintaining current specifications for the agency's desktop and mobile computing commodity standards; 
  

2. Assisting in the completion and review of any DMCP documents if required by the agency's policies and procedures;
  

3. Coordinating the acquisition of desktop and mobile computing commodities;
  

4. Informing desktop and mobile computing users of available training and technical support capabilities; and
    

5. Maintaining continuing liaison with agency IT management to ensure that: (a) proposed desktop and mobile computing applications are consistent with the agency's established information management strategy and information technology infrastructure, (b) desktop and mobile computing configurations can support the implementation of other agency applications. 

 

California Civil Code

1798.29
(a) Any agency that owns or licenses computerized data that includes personal information shall disclose any breach of the security of the system following discovery or notification of the breach in the security of the data to any resident of California whose unencrypted personal information was, or is reasonably believed to have been, acquired by an unauthorized person. The disclosure shall be made in the most expedient time possible and without 
unreasonable delay, consistent with the legitimate needs of law enforcement, as provided in subdivision (c), or any measures necessary to determine the scope of the breach and restore the reasonable integrity of the data system.

(b) Any agency that maintains computerized data that includes 
personal information that the agency does not own shall notify the owner or licensee of the information of any breach of the security of the data immediately following discovery, if the personal information was, or is reasonably believed to have been, acquired by an unauthorized person.

(c) The notification required by this section may be delayed if a law enforcement agency determines that the notification will impede a criminal investigation. The notification required by this section shall be made after the law enforcement agency determines that it will not compromise the investigation.

(d) For purposes of this section, "breach of the security of the system" means unauthorized aquisition of computerized data that compromises the security, confidentiality, or integrity of personal information maintained by the agency. Good faith acquisition of personal information by an employee or agent of the agency for the purposes of the agency is not a breach of the security of the system, 
provided that the personal information is not used or subject to further unauthorized disclosure.

(e) For purposes of this section, "personal information" means an individual's first name or first initial and last name in combination with any one or more of the following data elements, when either the name or the data elements are not encrypted:
(1) Social security number.
(2) Driver's license number or California Identification Card number.
(3) Account number, credit or debit card number, in combination 
with any required security code, access code, or password that would permit access to an individual's financial account.

(f) For purposes of this section, "personal information" does not include publicly available information that is lawfully made available to the general public from federal, state, or local government records.

(g) For purposes of this section, "notice" may be provided by one of the following methods:
(1) Written notice.
(2) Electronic notice, if the notice provided is consistent with the provisions regarding electronic records and signatures set forth in Section 7001 of Title 15 of the United States Code.
(3) Substitute notice, if the agency demonstrates that the cost of providing notice would exceed two hundred fifty thousand dollars ($250,000), or that the affected class of subject persons to be notified exceeds 500,000, or the agency does not have sufficient contact information. Substitute notice shall consist of all of the following:

(A) E-mail notice when the agency has an e-mail address for the subject persons.
(B) Conspicuous posting of the notice on the agency's Web site page, if the agency maintains one.
(C) Notification to major statewide media. (h) Notwithstanding subdivision (g), an agency that maintains its own notification procedures as part of an information security policy for the treatment of personal information and is otherwise consistent with the timing requirements of this part shall be deemed to be in compliance with the notification requirements of this section if it notifies subject persons in accordance with its policies in the event of a breach of security of the system.
1798.82
(a) Any person or business that conducts business in California, and that owns or licenses computerized data that includes personal information, shall disclose any breach of the security of the system following discovery or notification of the breach in the security of the data to any resident of California whose unencrypted personal information was, or is reasonably believed to have been, 
acquired by an unauthorized person. The disclosure shall be made in the most expedient time possible and without unreasonable delay, consistent with the legitimate needs of law enforcement, as provided in subdivision (c), or any measures necessary to determine the scope of the breach and restore the reasonable integrity of the data system.

(b) Any person or business that maintains computerized data that includes personal information that the person or business does not own shall notify the owner or licensee of the information of any breach of the security of the data immediately following discovery, if the personal information was, or is reasonably believed to have been, acquired by an unauthorized person.

(c) The notification required by this section may be delayed if a law enforcement agency determines that the notification will impede a criminal investigation. The notification required by this section shall be made after the law enforcement agency determines that it will not compromise the investigation.

(d) For purposes of this section, "breach of the security of the system" means unauthorized acquisition of computerized data that compromises the security, confidentiality, or integrity of personal information maintained by the person or business. Good faith acquisition of personal information by an employee or agent of the person or business for the purposes of the person or business is not a breach of the security of the system, provided that the personal 
information is not used or subject to further unauthorized 
disclosure.

(e) For purposes of this section, "personal information" means an individual's first name or first initial and last name in combination with any one or more of the following data elements, when either the name or the data elements are not encrypted: 
(1) Social security number.
(2) Driver's license number or California Identification Card number.
(3) Account number, credit or debit card number, in combination 
with any required security code, access code, or password that would permit access to an individual's financial account.
(f) For purposes of this section, "personal information" does not include publicly available information that is lawfully made available to the general public from federal, state, or local government records.

(g) For purposes of this section, "notice" may be provided by one
of the following methods:
(1) Written notice.
(2) Electronic notice, if the notice provided is consistent with the provisions regarding electronic records and signatures set forth in Section 7001 of Title 15 of the United States Code.
(3) Substitute notice, if the person or business demonstrates that the cost of providing notice would exceed two hundred fifty thousand dollars ($250,000), or that the affected class of subject persons to be notified exceeds 500,000, or the person or business does not have sufficient contact information. Substitute notice shall consist of all of the following:
(A) E-mail notice when the person or business has an e-mail 
address for the subject persons.
(B) Conspicuous posting of the notice on the Web site page of the person or business, if the person or business maintains one. 
(C) Notification to major statewide media.

(h) Notwithstanding subdivision (g), a person or business that maintains its own notification procedures as part of an information security policy for the treatment of personal information and is otherwise consistent with the timing requirements of this part, shall be deemed to be in compliance with the notification requirements of this section if the person or business notifies subject persons in accordance with its policies in the event of a breach of security of the system.
1798.83. 

Any waiver of the provisions of this title is contrary to public policy, and is void and unenforceable.

1798.84. 

(a) Any customer injured by a violation of this title may institute a civil action to recover damages.
(b) Any business that violates, proposes to violate, or has violated this title may be enjoined.
(c) The rights and remedies available under this section are cumulative to each other and to any other rights and remedies available under law.
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