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The tools and templates provided in CalOHI Policy and Information Memoranda have generally been authored by HIPAA workgroups.  Users should view the information presented in the context of their own organizations and environments.  Legal opinions and/or decision documentation may be needed when interpreting and/or applying this information.  
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GENERAL INFORMATION

	Resources
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	This chapter provides a summary of the Health Insurance Portability and Accountability Act (HIPAA) Security Rule requirement for audit controls.  Based on the information provided in the following documents and industry best practices, the Security Workgroup and CalOHI have developed an audit control process that is suitable for government business practices.  The information is derived from:

· Federal law,

· Federal regulations,

· State law,

· State regulations and guidelines,

· Federal policies and Frequently Asked Questions (FAQ), 

· International Organization for Standardization (ISO/IEC),

· Project Management Book of Knowledge (PMBOK), 

· Sysadmin, Audit, Network, and Security (SANS),

· National Research Council (NRC), and

· National Institute of Standards and Technology (NIST).

You will need to review the specific mandates in relation to your programs, functions, and/or business practices to determine how to apply this requirement.



	Links to Resources
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	Links to the proposed and final federal security regulations may be found on the CalOHI Security page at CalOHI – Security.  Any referenced State laws may be found on the California Law website at Find California Code or at www.leginfo.ca.gov or on the CalOHI Legal page at CalOHI - Legal Issues or at www.ohi.ca.gov.



	Decision Points

[image: image3.wmf]
	Throughout the chapter, you will find blue boxes containing decision points.  Decision points target covered entities and their business associates that are required to implement the HIPAA Security Rule.  Decision points identify decisions covered that entities will need to make to establish their security policies and procedures.

You should review the decision points to determine which of them apply to your business practices.  You may consider alternative solutions for each issue and weigh the positive and negative effects of the alternatives based on your business practices and applicable federal and State law.  
You may also consider your liability and the financial impact of each alternative.  We strongly recommend you discuss the analysis and recommendations with your legal counsel.  A sample decision tool was issued in CalOHI Policy Memorandum 2003-22 Exhibit 3.  This tool may be found on the CalOHI Privacy page at CalOHI - Privacy. 

We have provided checklists of the decision points at the end of each chapter or section.  You may use the checklists as guides for the decisions you need to make.  Once you have established policies related to the decision points, the policies will become part of your security policies and procedures. 




	Examples, Hyperlinks, and Definitions
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	Examples to assist in understanding the requirements will be indented and printed in blue ink.  Hyperlinks are provided to appropriate web site references, to pages within this chapter, and to terms posted in the CalOHI website glossary.  




HIPAA Security rule
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	The Security Rule requires covered entities to have in place audit control hardware, software, and/or mechanisms to record and examine system activity.  They are important so that an entity can identify suspect data access activities, assess its security programs, and respond to potential weaknesses.  [Federal Register, Vol. 68, No. 34, p. 8355]  
”Standard: Audit Controls.  Implement hardware, software, and/or procedural mechanisms that record and examine activity in information systems that contain or use electronic protected health information.”  [45 C.F.R. 164.312(b)]
The intent of the audit controls standard is to have the capability to record and examine system activity.  The preamble of the Rule states that entities have flexibility to implement the standard in a manner appropriate to their needs as deemed necessary by their risk analysis.  
The risk assessment or risk analysis provides a means to assess activities regarding the EPHI in an entity’s care.  Covered entities should use the findings of their risk assessment to determine how intensive any audit control function should be.  [Federal Register, Vol. 68, No. 34, p.8355]  




	State Guidelines
	State rules require State departments to audit usage of dial-up communications and Internet access for security violations.   Each automated file and database must have proper security protection and procedures should be in place to audit usage of dial-up and Internet access for security violations.  [SAM § 4841.2]



Audit Controls
	Introduction


	Audit controls are technical controls that track activity within a specific computer.  Auditing is not a preventative control, meaning it will not prevent unauthorized access to a computer, but it will track activities so an administrator can:

· Understand the types of access that took place, 

· Identify a security breach, or 

· Be warned of suspicious activity.  

This information can be used to uncover any weaknesses and help the administrator understand where changes need to be made to preserve the security of the system.


	
	The audit control standard addresses the requirement for covered entities to implement audit controls.  It does not specifically address the requirement for reviewing the events detailed in the audit controls record.  The system activity review requirement is addressed in the Information System Activity Review implementation specification of the Security Management standard.  
For more information about Information System Activity Review, also called Control Review, see Chapter 4: Security Management.



	Purpose of Audit Controls
	Audit controls are the first step of implementing an effective information system auditing function.  By implementing audit controls, covered entities may record system events and activities.  Auditing capabilities ensure users are accountable for their actions; this verifies that security policies are enforced, work as a deterrent to improper actions, and are used as investigation tools.  Organizations want to ensure accountability mechanisms are in place and configured properly to:

· Track improper activity back to individuals, 

· Detect intrusions,

· Reconstruct events and system conditions, 

· Provide legal recourse material, and

· Produce problem reports.



	
	Without first implementing audit controls, organizations do not have the ability to conduct an audit of their systems to determine whether there is any suspicious activity occurring.
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	Major Consideration: Information System Auditing

Information System auditing is different than financial auditing. Financial auditing usually involves an external auditor reviewing the validity of financial statements.  Information system auditing; however, can be performed by internal employees, managers, or users to determine whether inappropriate activity is occurring on their systems.

	
	


	How Audit Controls Work
	Accountability is tracked through recording user, system, and application activities.  This recording is done through auditing functions and mechanisms within an operating system or security application.  
Audit trails contain information about operating system activities, application events, and user actions.  These can be used to verify the status of a system by checking its performance or certain types of errors and conditions.  After a system crashes, a system administrator will review audit logs to try to determine the status of the system and attempt to understand the events that led to the disruption.  

The organization’s management determines which actions or events are to be audited and logged.  If the computer is in a high security environment, the administrator would configure the system so that more activities would be recorded and the threshold of those activities would be more sensitive.  The events can be reviewed to determine if breaches in security occurred and if the security policy had been violated.  If the computing environment does not require such a level of security, then there would be fewer events analyzed with less demanding thresholds.  

The list of items to be audited can be long.  Things to consider include: 

· Environmental assessment results,
· Security goals,
· Historical weaknesses,

· Unaddressed risks,

· Actions to be audited, and 
In addition, covered entities will need to determine what is to be done with the information after it has been recorded without wasting disk space, computing power, and staff time.  
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	Major Consideration: Reviewing Audit Logs

For audit controls to be effective, organizations must regularly review audit logs for suspicious activity.  It is useless to collect audit events on information systems without regularly reviewing them.  Organizations should develop a schedule to review audit logs and events collected from implementing audit controls.    

	
	


	System Audit Events
	There are different events that can be recorded and audited.  The following provides a broad overview of the items and actions that can be recorded and audited.

System-Level Events – These are typically system events that occur to a computer such as hardware or software changes.

· Monitor system performance

· Logon attempts (successful and unsuccessful)

· Logon identification

· Date and time of each logon attempt

· Lockout of users and terminals

· Use of administrative utilities

· Devices used

· Functions performed

· Attempts to alter operating system files


	
	Application-Level Events – These are typically associated with applications or programs running on the computer.

· Error messages

· Files opened and closed

· Modification of files

· Security violations within the application


	
	User-Level Events – These events are associated with user events that occur on the computer.

· Identification and authentication attempts

· Files, services, and resources used

· Internet activity and usage

· Commands initiated

· Capture security violations 




	Workforce member Monitoring
	In addition to auditing computer performance, errors, and intrusions, organizations may monitor their workforce members’ actions on their computers.  Compliance requirements, such as HIPAA, and legal liability are the two top reasons why managers and organizations are monitoring employees.
      

Prior to implementing monitoring controls, the workforce members must be warned ahead of time that their activities will be recorded and monitored.  The monitoring must be work related and it must be consistent among all workforce members, not just a select few.  


	
	If an organization chooses to monitor workforce member emails for outgoing or incoming EPHI, this needs to be explained to workforce members through a banner message and/or in training.  Organizations that monitor employees should have clear written policies on:


	
	1. Purposes for monitoring,

2. Ownership of computers, networks, files, and e-mail,

3. Forms of communication considered illegal, prohibited, and unacceptable,

4. Illegal, prohibited, or unacceptable websites,


	
	5. Acceptable use of networks and e-mail,

6. Clear boundaries for the personal use of networks,

7. Specific types of monitoring activities that will be used,

8. Advantages to employees and the organization, and

9. Consequences for policy violations.



	Intrusion Detection Systems (IDS)
	Intrusion detection systems (IDS) are hardware and/or software systems that try to identify attempts to hack or break into a computer system.
  There are two types of IDS: network-based, which monitors a network; and host-based, which monitors a particular system.  IDS can be configured to:


	
	· Watch for attacks, 

· Analyze and sort audit logs, 

· Alert an administrator when attacks occur, 

· Protect system files, 

· Expose a hacker’s technique, 

· Expose vulnerabilities, and 

· Help track down hackers.
  


	
	Host-based IDS can be installed on computers and servers to watch for inappropriate or unusual activity and insider attacks.  Host-based IDS are usually used to make sure users do not accidentally delete system files, reconfigure settings, or exploit vulnerabilities.  Network-based IDS monitor network traffic and uncover possible attacks and suspicious activity.  


	
	Signature-based and anomaly-based IDS are two additional forms of IDS that are based on how they detect intrusions.  Signature-based IDS identify attacks on the host or network by the signatures attackers leave.  Anomaly-based IDS detect deviations from normal user activity on the network or on the host.   


	
	IDS sensors are software that are installed on the network or host; they detect events and send the data back to the monitoring software, usually installed on another computer.  




	Procedural Mechanisms
	The audit control standard allows for procedural mechanisms as well as hardware or software solutions.  If the system or application does not have the capabilities to audit, an organization may log manually thus enabling them to keep appropriate audit controls.  A procedural audit mechanism could be self-reporting or manual logging. 
For example, a small medical office may not have or need equipment with advanced technical auditing tools.  Hence, they will use a procedural mechanism such as manually logging when they logon or logoff and enter data into their system.  



	Risks
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	As a standard of the HIPAA Security Rule, covered entities must comply and implement audit controls.  There are risks associated with not having audit controls; not only will an entity face possible federal violations under HIPAA and other laws, but the corporate security message will be diminished.  
Enforcement of policy to protect EPHI cannot be backed up by disciplinary actions if there is no record of activity in an information system that contains or uses EPHI.  As a result, management will not know if violations occurred or who the violators may be.


	
	Without audit controls, covered entities are at risk of damaging their business integrity and reputation.  It is not the obvious risk of infraction that captures attention, but the after-the-fact “you should have known” scenario that may be most damaging to an entity’s reputation.  
For example, a patient realizes his medical record and identity is stolen.  He suspects his identity was compromised at a local clinic.  Since the clinic has proper audit controls set up, they are able to check and verify whether the patient’s identity was not stolen or compromised from their system.  This protects the clinic from any further accusations about the patient’s identity loss.



	State Requirements
	State rules require that State departments maintain records of management decisions concerning the use of information technology.  The records must be sufficiently detailed to satisfy the requirements of oversight agencies as well as internal management.  The records must address project management and control as well as operational controls and maintenance provisions.  [SAM § 4840]
In addition, state rules require that State agencies establish controls to ensure that data entered into and stored in its automated files and data bases are accurate, as well as ensure the accuracy of disseminated information. [SAM § 4842.2]



	
	Legal Consideration:  Other Laws
Covered entities may be required by other Federal or State law to adhere to additional security measures and audit requirements.  Consult with your legal counsel to determine what other laws you are required to adhere to as well.  



Implementation Process

	Overview of Audit Controls Implementation Process
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	Covered entities should have a structured process for implementing audit controls.  The implementation process includes the following steps:
1. management Support and staffing – Thoroughly support the implementation of audit controls and assign responsible members of the workforce.
2. Map EPHI – Know the location of EPHI in your environment.

3. Determine scope – Determine the scope of implementing audit controls on systems.

4. Audit Policy and Procedures – Define how audit controls will be used in your organization.  

5. Hardware and/or Software – Evaluate hardware and/or software to implement.    

6. Test and evaluate – Ensure audit controls work prior to implementation.
7. Change Control - Be sure to incorporate changes to notify all departments of the implementation if your organization uses change control.
8. Implement – Install audit controls on selected devices.
9. PROCEDURES – Develop procedures to ensure proper and timely review of audit reports. 
10. Document – Be sure to document all steps of the implementation process to show due diligence,



1. Management Support and staffing

	Management Support
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	Management support and staffing is the first and a critical step in implementing audit controls. To obtain the necessary time and resources required from each area of the organization, senior management must understand the impacts and risks that potentially exist to their business practices should the effort to comply not take place.  This includes comprehension of the impact to business practices during the implementation process.  Several key tasks are required to achieve awareness and support, including actions taken to minimize business impacts and risks.  Management responsibilities include:

· Ensuring a full commitment to developing an audit controls implementation plan,

· Setting policies and goals,

· Making funding and resources available, and

· Assigning an implementation team for the process.



	Assignment

	Senior management should assign the implementation of audit controls to a specific technical team or person who has administrative privileges to the system.  Administrative privileges to audit controls should be restricted so workforce members cannot turn off auditing to the system.  
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	Decision Point:  Audit Controls Implementation

Who will you assign to implement audit controls in your organization?

A team or person should be assigned to implement selected audit controls by senior management.  The team or person should have administrative privileges to activate and configure audit controls on systems that contain or transmit EPHI.  

	
	


2. Map EPHI

	Map Data
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	Organizations must map the location of EPHI in all systems.  Mapping EPHI includes identifying the locations of all EPHI, the hardware or electronic media on which it is stored, and the systems in which it is utilized.  The mapping process will be able to identify all electronic media and hardware that store EPHI.  The level at which the process does this will define decisions concerning the audit controls implementation.  Each organization will choose what controls to implement and how thorough they are.  Organizations may use a questionnaire to identify and document the flow of data in all formats (i.e. electronic, paper, verbal, etc.).  It is imperative that an organization know where all data resides.


	
	EPHI may reside on other devices than those on the system and its network computers.  Entities are responsible for the security of all EPHI, regardless of where it resides.  Therefore, based on the entity’s risk analysis, decisions will need to be made about its need to implement audit controls.  This could include laptops, personal digital assistants (PDAs), servers, and workstations.

For additional information on mapping EPHI, see CalOHI Policy Memorandum 2004-43.  For more information on device and media control, see CalOHI Policy Memorandum 2005-60 Exhibit 1, Chapter 13, Device and Media Control.
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	Decision Point: Systems to Implement Audit Controls

On which systems will you implement audit controls?
Based on your mapping of EPHI, you should determine which systems will implement audit controls.  Systems that contain or transmit EPHI should be considered when determining where audit controls are to be activated or installed and monitored.  

	
	


3. Determine scope

	Determine Scope of Implementation


	Organizations must determine the scope of audit controls implementation.  The scope varies for each organization and depends on the sensitivity, accessibility, and amount of data.  It is also important to review the risk analysis to determine where to implement audit controls.  
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	Developing a successful audit program depends on what information is to be recorded and how often it is reviewed.
  This should be determined in the organization’s scope.  If an organization’s records do not record enough data, critical security information could be missed.  If an organization records too much data, valuable system resources can be wasted.  Conversely, reports that are not reviewed present the risk that problems go unnoticed.


	
	Organizations need to determine the amount of time to store audit logs.  This time frame should be based on the organization’s business practices and the usages for the logs.  If logs are to be used as evidence in employee adverse actions, they should be kept as long as required by the statutes governing employees.  If the logs are to be used as evidence in legal proceedings, the statutory timeframes for the type of legal proceedings should be taken into consideration.


	
	LEGAL CONSIDERATION:  Statutory Time Limits
You should consult your legal counsel to determine the appropriate time frames to store audit logs.  The time frames may differ depending on the use for the logs.


	
	For more information about establishing procedures to regularly review system activity such as audit logs, access reports, and security incident reports, see Chapter 4: Security Management Process.  Also, for information about procedures for monitoring login attempts and reporting discrepancies, see Chapter 18: Security Awareness and Training.  The chapters can be found on the CalOHI website at www.ohi.ca.gov.  
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	DECISION POINT:  System Data to Record
What system data will be recorded?

You need to determine what system actions you will record so that you can audit them later.  System actions need to be recorded to detect any suspicious activity such as excessive failed login attempts, application errors, and increased network traffic.  Any of these activities could be related to unauthorized access or intrusion by an attacker.  You need to establish a procedure to investigate such activities.    
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	DECISION POINT:  Records Retention

Does your organization’s record retention policy include archiving audit logs?
Determine whether your organization’s record retention policy requires audit logs to be archived.  Audit logs may need to be stored for a certain amount of time before they can be purged or deleted.  

	
	


4. Audit policies and procedures

	Policies and Procedures
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	Prior to implementing audit controls, covered entities should develop their policies and procedures to define: what data or system activities will be audited, the timing of the audits, and what tools will be used for the audits.  A formal policy explaining the requirement for audit controls should be developed, outlining the need for protecting data.  Procedures for technical staff as well as for end users should be included.   


	
	When computer events are collected and audit logs are implemented, it is important to address the user’s expectations of privacy.  If computer activity is going to be recorded, the monitoring organization should tell their workforce that their actions are being monitored and can be traced back to them in the event of a security incident.  Legal banners are often useful when notifying workforce members their actions are being recorded and will be audited.



	Information System Activity Review/Audit Policy

	Covered entities should document and communicate to workforce members the organization’s policy on audits and the reviews of their system activity.  The policy should designate: 

· Who is responsible for the overall audit process and results, 

· How often audits will take place, 

· How frequent the results will be analyzed, 

· What the entity’s sanction policy is for workforce member violations, 

· How long the audit log will be maintained, and

· Where the audit log will be stored.




	Legal Banners
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	Organizations should employ the use of banners on workforce members’ computers which appear as workforce members log onto their computers, networks, and/or systems.  The banner should state that the user’s actions may be monitored and recorded for suspicious activity, and company equipment should be used only for business purposes.  Here is an example of a banner:



	
	For example:  WARNING: This is a __________ [name of organization] computer system that is for official use by authorized users and is subject to being monitored and/or restricted at any time.  Logging on to this system subjects you to having all your activities on this system monitor and recorded by system personnel.  Unauthorized or improper use of this system may result in administrative disciplinary action and/or civil and criminal penalties.  By continuing to use this system you indicate your awareness of and consent to these terms and conditions of use. LOG OFF IMMEDIATELY, if you are not an authorized user or you do not agree to the conditions stated in this warning.


	
	The warning and banner will strengthen a case against a workforce member or intruder if they are caught and charged for inappropriate usage or access to EPHI.  The use of banners implies the employee or user acknowledges the security policy and gives permission to be monitored.  An organization may require workforce members to click “OK” or check an acceptance box before being authenticated into the program or system acknowledging agreement with the terms of the banner.



	Legal Issues
	Covered entities in California may need to examine federal and state laws prior to installing audit controls that track employee activities.  In a paper titled:  “Privacy Rights of Employees Using Workplace Computers in California,” the Privacy Rights Clearinghouse recommends that most employers can best reduce litigation under both the federal Title III of the Omnibus Crime Control and Safe Streets Act of 1968 and California law by obtaining employees’ consent.  Such consent should include:

(a) “Clear notice (whether by a surveillance software’s warning feature or otherwise) to employees that all e-mails, Internet use, and other computer communications will be intercepted and used, thereby implying consent.
(b) “Alternatively, express consent by employees to interception and use (for example, by adding such consent to the employment manual signed by employees).
(c) “In either event and as an extra precaution, warning all recipients of outgoing e-mail of the employer’s monitoring and use (because California Penal Code section 632 lacks the on-party consent exception).

“While, these steps may produce employee complaints, they also may have the important effect of preventing much e-mail and Internet abuse.”



	
	Legal Consideration:  Employee Privacy

Privacy issues may arise if workforce members are not notified or given consent prior to having their actions audited.  Organizations should consult their legal department or seek legal advice prior to implementing legal banners.    

	
	


5. Hardware and/or software
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	Depending on the scope of the implementation, organizations may need to purchase hardware and/or software to achieve their audit implementation goals.  Most likely, a procurement phase will occur and vendors should be contacted to demonstrate their products.

For example, an organization decides to implement host-based IDS on their server, which stores and transmits EPHI.  They must buy the host-based IDS software to install on the server as well as another server to collect the information and produce reports for an administrator to review. 
Organizations should determine whether their systems identified for audit implementation can handle the additional resource requirements of implementing audit controls.
  Audit controls on systems require additional memory and hard drive space to record events and store them until they are reviewed and purged.  Depending on the events to be recorded, organizations may need to purchase additional memory, hard drives, or completely replace their systems with a faster, more powerful system with additional capacity.
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	decision point: Capacity Planning

Will you need to purchase additional hardware to support system auditing functions?
You may need to implement audit controls on computers that will greatly increase system resource usage such as hard disk space, memory and Central Processing Unit (CPU).  You should perform capacity planning to determine what additional resources are required to implement audit controls.


	
	For more information on a similar topic, security controls, and identifying, evaluating, and implementing controls, see Chapter 4, Security Management Process, beginning on page 35.  This chapter can be found on the CalOHI website at www.ohi.ca.gov.  



	Audit Control Tools
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	Audit logs and events can generate a large amount of data.  Reviewing audit data manually can be overwhelming and there are specific software analysis tools to help with this effort.  A majority of audit logs contain unnecessary or unneeded data and these tools separate out specific events which make them easier to process.  The software tools display the data in a useful or readable format such as a graph or chart.  There are three types of audit log tool organizations may implemented to help organize data.
  

· Audit reduction – This type of audit log tool reduces the amount of information and separates out irrelevant information or information that is not useful to the auditor.  

· Variance-detection – This type of audit log tool monitors computer usage trends and detects variations.  It only reports any variance exceeding or outside of normal operations.

· Attack signature-detection – This type of audit log tool identifies certain patterns in audit logs and matches it against a database to look for attacks.  Attackers will execute specific commands during an attack; this type of tool will detect those commands and notify the auditor.

Each of these tools will reduce the effort in reviewing audit logs.  Typically, they may be automated as the auditor sets up the software to identify specific events.  The events can be emailed to the auditor on a regular basis, or prepared in an easy-to-read report when the auditor logs into the application.  
Organizations should determine which tools are useful for the type of auditing they will perform on their systems.  These tools are available on the market to purchase or developed by an organization’s information technology staff by using programming codes.  



6. Test and Evaluate
	Testing and Validation
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	Comprehensive testing should be performed on the audit controls prior to implementation into production in a test environment.  This will help eliminate any issues that may arise when it is time to deploy the audit controls.  All different types of scenarios and situations should be tested prior to implementation.  

Issues may arise such as hardware/software incompatibilities, error messages, and configuration issues. Testing and validation will help the organization get familiar with the product.  During this phase the organization should work with the vendor engineers and support to ensure any issues are resolved prior to implementation.  


	
	Products such as Intrusion Detection Systems (IDS) will need to be configured properly prior to going into production.  IDS may detect anomalies on the network and generate false-positives, or events that appear to be an attack but really are not.  Most IDS products need to be properly configured since every network is different.  

For example, an organization has deployed network and host based IDS on their test network.  They also decided to perform a penetration test on their network to determine whether the IDS they have deployed will actually detect the penetration test.  The penetration test will simulate an attack on the network and will try to infiltrate various controls such as firewalls and try to access the servers.  The IDS detects the attack and alerts testers of the event.  
After implementing audit controls on systems, organizations may want to check system resources to determine whether they are sufficient for operations or if additional resources are required.  




7. Change Control
	Implement Change Control
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	Organizations may use change control in their environment to coordinate and communicate audit controls to all departments.  Implementing audit controls may have a significant impact on system resources.  Systems such as firewalls and servers which collect audit data may require additional resources such as memory and storage.  This may have an impact on system performance.  Therefore, a change control process will ensure all technical staff coordinates the proper resources prior to audit control implementation.
  The change request should be approved, documented, and tested.  

The following are some steps for a change control process:

1. Make a formal request for change,
2. Analyze the request by:
· Developing the implementation strategy,

· Calculating any resources for implementation, and

· Reviewing any system implications;
3. Record the change request,
4. Submit the change request for approval, and
5. Develop the change by:
· Submitting for testing and quality approval, and

· Making version changes.

Organizations may add, modify, and delete steps depending on their needs.
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	DECISION POINT:  Change Control

Will you use change control to coordinate and communicate audit controls?

The use of change control in your organization will help communicate and coordinate resources for implementation.  Organizations that use change control will have a more structured process for implementation and will likely reduce conflicts prior to implementation.  

	
	


8. Implement

	Implementing Controls
[image: image24.wmf]
	Audit controls align with administrative, technical, and physical controls. They could consist of: system audit logs (successful login attempts and unsuccessful login attempts), internet traffic, key card door access logs, Intrusion Detection Systems (IDS), visitor sign in sheets, physical sign out sheets for files, or keystroke monitoring.  While this short list is not all inclusive, it shows that system audit logs and system activity review logs could exist.  
The term “system” refers to the electronic system and “activity” refers to changes to data in the system.  Audit controls not only include tracking the access to data but access to the system itself.  Physical structure access logs are the controls that show due diligence for tracking physical access.  This tracking log shows who entered and exited the facility, building, or room and when.  A physical access log does not help with detection, for example sniffing (recording confidential information transmitted over a network), but it will show who exactly entered the building or area, where they went, and who they saw.  While a system audit log will not show that someone captured the data in transit within a facility, the physical access log can at least point to those that may have been present.  Covered entities should have a process in place to periodically review access logs such as comparing the entrance/exit logs against video captured with surveillance cameras at a building access point. 



	Audit Log Security
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	When installing and setting up audit log tools, organizations should ensure audit logs are protected from unauthorized access.  A common practice of an attacker or a hacker after they have gained access to a system is to delete any audit logs to cover their tracks.  This is similar to a burglar who removes any fingerprints from the crime scene to avoid being identified and caught.  

Audit log data contains valuable information against hackers or workforce members who abuse their privileges.  Organizations can use these audit logs to prosecute criminals and workforce members who are caught stealing data or modifying records.  Proper security safeguards should be in place to protect audit logs.  


	
	The following audit log safeguards should be considered:

· Access to audit logs should be controlled and restricted,

· Audit logs should be stored in a central location on the network,

· Audit logs should be protected by firewalls or stored on a separate server to limit access,

· Directories where audit logs are stored should be encrypted whenever possible,

· There should be a separation of duties between systems administration or systems operations staff and auditors, and 

· Ensure permissions on audit logs are set to read only and not execute so they cannot be modified or deleted.
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	DECISION POINT:  Audit Log Security

Are audit logs protected from unauthorized access? 
You need to ensure audit logs are properly protected against modification and deletion.  Only authorized personnel should be allowed to access audit logs to prevent unauthorized modification and deletion.  Audit logs should be stored in a central location and in an encrypted folder whenever possible.  

	
	


9. Procedures
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	Covered entities need to develop procedures to ensure proper and timely review of audit logs and reports takes place.  Procedures should include: 
· The components of your information systems that will record audit trails and be used in the internal audit process.  At a minimum, event auditing should be enabled on all computers that process, transmit, and/or store EPHI.
· The events to be audited for each component.  Examples include logins, file access and modifications, and security incidents. 

· The human-generated records pertaining to information system components may also be maintained.  Examples include records tracking the receipt, initial handling, access, removal, and disposal of system hardware, software, and media containing EPHI.
· The configuration of the system components’ auditing features to capture pertinent information.
· The measures that will be used to protect the audit trails and internal audit reports.
· Frequency of audit report review.
· Use of software tools that will be used to examine the audit files for specific events and trends.
· The human-generated audit records, where appropriate.

The strength of compliance depends on the response to irregular events in the audit trail.  The audit trail should be comprehensive enough to capture: 

· What occurred,
· Which system did the event take place on,
· Which user was involved,
· What information was compromised, and 

· What date and time did this occur.
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	DECISION POINT:  Review of Audit Logs
How often will you review your audit logs?

You will need to determine who will be responsible to review audit logs, which logs will be reviewed, and when.

	
	


10.  Documentation

	Document
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	All steps of the audit control implementation process should be documented to demonstrate due diligence.  It is important to document all decisions made and the rationale behind those decisions.  The documentation should demonstrate a structured process was followed to implement audit control.  

A covered entity may choose to document all meetings with minutes and all decisions that are made.  The HIPAA Security Rule requires covered entities to document any action, activity, or assessment that is required by the Rule and maintain a written record of the actions, activities or assessments.  [45 C.F.R. § 164.316(b)(1)(ii)]
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