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ELECTRONIC PROTECTED HEALTH INFORMATION (EPHI) AUDIT CONTROLS CHECKLIST
The purpose of this checklist is to assist covered to entities evaluate possible audit events in their environment.  Organizations should consult with technical staff to help answer the survey.

SYSTEM-LEVEL EVENTS – These events are typically associated with servers or workstations that store and transmit EPHI.  The audit controls record any hardware, software, or operating system occurrences such as system performance, logon events, and modifications to configuration files.
	1.
	System performance (e.g., computer processing unit (CPU), memory usage, etc.)
	 FORMCHECKBOX 


	2.
	Successful logon attempt (e.g., date, timestamp, user identification (ID), etc.)
	 FORMCHECKBOX 


	3.
	Unsuccessful logon attempt (e.g., date, timestamp, user ID, etc.)
	 FORMCHECKBOX 


	4.
	Logon identification (e.g., username, number, etc.)
	 FORMCHECKBOX 


	5.
	Date and time of each logon attempt (e.g., timestamp)
	 FORMCHECKBOX 


	6.
	Lockout of users or terminals (e.g., anomalies, security incidents, etc.)
	 FORMCHECKBOX 


	7.
	Use of administrative utilities (e.g., utilities accessed, used, etc.)
	 FORMCHECKBOX 


	8.
	Devices installed or used (e.g., new installs, changes, etc.)
	 FORMCHECKBOX 


	9.
	Functions performed (e.g., backups, restores, etc.)
	 FORMCHECKBOX 


	10.
	Modifications to configuration files (e.g., changes to critical files such as operating system, devices, etc.)
	 FORMCHECKBOX 


	
	
	


APPLICATION-LEVEL EVENTS – These events are typically associated with the EPHI application running on servers and workstations.  The audit controls record the vents and may help administrators diagnose application errors and any changes made.
	1.
	Error messages (e.g., application errors, input/output errors, etc.)
	 FORMCHECKBOX 


	2.
	Files opened and closed (e.g., files used, timestamp, etc.)
	 FORMCHECKBOX 


	3.
	Modifications of files (e.g., changes to files, timestamp, etc.)
	 FORMCHECKBOX 


	4.
	Security violations within application (e.g., improper access, access rights, modifications, etc.)
	 FORMCHECKBOX 


	
	
	


USER-LEVEL EVENTS – These events are typically associated with workforce member actions and commands executed on systems.  The audit controls provide accountability and record:
	1.
	Identification and authentication attempts (e.g., user logons, successful/failed attempts, etc.)
	 FORMCHECKBOX 


	2.
	Files, services and resources used (e.g., accessed files, services, resources on workstations, etc.)
	 FORMCHECKBOX 


	3.
	Commands initiated (e.g., functions executed/performed, etc.)
	 FORMCHECKBOX 


	4.
	Security violations (e.g., unauthorized access, modifications, etc.)
	 FORMCHECKBOX 


	
	
	


NETWORK-LEVEL EVENTS These events are typically are associated with local area networks.  The audit controls record:
	1.
	Traffic (e.g., review network traffic patterns, diagnose problems, etc.)
	 FORMCHECKBOX 


	2.
	Packet logging (e.g., review flow of traffic in and out of network, etc.)
	 FORMCHECKBOX 


	3.
	Port scans (e.g., scanning of servers and workstations, determine vulnerabilities, etc.)
	 FORMCHECKBOX 


	4.
	Attack patterns (e.g., look for suspicious network activity, denial of service attacks, etc.)
	 FORMCHECKBOX 
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