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Background Document

Audit Controls
Chapter 15

Proposed Rule

43254 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules

b. Audit Controls. Each organization would be required to put in place audit control mechanisms to record and examine system activity. They would be important so that the organization can identify suspect data access activities, assess its security program, and respond to potential weaknesses.

43272 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules

Audit controls:

The mechanisms employed to record and examine system activity.

Part of technical security services to control and monitor access to information on the matrix.

Final Rule

8334 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations
Section 1173(d) of the Act requires the Secretary of HHS to adopt security standards that take into account the technical capabilities of record systems used to maintain health information, the costs of security measures, the need to train persons who have access to health information, the value of audit trails in computerized record systems, and the needs and capabilities of small health care providers and rural health care providers. Section 1173(d) of the Act also requires that the standards ensure that a health care clearinghouse, if part of a larger organization, has policies and security procedures that isolate the activities of the clearinghouse with respect to processing information so as to prevent unauthorized access to health information by the larger organization. 

Section 1173(d) of the Act provides that covered entities that maintain or transmit health information are required to maintain reasonable and appropriate administrative, physical, and technical safeguards to ensure the integrity and confidentiality of the information and to protect against any reasonably anticipated threats or hazards to the security or integrity of the information and unauthorized use or disclosure of the information. These safeguards must also otherwise ensure compliance with the statute by the officers and employees of the covered entities. 
8336 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations
Comment: A large number of commenters indicated that mandating 69 implementation features would result in a regulation that is too burdensome, intrusive, and difficult to implement. These commenters requested that the implementation features be made optional to meet the requirements. A number of other commenters requested that all implementation features be removed from the regulation. 

Response: Deleting the implementation specifications would result in the standards being too general to understand, apply effectively, and enforce consistently. Moreover, a number of implementation specifications are so basic that no covered entity could effectively protect electronic protected health information without implementing them. We selected 13 of these mandatory implementation specifications based on (1) the expertise of Federal security experts and generally accepted industry practices and, (2) the recommendation for immediate implementation of certain technical and organizational practices and procedures described in Chapter 6 of For The Record: Protecting Electronic Health Information, a 1997 report by the National Research Council (NRC). These mandatory implementation specifications are referred to as required implementation specifications and are reflected in the NRC report’s recommendations. Risk Analysis and Risk management are found in the NRC recommendation title System Assessment; Sanction Policy is required in the Sanctions recommendation; Information system Activity Review is discussed in Audit Trails; Response and Reporting circumstances. In addition, a number of voluntary national and regional organizations have been formed to address HIPAA implementation issues and to facilitate communication among trading partners. These include the Strategic National Implementation Process (SNIP) developed under the auspices of the Workgroup for Electronic Data Interchange (WEDI), an organization named in the HIPAA statute to consult with the Secretary of HHS on HIPAA issues. 
Some of these organizations have developed white papers, tools, and recommended best practices addressing a number of HIPAA issues, including security. Covered entities may wish to examine these products to determine if they are relevant and useful in their own implementation efforts. A partial list of these organizations can be found at http://www.wedi/snip./org. We believe that these and other future industry-developed guidelines and/or models may provide valuable assistance to covered entities implementing these standards but must caution that HHS does not rate or endorse any such guidelines and/or models and the value of its content must be determine by the user.
8346 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations
In this final rule, risk analysis, risk management, and sanction policy are adopted as required implementation specifications although some of the details are changed, and the proposed internal audit requirement has been renamed as ‘‘information system activity review’’ and incorporated here as an additional implementation specification. 
8346 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations
We also proposed, in a separate requirement under administrative procedures, an internal audit, which would be an in-house review of the records of system activity (for example, logins, file accesses, and security incidents) maintained by an entity. In this final rule, risk analysis, risk management, and sanction policy are adopted as required implementation specifications although some of the details are changed, and the proposed internal audit requirement has been renamed as ‘‘information system activity review’’ and incorporated here as an additional implementation specification. 
8347 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations
f. Comment: We proposed a requirement for internal audit, the inhouse review of the records of system activity (for example, logins, file accesses, and security incidents) maintained by an entity. Several commenters wanted this requirement deleted. One suggested the audit trail requirement should not be mandatory, while another stated that internal audits would be unnecessary if physical security requirements are implemented. A number of commenters asked that we clarify the nature and scope of what an internal audit covers and what the audit time frame should be. Several commenters offered further detail concerning what should and should not be required in an internal audit for security purposes. One commenter stated that ongoing intrusion detection should be included in this requirement. Another wanted us to specify the retention times for archived audit logs. Several commenters had difficulty with the term ‘‘audit’’ and suggested we change the title of the requirement to ‘‘logging and violation monitoring.’’ A number of commenters stated this requirement could result in an undue burden and would be economically unfeasible.

Response: Our intent for this requirement was to promote the periodic review of an entity’s internal security controls, for example, logs, access reports, and incident tracking. The extent, frequency, and nature of the reviews would be determined by the covered entity’s security environment. The term ‘‘internal audit’’ apparently, based on the comments received, has certain rigid formal connotations we did not intend. We agree that the implementation of formal internal audits could prove burdensome or even unfeasible, to some covered entities due to the cost and effort involved. However, we do not want to overlook the value of internal reviews. Based on our review of the comments and the text to which they refer, it is clear that this requirement should be renamed for clarity and that it should actually be an implementation specification of the security management process rather than an independent standard. We accordingly remove ‘‘internal audit’’ as a separate requirement and add ‘‘information system activity review’’ under the security management process standard as a mandatory implementation specification. 
8354 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations
e. Comment: One commenter was concerned about the accountability impact of audit trails on system resources and the pace of system services. 

Response: The proposed audit trail implementation feature appears as the addressable ‘‘Accountability’’ implementation specification. The name change better reflects the purpose and intended scope of the implementation specification. This implementation specification does not address audit trails within systems and/or software. Rather it requires a record of the actions of a person relative to the receipt and removal of hardware and/or software into and out of a facility that are traceable to that person. The impact of maintaining accountability on system resources and services will depend upon the complexity of the mechanism to establish accountability. For example, the appropriate mechanism for a given entity may be manual, such as receipt and removal restricted to specific persons, with logs kept. Maintaining accountability in such a fashion should have a minimal, if any, effect on system resources and services. 
8354 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations
G. Technical Safeguards (§ 164.312) 
We proposed five technical security services requirements with supporting implementation features: Access control; Audit controls; Authorization control; Data authentication; and Entity authentication. We also proposed specific technical security mechanisms for data transmitted over a communications network, Communications/network controls with supporting implementation features; Integrity controls; Message authentication; Access controls; Encryption; Alarm; Audit trails; Entity authentication; and Event reporting. In this final rule, we consolidate these provisions into § 164.312. That section now includes standards regarding access controls, audit controls, integrity (previously titled data authentication), person or entity authentication, and transmission security. As discussed below, while certain implementation specifications are required, many of the proposed security implementation features are now addressable implementation specifications. The function of authorization control has been incorporated into the information access management standard under § 164.308, Administrative safeguards. 
8355 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

2. Audit Controls (§ 164.312(b))

We proposed that audit control mechanisms be put in place to record and examine system activity. We adopt this requirement in this final rule. 

a. Comment: We received a comment stating that ‘‘Audit controls’’ should be an implementation feature rather than the standard, and suggesting that we change the title of the standard to ‘‘Accountability,’’ and provide additional detail to the audit control implementation feature.

Response: We do not adopt the term ‘‘Accountability’’ in this final rule because it is not descriptive of the requirement, which is to have the capability to record and examine system activity. We believe that it is appropriate to specify audit controls as a type of technical safeguard. Entities have flexibility to implement the standard in a manner appropriate to their needs as deemed necessary by their own risk analyses. For example, see NIST Special Publication 800–14, Generally Accepted Principles and Practices for Securing Information Technology Systems and NIST Special Publication 800–33, Underlying Technical Models for Information Technology Security.

b. Comment: One commenter recommended that this final rule state that audit control mechanisms should be implemented based on the findings of an entity’s risk assessment and risk analysis. The commenter asserted that audit control mechanisms should be utilized only when appropriate and necessary and should not adversely affect system performance.

Response: We support the use of a risk assessment and risk analysis to determine how intensive any audit control function should be. We believe that the audit control requirement should remain mandatory, however, since it provides a means to assess activities regarding the electronic protected health information in an entity’s care.

c. Comment: One commenter was concerned about the interplay of State and Federal requirements for auditing of privacy data and requested additional guidance on the interplay of privacy rights, laws, and the expectation for audits under the rule.

Response: In general, the security standards will supersede any contrary provision of State law. Security standards in this final rule establish a minimum level of security that covered entities must meet. We note that covered entities may be required by other Federal law to adhere to additional, or more stringent security measures. Section 1178(a)(2) of the statute provides several exceptions to this general rule. With regard to protected health information, the preemption of State laws and the relationship of the Privacy Rule to other Federal laws is discussed in the Privacy Rule beginning at 65 FR 82480; the preemption provisions of the rule are set out at 45 CFR part 160, subpart B. It should be noted that although the Privacy Rule does not incorporate a requirement for an ‘‘audit trail’’ function, it does call for providing an accounting of certain disclosures of protected health information to an individual upon request. There has been a tendency to assume that this Privacy Rule requirement would be satisfied via some sort of process involving audit trails. We caution against assuming that the Security Rule’s requirement for an audit capability will satisfy the Privacy Rule’s requirement regarding accounting for disclosures of protected health information. The two rules cover overlapping, but not identical information. Further, audit trails are typically used to record uses within an electronic information system, while the Privacy Rule requirement for accounting applies to certain disclosures outside of the covered entity (for example, to public health authorities).

8357 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations
Comment: We received comments requesting that the implementation features be deleted or made optional. Three commenters asked that the requirement for an alarm be deleted.

Response: This final rule has been revised to reflect deletion of the following implementation features: (1) The alarm capability; (2) audit trail; (3) entity authentication; and (4) event reporting. These features were associated with a proposed requirement for ‘‘Communications/network controls’’ and have been deleted since they are normally incorporated by telecommunications providers as part of network management and control functions that are included with the provision of network services. A health care entity would not expect to be responsible for these technical telecommunications features. ‘‘Access controls’’ has also been deleted from the implementation features since the consideration of the use of encryption will satisfy the intent of this feature. We retain as addressable implementation specifications two features: (1) ‘‘Integrity controls’’ and ‘‘encryption’’. ‘‘Message authentication’’ has been deleted as an implementation feature because the use of data authentication codes (called for in the ‘‘integrity controls’’ implementation specification) satisfies the intent of ‘‘Message authentication.’’ 
8366 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations
Moved proposed § 142.308(a)(6), ‘‘Internal audit,’’ to § 164.308(a)(1)(ii)(D) as an implementation specification under the ‘‘Security management process’’ standard since this was determined to be a more logical placement of this item. Retitled, for clarity, ‘‘Information system activity review.’’

8367 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

· Moved proposed § 142.308(c)(1)(ii), ‘‘Audit controls,’’ to § 164.312(b).

8377 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations
(D) Information system activity review.  (Required). 
Implement procedures to regularly review records of information system activity, such as audit logs, access reports, and security incident tracking reports.

8378 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

164.312(b) Standard: Audit controls.

Implement hardware, software, and/or procedural mechanisms that record and examine activity in information systems that contain or use electronic protected health information.

State Administrative Manual

4800     STATE INFORMATION MANAGEMENT PRINCIPLES  (Revised 09/02) 

The Department of Finance (Finance) has broad responsibility and authority to guide the application of information technology in California State Government. Finance's areas of responsibility include policy making, interagency coordination, budget and procurement review, technical assistance and advocacy.  In view of the scope of these activities and their potential impact on state government, Finance has articulated the fundamental principles, policies and procedures to govern the use of information technology in Sections 4800 through 5180 of the State Administrative Manual (SAM).

Priority of Information Technology.  Information technology is an indispensable tool of modern government. Accordingly, each state agency is expected to seek opportunities to use this technology to increase the quality of the services it provides and reduce the overall cost of government.

Authority and Responsibility.  Each agency director should be knowledgeable about the information requirements and information management practices of the agency and should provide active leadership in the exploration of new opportunities to use information technology.  Each agency should establish clear lines of authority and responsibility for information management.

Management of Information.  Each agency shall establish and maintain an information management function consistent with its own operational needs and organizational structure.  This function shall serve to ensure the agency's ability to identify the information it collects, maintain the integrity and security of the information, and provide for appropriate access to the information.

Management Methods.  Each state agency shall employ proven management methodologies to guide and control the planning, acquisition, development, operation, maintenance, and evaluation of information management applications.  Pilot projects and/or independent oversight shall be required for larger, more complex applications.

Basis for Decisions.  Decisions regarding the application of information technology shall be based on analysis of overall costs and benefits to the people of California over the life of the application.  Each agency shall plan far enough into the future to ensure that adequate time is available for analysis of alternatives, for obtaining necessary management approvals, and for the administration of procurements.  Agencies shall determine the impact of their decisions across departmental and agency lines and give priority to alternatives that provide the greatest benefit from a statewide perspective.

Record of Decisions.  Each agency shall maintain records of management decisions concerning the use of information technology.  These records must be sufficiently detailed to satisfy the requirements of oversight agencies as well as internal management. The records must address such topics as:

1. Identification of information technology needs; 

2. Setting of priorities for applications of information technology; 

3. Evaluation of application alternatives; 

4. Project management and control; 

5. Contingency planning and risk management; and, 

6. Operational controls and maintenance provisions. 

Agency Personnel.  Agency managerial, technical, and user personnel should possess the knowledge and skills necessary to use information technology to the best advantage for the state.  Each agency should regularly assess the information technology skills and knowledge of its personnel in relation to job requirements, identify and document training needs, and provide suitable training within the limits of available resources.

Compatibility.  In selecting or developing applications of information technology, each agency shall consider the benefits and costs of maintaining compatibility with other planned and existing applications within the agency and in other state agencies. Such consideration of compatibility shall include computer languages, applications and system software, computer hardware and telecommunications equipment, data formats, and the specific knowledge and skills required of state personnel.

Procurement.  In acquiring equipment, software, and services involving information technology, agencies shall seek maximum economic advantage to the state.  Procurements shall normally be competitive, in conformance with the applicable sections of the Public Contract Code and SAM.  Agencies shall use master contracts whenever the functional requirements for which the contract was awarded are substantially the same as the agency's requirements.

Cost Allocation.  Each agency shall adopt policies and establish procedures for assignment of costs associated with information technology by program or operational unit within the agency, as well as for the assignment and recovery of the costs of services provided to other agencies, private individuals, and organizations.

Risk Management.  Each state agency shall adopt and maintain a risk management program for the purpose of identifying and avoiding or minimizing threats to the security of information it maintains and the operational integrity of its information systems, telecommunications systems, and data bases.

Documentation.  Applications of information technology shall be fully documented with respect to the needs of (1) nontechnical users; (2) technical personnel; (3) agency measurement; and (4) outside auditors. The adequacy of documentation shall be an evaluation criterion in all procurements involving information technology (equipment, software, services and telecommunications facilities).  Project plans shall include specific provision for the creation of suitable documentation.

Provision for Emergencies.  In planning for the use of automated information systems and telecommunications facilities, agencies shall develop policies and procedures to be followed in times of emergency; when systems are preempted to preserve the public health, welfare or safety; and when other events occur which prevent reliance on automated systems for extended periods of time.

Individual Rights.  Information management policies and procedures shall be consistent with the California Constitution, the Public Records Act, the Information Practices Act, and other applicable laws.  Each state agency shall safeguard the right to privacy of individuals who are the subjects of the records it maintains.

Ethics.  In the conduct of their operations and in the accomplishment of the policies stated above, state agencies and their employees shall employ information technology in a legal and ethical manner consistent with government statues, rules and regulations. Information technology shall not be used for purposes that are unrelated to the agency's mission or that violate state or federal law.  Contract provisions, including software licensing agreements, shall be strictly followed.

The agency must submit documentation of its information management strategy to Finance at the time it completes its initial strategic planning effort and, thereafter, whenever there is a significant change in strategy.  SAM Section 4900.3 provides guidelines for the AIMS documentation that must be submitted to Finance.  Additionally, the agency must annually certify that the AIMS approved by Finance represents its current strategy.  See SAM Section 4900.5 and SIMM Section 60.

Note that approval of an agency's AIMS does not imply approval of specific projects, nor does it guarantee funding for the plan or specific projects an agency may initiate under the plan.  Project funding must be addressed through the budget process, where final determination will be based on statewide as well as agency priorities.

PAGE  
3

