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	The tools and templates provided in CalOHI Policy and Information Memoranda have generally been authored by HIPAA workgroups.  Users should view the information presented in the context of their own organizations and environments.  Legal opinions and/or decision documentation may be needed when interpreting and/or applying this information.  
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INTRODUCTION
	Resources
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	This chapter provides a summary of the Health Information Portability and Accountability Act (HIPAA) Security Rule requirements for group health plans.  The information is derived from: 

· Federal law,

· Federal regulations,

· State law,

· State regulations and guidelines,

· Federal policies and Frequently Asked Questions (FAQ), 
· International Organization for Standardization (ISO/IEC), 
· Project Management Book of Knowledge (PMBOK), 

· Sysadmin, Audit, Network, and Security (SANS)

· National Research Council (NRC), and

· National Institute of Standards and Technology (NIST).
You need to review the specific mandates in relation to your programs, functions, and/or business practices to determine how to apply this requirement.  

	
	


	Links to Resources
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	Links to the proposed and final federal security regulations may be found on the CalOHI Security page at CalOHI - Security.  Any referenced State laws may be found on the California Law website at Find California Code or on the CalOHI Legal page at CalOHI - Legal Issues. 


	Decision Points
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	Throughout this chapter, you will find blue boxes containing decision points.  Decision points target covered entities and their business associates that are required to implement the HIPAA Security Rule.  Decision points identify decisions covered entities will need to make to establish their security policies and procedures.  

You should review the decision points to determine which of them apply to your business practices.  You may consider alternative solutions for each issue and weigh the positive and negative effects of the alternatives based on your business practices and applicable federal and State law.  You may also consider your liability and the financial impact of each alternative.  We strongly recommend you discuss the analysis and recommendations with your legal counsel.  A sample decision tool was issued in CalOHI Policy Memorandum 2003-22 Exhibit 3.  This tool may be found on the CalOHI Privacy page at CalOHI - Privacy.  

We have provided checklists of the decision points at the end of each chapter or section.  You may use the checklists as guides for the decisions you need to make.  Once you have established policies related to the decision points, the policies will become part of your security policies and procedures.



	Examples, Hyperlinks, and Definitions
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	Examples to assist in understanding the requirements will be indented and printed in blue ink.  Hyperlinks are provided to appropriate web site references, to pages within this chapter, and to terms posted in the CalOHI website glossary.




	Standards and Implementation Specifications 
	The HIPAA Security Rule contains standards, which have implementation specifications. Standards are requirements covered entities must meet and implementation specifications are more detailed activities necessary to accomplish the standard requirement.  

Some implementation specifications are required, and covered entities must complete these activities to be in compliance with the Rule.  Other implementation specifications are addressable, which means that covered entities are required to address how they will meet the specification.  Addressable implementation specifications allow covered entities more flexibility with respect to security standards compliance.  It does NOT mean that the specification is optional.  


	
	For additional information regarding meeting addressable and required implementation specifications, see CalOHI Policy Memorandum 2004-43.  It may be found on the CalOHI website at CalOHI - Security.  




BACKGROUND
	General HIPAA Security Provision
	The HIPAA Security Rule requires that covered entities that store or transmit health information maintain reasonable and appropriate administrative, physical, and technical safeguards.  This is to ensure the integrity and confidentiality of the information.   These requirements are in place to protect against any reasonably anticipated threats or hazards to the security or integrity of the information and unauthorized use or disclosure of the information.  
[Federal Register, Vol. 68, No. 34, p. 8,334]




	Group Health Plans
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	The HIPAA Security Rule provides a standard outlining requirements for group health plans:

“Standard:  Requirements for group health plans.  Except when the only electronic protected health information disclosed to a plan sponsor is disclosed pursuant to section 164.504(f)(1)(ii) and (iii), or as authorized under section 164.508, a group health plan must ensure that its plan documents provide that the plan sponsor will reasonably and appropriately safeguard electronic protected health information created, received, maintained, or transmitted to or by the plan.”  
[45 C.F.R. § 164.314(b)(1)]


	
	The Security Rule provides an implementation specification of how a group plan must meet this requirement:

“Implementation specifications (Required).  The plan documents of the group health plan must be amended to incorporate provisions to require the plan sponsor to:

i. Implement administrative, physical, or technical safeguards that reasonably and appropriately protect the confidentiality, integrity, and availability of electronic protected health information that it creates, receives, maintains, or transmits on behalf of the group health plan.

ii. Ensure that the adequate separation required by section 164.504(f)(2)(iii) is supported by reasonable and appropriate security measures;

	
	iii. Ensure that any agent, including a subcontractor, to whom it provides this information agrees to implement reasonable and appropriate security measures to protect the information; and 

	
	iv. Report to the group health plan any security incident of which it becomes aware.”
[45 C.F.R. § 164.314(b)(2)(i-iv)]



	The Privacy Rule
	The Privacy Rule provides several provisions governing the exchange of protected health information (PHI) between group health plans and their plan sponsors.  The provisions referenced in the Security Rule include:
(f)  (1) Standard:  Requirements for group health plans.
(ii) The group health plan, or a health insurance issuer, or HMO with respect to the group health plan, may disclose summary health information to the plan sponsor, if the plan sponsor requests the summary health information for the purposes of:

(A) Obtaining premium bids for health plans for providing health insurance coverage under the group health plan; or

(B) Modifying, amending, or terminating the group health plan.

(iii) The group health plan, or a health plan insurance issuer or HMO with respect to the group health plan, may disclose to the plan sponsor information on whether the individual is participating in the group health plan, or is enrolled in or has disenrolled in from a health insurance issuer or HMO offered by the plan.


	
	(f)  (2) Implementation specifications:  requirements for plan documents.  The plan documents of the group health plan must be amended to incorporate provisions to:
(iii) Provide for adequate separation between the group health plan and the plan sponsor.  The plan documents must:

(A) Describe those employees or classes of employees or other persons under the control of the plan sponsor to be given access to the protected health information to be disclosed, provided that any employee or person who receives protected health information relating to payment under, health care operations of, or other matters pertaining to the group health plan in the ordinary course of business must be included in such description:


	
	(B) Restrict the access to and use by such employees and other persons described in (f)(2)(iii)(A) of this section to the plan administration functions that the plan sponsor performs for the group health plan; and

(C) Provide an effective mechanism for resolving any issues of noncompliance by persons described in paragraph (f)(2)(iii)(A) of this section with the plan document provisions required by this paragraph.
[45 C.F.R. § 164.504(f)]




Privacy and Security Rules
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	In an effort to protect individually identifiable health information, the U.S. Department of Health and Human Services (DHHS) extended the HIPAA requirements to organizations that contract with HIPAA covered entities.  Any contracts between the covered entity and its business associates must contain language requiring the business associates to comply with specified HIPAA requirements.  


	
	Group health plans often have plan sponsors who assist in various health plan activities.  Generally, a group health plan may have an employer, union, or other such organization act as its plan sponsor.  These organizations carryout part of the group health plan’s activities, such as taking applications for health plan services, determining eligibility, etc.  To protect the PHI and EPHI transmitted between group health plans and the plan sponsors, DHHS extended the Privacy and Security requirements to the plan sponsors.  This is accomplished by requiring the group health plans to include specific HIPAA requirements in their plan documents.  Plan documents define the roles and activities to be performed between the group health plan and the plan sponsor.  


	
	In many cases, the plan sponsor houses the group health plan functions within their human resources section.  Given the possibility of accessing PHI for purposes other than the group health plan functions, the plan sponsor is not allowed to commingle the group health plan PHI and EPHI with its other information about individuals.  The PHI is to be kept confidential and not used for purposes other than allowed by HIPAA.  This chapter discusses the requirements group health plans and plan sponsors must meet to be in compliance with the HIPAA Security Rule. 




	Comparing the Rules
	The Security Rule requires covered entities to have administrative, physical, and technical safeguards to protect the confidentiality, integrity, and availability of EPHI.  This includes basic safeguards to protect EPHI from unauthorized access, alteration, deletion, and transmission.  The Privacy Rule, by contrast, sets standards for how protected health information (PHI) should be controlled.  It sets what uses and disclosures are authorized or required and what rights patients have with respect to their health information.  PHI includes all paper and electronic health information created, maintained, used, or disclosed by a covered entity.

The Security Rule also narrows the scope to EPHI, (PHI in electronic form) to which the safeguards must be applied.  Thus, the scope of information covered in the Security Rule is a part of the information covered by the Privacy Rule.  

[Federal Register, Vol. 68, No. 34, p. 8,335]




	
	DECISION POINT:  Group Health Plan  

Are you a group health plan?  

You need to determine if you are or have a component of your organization that is a group health plan.  This may require a review of the functions of your human resource or personnel activities.  If you are a group health plan, you may wish to reflect this entity status as part of your Privacy Policies and Procedures.


	
	For more information about business associate agreements, see CalOHI Policy Memoranda 2005-47, Exhibit 1, Business Associate and 2003-15, Business Associate Templates which may be found on the CalOHI website at:  CalOHI - California Implementation - Policy and Information Memoranda or www.ohi.ca.gov.


	
	For a Privacy rule perspective on group health plans and HIPAA, see CalOHI Policy Memorandum 2003-29, Exhibit 6, Employers and HIPAA at CalOHI - California Implementation - Policy and Information Memoranda or www.ohi.ca.gov.



	State Requirements
	State agencies need to ensure the integrity of computerized information resources by protecting them from unauthorized access, modification, destruction, or disclosure and to ensure the physical security of these resources.  State agency heads are accountable for the computerized information resources held by their agencies.  They are responsible for the integrity of computerized information resources, and the authorization of access to those resources, and the authorization of access to those resources.  All agency employees share in this responsibility as well.  Agencies shall also ensure that users, contractors and third parties having access to State computerized information resources are informed of and abide by this policy and the agency security plan and are informed of applicable state statutes related to computerized information resources.

[SAM § 4840] 




Group health plan Exceptions
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	The Security Rule requires that a group health plan ensure that its plan documents provide that the plan sponsor will reasonably and appropriately safeguard electronic protected health information (EPHI) created, received, maintained, or transmitted to or by the plan. However, there are exceptions under the following circumstances:
· The group health plan, health insurance issuer, or HMO may disclose summary information which includes EPHI to the plan sponsor, if for the purposes of:

1. Obtaining premium bids from health plans for providing health insurance coverage under the group heath plan, or
2. Modifying, amending, or terminating the group health plan.

· The group health plan, health insurance issuer, or HMO may disclose information on whether the individual:

1. Is participating in the group health plan, or 

2. Is enrolled in, or 

3. Has disenrolled from a health issuer or HMO offered by the plan.  [45 CFR § 164.504(f)(1)(iii)]
· The group health plan has received a valid authorization allowing the disclosure (e.g., from the individual or authorized representative).  [45 CFR §164.508]



PLAN DOCUMENT CHANGES
	Safeguarding EPHI

	The Security Rule requires that the group health plan amend its plan documents to incorporate certain provisions. These provisions require the plan sponsor to implement administrative, physical, or technical safeguards.  These safeguards must reasonably and appropriately protect the confidentiality, integrity, and availability of EPHI, which are created, received, maintained, or transmitted on behalf of the group health plan.


	
	This provision is similar to the general requirements covered entities are required to implement to ensure the confidentiality, integrity and availability of all EPHI documents.  Because plan sponsors may have defined roles in the plan documents, this provision extends the HIPAA Security requirements to the sponsors since they may create, receive, maintain or transmit EPHI.  This is similar to the security provisions that are extended to business associates through business associate agreements. 
 [45 C.F.R. § 164.314(b)(2)(i)]


	Separation of EPHI from Other Data

	The plan documents must be modified to ensure that there is adequate separation between EPHI from other data and that this separation is supported by reasonable and appropriate security measures.  

Adequate separation requires that the plan documents plan must be amended to incorporate provisions that will provide separation between the group health plan and the plan sponsor.  The plan documents must:
· Describe employees, under the control of the plan sponsor, who will be given access to the EPHI.  Any employee who receives EPHI relating to payment, health care operations, or other matters related to the group health plan in the ordinary course of business must be included in the description.
· Restrict access to and use of EPHI by the plan sponsor employees to the plan administration functions that the plan sponsor performs for the group health plan.

· Provide an effective mechanism for resolving any issues of noncompliance by such employees with any of these requirements.  [45 C.F.R. § 164.504(f)(2)(iii)]


	Employers with Multiple Functions
	This provision is particularly important where the plan sponsors are the employers who have employees that may perform multiple functions (e.g., group health plan and employment-related functions) and use PHI from group health plans.  The plan documents must certify that these employees will only use the information for activities that are permitted by the Privacy Rule.  The information must be kept confidential, intact, and available as required by the Security Rule.  This requirement is similar to the Privacy Rule provision that requires hybrid entities to maintain separation between their covered components and uncovered components.  


	
	For example:

An employer has a human resources section that handles all hiring, attendance, termination, compensation adjustment, and performance evaluation for employees.  This section also includes the process for enrollment and inquires for the group health plan.  The organization has a contract with the group health plan to provide coverage for part of the cost of employed health services.

Within the human resources section, the organization assigns one of its employees to be dedicated to its plan sponsor duties.  The employee may not share any of the PHI or EPHI obtained by or for the group health plan.  One method to ensure the lack of sharing is for the employee to have two separate office locations each with a different computer.  One location would be used for the plan sponsor/group health plan function and its computer would not be part of the organization’s network.  For regular human resources duties, work would be performed at a different desk location with a computer that is part of the organization’s network.  In addition, the organization’s policies and procedures would prohibit the employee from sharing any of the PHI or EPHI, orally, in writing, or electronically with others, including employees within the human resources section.



	Extension to Contractors & Agents
	The Security Rule requires that all plan documents of a group health plan must be revised to ensure that all agents and subcontractors given information agree to implement reasonable and appropriate security measures to protect EPHI.  This is similar to the mandatory implementation of general requirements to ensure the confidentiality, integrity and availability of all EPHI.  The provision extends these requirements to the agents or subcontractors of a plan sponsor.  Sample language to be added to plan documents is attached in Exhibit 2: Plan Sponsor Agreement Amendments.
[45 C.F.R. § 164.314(b)(2)(iii)]


	Reporting Security Incidents
	The Security Rule requires that the plan documents of a group health plan must be adjusted to require plan sponsors to report any security incident of which it becomes aware.  Because the plan sponsor is performing duties which would otherwise be performed by the group health plan, any security incidents would ultimately be the responsibility of the group health plan.  Therefore, group health plans must be aware of breaches in security to comply with the security incident procedures provisions of the Security Rule and State law.
[45 C.F.R. § 164.314(b)(2)(iv)] 


	
	MAJOR CONSIDERATION:  Mitigation of Harm

Covered entity group health plans may consider amending their plan documents to extend partial mitigation responsibility to their plan sponsors should there be a security breach on part of the plan sponsor or its agent.


	
	For more information about security incident procedures, see Policy Memorandum 2005-64, Exhibit 1, Chapter 9, Security Incident Procedures on the CalOHI website at CalOHI - Security, or www.ohi.ca.gov.



	
	Below is a representation of a situation where plan document changes are needed.  


	
	The plan sponsor, employer, has the human resources section that enrolls employees into the group health plan.  This includes completion of the enrollment form containing EPHI, entering the information into the health care enrollment standard transaction (834), and forwarding it to the group health plan.  Because of this activity, the plan sponsor (the employer) must:


	
	· Implement administrative, physical, and technical safeguards to secure the EPHI that is gathered, maintained, and transmitted to the group health plan in the 834 transactions.  This may include establishing firewalls between the EPHI and other data in their network, limiting access to only those employees authorized, etc.
· Separate the protected health information and the EPHI from the other functions of the human resources section.  This may mean that the electronic files must be stored and used in an environment that is separate from the environment in which it stores its other data.  It could mean that the paper files are stored in a separate locked cabinet to which only a few employees would have access.


	
	· Make sure any of the plan sponsors’ contractors and their subcontractors adhere to these same requirements (if they contract any part of these activities to a third party).

· Make sure that any security incidents are reported to the group health plan.  Such incidents may include:  the manager of the plan sponsor in another section accessing the EPHI in these files and using the information for adverse actions against an employee, or a hacker accessing the data base in which the EPHI resides. 




	
	DECISION POINT:  Amend Plan Documents

Have you amended your plan documents to ensure your plan sponsors comply with the HIPAA Security provisions?

You need to amend your plan documents to ensure your plan sponsors comply with the HIPAA Security provisions.  In these amendments you need to ensure your plan sponsor has:  


	
	· Implemented administrative physical, or technical safeguards to secure EPHI, 

· Separated the EPHI from other data, Ensured the security of EPHI when handled by subcontractors or agents of your plan sponsors, and
· Ensured they will report security incidents to you which may occur under the control of our plan sponsor, their contractor or their agents.

	
	


Definitions
	Plan Sponsors
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	A plan sponsor is:

· The employer for an employee benefit plan established or maintained by a single employer,
· The employee organization in the case of a plan established and maintained by an employee organization, or

· The association, committee, joint board of trustees, or other similar group of representatives of the parties who establish or maintain the plan when a plan is maintained or established by: 
· More than one employer, 
· One or more employers jointly, or 
· One or more employee organization..
[45 C.F.R. § 164.501 Definition of Plan Sponsor and 29 U.S.C. § 1102((16)(B)]


	
	A plan sponsor may be the backer of the coverage, benefit, or product.  A sponsor could be an employer, union, government agency, association, or insurance company.  This term includes church health plans and government health plans.  Thus, a state agency or county may be plan sponsors or may be a group health plan.

For example, employee unions often sponsor group health plans for types of employees that work for various organizations, such as automobile mechanics.  The unions buy health insurance for their members.  The State Department of Personal Administration is the plan sponsor for the dental and vision care plans available to State employees.  California Public Employees Retirement System is the plan sponsor for the health maintenance organization (HMO) health plans offered to State employees.



	Group Health Plan


	A group health plan means an employee welfare benefit plan that:

· Have 50 or more participants or

· Is administered by an entity other than the employer that established and maintains the plan.


	
	Group health plans include:

· Self-insured plans,

· Insured plans,

· Church plans,

· Government plans, and

· Any other group health plans that provide medical care, including items and services paid for as medical care, to employees or their dependents directly or through insurance, or reimbursement.
[Section 2791(a) of the Public Health Service Act]  


	
	The terms “employee welfare benefit plan” and “welfare plan” refer to any plan, fund, or program which was/is established or maintained by an employer, an employee organization or both.  The purpose is to provide its participants, or their beneficiaries, through the purchase of insurance or otherwise.  This includes:

· Medical, surgical, or hospital care or benefits, 

· Benefits in the event of sickness, accident, disability, death or unemployment, or vacation benefits, 

· Apprenticeship or other training programs, 

	
	· Day care centers, 

· Scholarship funds, or 

· Prepaid legal services.

[Section 3(1) of ERISA]


	
	A plan document is a written instrument which:

· Is adopted by the employer; 

· Complies with applicable law; 

· Is available upon request (within 30 days) to participants, and 
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	· Describes the:

· Eligibility requirements, 

· Basis on which benefits will be paid or denied, 

· Plan year, 

· Allocation and authorization of discretionary responsibilities, 

· Funding policies, and 

· Procedures for amending or terminating the plan.




Decision Points
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	State Administrative Manual, www.dgs.ca.gov.

HIPAA Privacy Rule, 45 CFR Parts 160 and 164




� This definition may be found at: � HYPERLINK "http://www.sswhb.com/legal/grouphealth.html" ��http://www.sswhb.com/legal/grouphealth.html�





