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For purposes of implementing the provisions of administrative simplification, a ‘‘health plan’’ would be an individual or group health plan that provides, or pays the cost of, medical care. This definition includes, but is not limited to, the 13 types of plans listed in the statute. On the other hand, plans such as property and casualty insurance plans and workers compensation plans, which may pay health care costs in the course of administering non-health care benefits, are not considered to be health plans in the proposed definition of health plan. Of course, these plans may voluntarily adopt these standards for their own business needs. At some future time, the Congress may choose to expressly include some or all of these plans in the list of health plans that must comply with the standards. Health plans often carry out their business functions through agents, such as plan administrators (including third party administrators), entities that are under ‘‘administrative services only’’ (ASO) contracts, claims processors, and fiscal agents. These agents may or may not be health plans in their own right; for example, a health plan acting as another health plan’s agent as another line of business. As stated earlier, a health plan that conducts HIPAA transactions through an agent is required to assure that the agent meets all HIPAA requirements that apply to the plan itself.
‘‘Health plan’’ includes the following, singly or in combination:
a. ‘‘Group health plan’’ (as currently defined by section 2791(a) of the Public Health Service Act). A group health plan is a plan that has 50 or more participants (as the term ‘‘participant’’ is currently defined by section 3(7) of ERISA) or is administered by an entity other than the employer that established and maintains the plan. This definition includes both insured and self-insured plans. We define ‘‘participant’’ separately below.

Section 2791(a)(1) of the Public Health Service Act defines ‘‘group health plan’’ as an employee welfare benefit plan (as defined in current section 3(1) of ERISA) to the extent that the plan provides medical care, including items and services paid for as medical care, to employees or their dependents directly or through insurance, or otherwise.

b. ‘‘Health insurance issuer’’ (as currently defined by section 2791(b) of the Public Health Service Act). Section 2791(b) of the Public Health Service Act currently defines a ‘‘health insurance issuer’’ as an insurance company, insurance service, or insurance organization that is licensed to engage in the business of insurance in a State and is subject to State law that regulates insurance.

c. ‘‘Health maintenance organization’’ (as currently defined by section 2791(b) of the Public Health Service Act). Section 2791(b) of the Public Health Service Act currently defines a ‘‘health maintenance organization’’ as a Federally qualified health maintenance organization, an organization recognized as such under State law, or a similar organization regulated for solvency under State law in the same manner and to the same extent as such a health maintenance organization. These organizations may include preferred provider organizations, provider sponsored organizations, independent practice associations, competitive medical plans, exclusive provider organizations, and foundations for medical care.
d. Part A or Part B of the Medicare program (title XVIII of the Act).

e. The Medicaid program (title XIX of the Act).

f. A ‘‘Medicare supplemental policy’’ as defined under section 1882(g)(1) of the Act. Section 1882(g)(1) of the Act defines a ‘‘Medicare supplemental policy’’ as a health insurance policy that a private entity offers a Medicare beneficiary to provide payment for expenses incurred for services and items that are not reimbursed by Medicare because of deductible, coinsurance, or other limitations under Medicare. The statutory definition of a Medicare supplemental policy excludes a number of plans that are generally considered to be Medicare supplemental plans, such as health plans for employees and former employees and for members and former members of trade associations and unions. A number of these health plans may be included under the definitions of ‘‘group health plan’’ or ‘‘health insurance issuer’’, as defined in paragraphs a. and b. above.

g. A ‘‘long-term care policy,’’ including a nursing home fixed indemnity policy. A ‘‘long-term care policy’’ is considered to be a health plan regardless of how comprehensive it is. We recognize the long-term care insurance segment of the industry is largely unautomated and we welcome comments regarding the impact of HIPAA on the long-term care segment.

h. An employee welfare benefit plan or any other arrangement that is established or maintained for the purpose of offering or providing health benefits to the employees of two or more employers. This includes plans that are referred to as multiple employer welfare arrangements (‘‘MEWAs’’).

i. The health care program for active military personnel under title 10 of the United States Code.

j. The veterans health care program under chapter 17 of title 38 of the United States Code. This health plan primarily furnishes medical care through hospitals and clinics administered by the Department of Veterans Affairs for veterans with a service-connected disability that is compensable. Veterans with nonservice connected disabilities (and no other health benefit plan) may receive health care under this health plan to the extent resources and facilities are available.

k. The Civilian Health and Medical Program of the Uniformed Services (CHAMPUS), as defined in 10 U.S.C. 1072(4). CHAMPUS primarily covers services furnished by civilian medical providers to dependents of active duty members of the uniformed services and retirees and their dependents under age 65. 
l. The Indian Health Service program under the Indian Health Care Improvement Act (25 U.S.C. 1601 et seq.). This program furnishes services, generally through its own health care providers, primarily to persons who are eligible to receive services because they are of American Indian or Alaskan Native descent. m. The Federal Employees Health Benefits Program under 5 U.S.C. chapter 89.

This program consists of health insurance plans offered to active and retired Federal employees and their dependents. Depending on the health plan, the services may be furnished on a fee-for-service basis or through a health maintenance organization. (Note: Although section 1171(5)(M) of the Act refers to the ‘‘Federal Employees Health Benefit Plan,’’ this and any other rules adopting administrative simplification standards will use the correct name, the Federal Employees Health Benefits Program. One health plan does not cover all Federal employees; there are over 350 health plans that provide health benefits coverage to Federal employees, retirees, and their eligible family members. Therefore, we will use the correct name, the Federal Employees Health Benefits Program, to make clear that the administrative simplification standards apply to all health plans that participate in the Program.)

n. Any other individual or group health plan, or combination thereof, that provides or pays for the cost of medical care.

We would include a fourteenth category of health plan in addition to those specifically named in HIPAA, as there are health plans that do not readily fit into the other categories but whose major purpose is providing health benefits. The Secretary would determine which of these plans are health plans for purposes of title II of HIPAA. This category would include the Medicare Plus Choice plans that will become available as a result of section 1855 of the Act as amended by section 4001 of the Balanced Budget Act of 1997 (Public Law 105–33) to the extent that these health plans do not fall under any other category.
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6. Small Health Plan

We would define a ‘‘small health plan’’ as a group health plan with fewer than 50 participants.

The HIPAA does not define a ‘‘small health plan’’ but instead leaves the definition to be determined by the Secretary. The Conference Report suggests that the appropriate definition of a ‘‘small health plan’’ is found in current section 2791(a) of the Public Health Service Act, which is a group health plan with fewer than 50 participants. We would also define small individual health plans as those with fewer than 50 participants.
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§ 142.103 Definitions.

For purposes of this part, the following definitions apply:

Health plan means an individual or group plan that provides, or pays the cost of, medical care. Health plan includes the following, singly or in combination:

(1) Group health plan. A group health plan is an employee welfare benefit plan (as currently defined in section 3(1) of the Employee Retirement Income and Security Act of 1974, 29 U.S.C. 1002(1)), including insured and self-insured plans, to the extent that the plan provides medical care, including items and services paid for as medical care, to employees or their dependents directly or through insurance, or otherwise, and—

(i) Has 50 or more participants; or

(ii) Is administered by an entity other than the employer that established and maintains the plan. 
(2) Health insurance issuer. A health insurance issuer is an insurance company, insurance service, or insurance organization that is licensed to engage in the business of insurance in a State and is subject to State law that regulates insurance.

(3) Health maintenance organization. A health maintenance organization is a Federally qualified health maintenance organization, an organization recognized as a health maintenance organization under State law, or a similar payer or payers, and forwards the processed transaction to appropriate payers and clearinghouses. Billing services, repricing companies, community health management information systems, community health information systems, and ‘‘value-added’’ networks and switches are considered to be health care clearinghouses for purposes of this part.
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9. Transaction

‘‘Transaction’’ would mean the exchange of information between two parties to carry out financial and administrative activities related to health care.  A transaction would be 
(a)  any of the transactions listed in section 1173(a)(2) of the Act, and (b) any determined appropriate by the Secretary in accordance with section 1173(a)(1)(B) of the Act. We present them below in the order in which we propose to list them in the regulations text.  A ‘‘transaction’’ would mean any of the following:

 Eligibility for a health plan. This transaction may be used to inquire about the eligibility, coverage, or benefits associated with a benefit plan, employer, plan sponsor, subscriber, or a dependent under the subscriber’s policy. It also can be used to communicate information about or changes to eligibility, coverage, or benefits from information sources (such as insurers, sponsors, and payers) to information receivers (such as physicians, hospitals, third party administrators, and government agencies).

Final Rule
8358 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

In this final rule, we have adopted the concepts of hybrid and affiliated entities, as previously defined in § 164.504, and now defined in § 164.103, and business associates as defined in § 160.103, to be consistent with the Privacy Rule. General organizational requirements related to affiliated covered entities and hybrid entities are now contained in a new § 164.105. The proposed chain of trust partner agreement has been replaced by the standards for business associate contracts or other arrangements and the standards for group health plans.  Consistent with the statute and the policy of the Privacy Rule, this final rule does not require noncovered entities to comply with the security standards.

8359 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

We have added a standard for group health plans that parallels the provisions of the Privacy Rule.  It became apparent during the course of the security and privacy rulemaking that our original chain of trust approach was both overly broad in scope and failed to address appropriately the circumstances of certain covered entities, particularly the ERISA group health plans.  These latter considerations and the solutions arrived at in the Privacy Rule are described in detail in the Privacy Rule at 65 FR 82507 through 82509.  Because the purpose of the security standards is in part to reinforce privacy protections, it makes sense to align the organizational policies of the two rules.
This decision should also make compliance less burdensome for covered entities than would a decision to have different organizational requirements for the two sets of rules.  Thus, we have added at § 164.314(b) a standard for group health plan that tracks the standard at § 164.504(f) very closely.  The purpose of these provisions is to ensure that, except when the electronic protected health information disclosed to a plan sponsor is summary health information or enrollment or disenrollment information as provided for by § 164.504(f), group health plan documents provide that the plan sponsor will reasonably and appropriately safeguard electronic protected health information created, received, maintained or transmitted to or by the plan sponsor on behalf of the group health plan. The plan documents of the group health plan must be amended to incorporate provisions to require the plan sponsor to implement reasonable and appropriate safeguards to protect the confidentiality, integrity, and availability of the electronic protected health information that it creates, receives, maintains, or transmits on behalf of the group health plan; ensure that the adequate separation required by § 164.504(f)(2)(iii) is supported by reasonable and appropriate security measures; ensure that any agents, including a subcontractor, to whom it provides this information agrees to implement reasonable and appropriate safeguards to protect the information; report to the group health plan any security incident of which it becomes aware; and make its policies and procedures and documentation relating to these safeguards available to the Secretary for purposes of determining the group health plan’s compliance with this subpart.

8368 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

This section further requires that business associate contracts or other arrangements and group health plans must require the business entity and plan sponsor, respectively, to report to the covered entity any security incident of which it becomes aware.  We believe that the burden associated with this requirement is not subject to the PRA. It is good business practice for entities to document their agreements via written contracts, and as such is usual and customary among the entities subject to them. A burden associated with a requirement conducted in the normal course of business is exempt from the PRA as defined in 5 CFR 1320.3(b)(2).

8379 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

§ 164.314 Organizational requirements.
(b)(1) Standard: Requirements for group health plans. Except when the only electronic protected health information disclosed to a plan sponsor is disclosed pursuant to § 164.504(f)(1)(ii) or (iii), or as authorized under § 164.508, a group health plan must ensure that its plan documents provide that the plan  sponsor will reasonably and appropriately safeguard electronic protected health information created, received, maintained, or transmitted to or by the plan sponsor on behalf of the group health plan.

(2) Implementation specifications (Required). The plan documents of the group health plan must be amended to incorporate provisions to require the plan sponsor to—

(i) Implement administrative, physical, and technical safeguards that reasonably and appropriately protect the confidentiality, integrity, and availability of the electronic protected health information that it creates, receives, maintains, or transmits on behalf of the group health plan;

(ii) Ensure that the adequate separation required by § 164.504(f)(2)(iii) is supported by reasonable and appropriate security measures;

iii) Ensure that any agent, including a subcontractor, to whom it provides this information agrees to implement reasonable and appropriate security measures to protect the information; and

(iv) Report to the group health plan any security incident of which it becomes aware. 
8340 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations    
In addition, we added the definitions of ‘‘covered functions,’’ ‘‘plan sponsor,’’ and ‘‘required by law’’ to § 164.103.

8375 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

§ 160.103 Definitions.
Plan sponsor is defined as defined at section 3(16)(B) of ERISA, 29 U.S.C. 1002(16)(B).
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§ 164.306 Security standards: General rules.

(b)(1) Standard: Business associate contracts and other arrangements.  A covered entity, in accordance with § 164.306, may permit a business associate to create, receive, maintain, or transmit electronic protected health information on the covered entity’s behalf only if the covered entity obtains satisfactory assurances, in accordance with § 164.314(a) that the business associate will appropriately safeguard the information.

(2) This standard does not apply with respect to—

(i) The transmission by a covered entity of electronic protected health information to a health care provider concerning the treatment of an individual.

(ii) The transmission of electronic protected health information by a group health plan or an HMO or health insurance issuer on behalf of a group health plan to a plan sponsor, to the extent that the requirements of § 164.314(b) and § 164.504(f) apply and are met; or

(iii) The transmission of electronic protected health information from or to other agencies providing the services a § 164.502(e)(1)(ii)(C), when the covered entity is a health plan that is a government program providing public benefits, if the requirements of § 164.502(e)(1)(ii)(C) are met.

(3) A covered entity that violates the satisfactory assurances it provided as a business associate of another covered entity will be in noncompliance with the standards, implementation specifications, and requirements of this paragraph and § 164.314(a).

(4) Implementation specifications:  Written contract or other arrangement (Required). Document the satisfactory assurances required by paragraph (b)(1) of this section through a written contract or other arrangement with the business associate that meets the applicable requirements of § 164.314(a).

45 CFR 164.502

(e)(1) Standard: Disclosures to business associates. (i) A covered entity may disclose protected health information to a business associate and may allow a business associate to create or receive protected health information on its behalf, if the covered entity obtains satisfactory assurance that the business associate will appropriately safeguard the information. 

(ii) This standard does not apply: 

(A) With respect to disclosures by a covered entity to a health care provider concerning the treatment of the individual; 
(B) With respect to disclosures by a group health plan or a health insurance issuer or HMO with respect to a group health plan to the plan sponsor, to the extent that the requirements of §164.504(f) apply and are met; or 

(C) With respect to uses or disclosures by a health plan that is a government program providing public benefits, if eligibility for, or enrollment in, the health plan is determined by an agency other than the agency administering the health plan, or if the protected health information used to determine enrollment or eligibility in the health plan is collected by an agency other than the agency administering the health plan, and such activity is authorized by law, with respect to the collection and sharing of individually identifiable health information for the performance of such functions by the health plan and the agency other than the agency administering the health plan. 
45 CFR 164.504
(f)(1) Standard: Requirements for group health plans. (i) Except as provided under paragraph (f)(1)(ii) or (iii) of this section or as otherwise authorized under §164.508, a group health plan, in order to disclose protected health information to the plan sponsor or to provide for or permit the disclosure of protected health information to the plan sponsor by a health insurance issuer or HMO with respect to the group health plan, must ensure that the plan documents restrict uses and disclosures of such information by the plan sponsor consistent with the requirements of this subpart. 

(ii) The group health plan, or a health insurance issuer or HMO with respect to the group health plan, may disclose summary health information to the plan sponsor, if the plan sponsor requests the summary health information for the purpose of : 

(A) Obtaining premium bids from health plans for providing health insurance coverage under the group health plan; or 

(B) Modifying, amending, or terminating the group health plan. 

(iii) The group health plan, or a health insurance issuer or HMO with respect to the group health plan, may disclose to the plan sponsor information on whether the individual is participating in the group health plan, or is enrolled in or has disenrolled from a health insurance issuer or HMO offered by the plan. 
(2) Implementation specifications:  Requirements for plan documents.  The plan documents of the group health plan must be amended to incorporate provisions to: 
(i) Establish the permitted and required uses and disclosures of such information by the plan sponsor, provided that such permitted and required uses and disclosures may not be inconsistent with this subpart. 
(ii) Provide that the group health plan will disclose protected health information to the plan sponsor only upon receipt of a certification by the plan sponsor that the plan documents have been amended to incorporate the following provisions and that the plan sponsor agrees to: 
(A) Not use or further disclose the information other than as permitted or required by the plan documents or as required by law; 
(B) Ensure that any agents, including a subcontractor, to whom it provides protected health information received from the group health plan agree to the same restrictions and conditions that apply to the plan sponsor with respect to such information; 
(C) Not use or disclose the information for employment-related actions and decisions or in connection with any other benefit or employee benefit plan of the plan sponsor; 
(D) Report to the group health plan any use or disclosure of the information that is inconsistent with the uses or disclosures provided for of which it becomes aware; 
(E) Make available protected health information in accordance with § 164.524; 
(F) Make available protected health information for amendment and incorporate any amendments to protected health information in accordance with § 164.526; 
(G) Make available the information required to provide an accounting of disclosures in accordance with § 164.528; 
(H) Make its internal practices, books, and records relating to the use and disclosure of protected health information received from the group health plan available to the Secretary for purposes of determining compliance by the group health plan with this subpart; 
(I) If feasible, return or destroy all protected health information received from the group health plan that the sponsor still maintains in any form and retain no copies of such information when no longer needed for the purpose for which disclosure was made, except that, if such return or destruction is not feasible, limit further uses and disclosures to those purposes that make the return or destruction of the information infeasible; and 
(J) Ensure that the adequate separation required in paragraph (f)(2)(iii) of this section is established. 
(iii) Provide for adequate separation between the group health plan and the plan sponsor.  The plan documents must: 
(A) Describe those employees or classes of employees or other persons under the control of the plan sponsor to be given access to the protected health information to be disclosed, provided that any employee or person who receives protected health information relating to payment under, health care operations of, or other matters pertaining to the group health plan in the ordinary course of business must be included in such description; 
(B) Restrict the access to and use by such employees and other persons described in paragraph (f)(2)(iii)(A) of this section to the plan administration functions that the plan sponsor performs for the group health plan; and 
(C) Provide an effective mechanism for resolving any issues of noncompliance by persons described in paragraph (f)(2)(iii)(A) of this section with the plan document provisions required by this paragraph. 
(3) Implementation specifications:  Uses and disclosures.  A group health plan may: 
(i) Disclose protected health information to a plan sponsor to carry out plan administration functions that the plan sponsor performs only consistent with the provisions of paragraph (f)(2) of this section; 
(ii) Not permit a health insurance issuer or HMO with respect to the group health plan to disclose protected health information to the plan sponsor except as permitted by this paragraph; 
(iii) Not disclose and may not permit a health insurance issuer or HMO to disclose protected health information to a plan sponsor as otherwise permitted by this paragraph unless a statement required by § 164.520(b)(1)(iii)(C) is included in the appropriate notice; and 
(iv) Not disclose protected health information to the plan sponsor for the purpose of employment-related actions or decisions or in connection with any other benefit or employee benefit plan of the plan sponsor. 
45 CFR 164.508

(a) Standard: authorizations for uses and disclosures—(1) Authorization required: general rule. Except as otherwise permitted or required by this subchapter, a covered entity may not use or disclose protected health information without an authorization that is valid under this section. When a covered entity obtains or receives a valid authorization for its use or disclosure of protected health information, such use or disclosure must be consistent with such authorization. 

(2) Authorization required: psychotherapy notes. Notwithstanding any provision of this subpart, other than the transition provisions in §164.532, a covered entity must obtain an authorization for any use or disclosure of psychotherapy notes, except: 

(i) To carry out the following treatment, payment, or health care operations: 

(A) Use by the originator of the psychotherapy notes for treatment; 

(B) Use or disclosure by the covered entity for its own training programs in which students, trainees, or practitioners in mental health learn under supervision to practice or improve their skills in group, joint, family, or individual counseling; or 

(C) Use or disclosure by the covered entity to defend itself in a legal action or other proceeding brought by the individual; and 

(ii) A use or disclosure that is required by §164.502(a)(2)(ii) or permitted by §164.512(a); §164.512(d) with respect to the oversight of the originator of the psychotherapy notes; §164.512(g)(1); or §164.512(j)(1)(i). 

(3) Authorization required: Marketing. (i) Notwithstanding any provision of this subpart, other than the transition provisions in §164.532, a covered entity must obtain an authorization for any use or disclosure of protected health information for marketing, except if the communication is in the form of: 

(A) A face-to-face communication made by a covered entity to an individual; or 

(B) A promotional gift of nominal value provided by the covered entity. 

(ii) If the marketing involves direct or indirect remuneration to the covered entity from a third party, the authorization must state that such remuneration is involved. 

(b) Implementation specifications: general requirements—(1) Valid authorizations. (i) A valid authorization is a document that meets the requirements in paragraphs (a)(3)(ii), (c)(1), and (c)(2) of this section, as applicable. 

(ii) A valid authorization may contain elements or information in addition to the elements required by this section, provided that such additional elements or information are not inconsistent with the elements required by this section. 

(2) Defective authorizations. An authorization is not valid, if the document submitted has any of the following defects: 

(i) The expiration date has passed or the expiration event is known by the covered entity to have occurred; 

(ii) The authorization has not been filled out completely, with respect to an element described by paragraph (c) of this section, if applicable; 

(iii) The authorization is known by the covered entity to have been revoked; 

(iv) The authorization violates paragraph (b)(3) or (4) of this section, if applicable; 

(v) Any material information in the authorization is known by the covered entity to be false. 

(3) Compound authorizations. An authorization for use or disclosure of protected health information may not be combined with any other document to create a compound authorization, except as follows: 

(i) An authorization for the use or disclosure of protected health information for a research study may be combined with any other type of written permission for the same research study, including another authorization for the use or disclosure of protected health information for such research or a consent to participate in such research; 

(ii) An authorization for a use or disclosure of psychotherapy notes may only be combined with another authorization for a use or disclosure of psychotherapy notes; 

(iii) An authorization under this section, other than an authorization for a use or disclosure of psychotherapy notes, may be combined with any other such authorization under this section, except when a covered entity has conditioned the provision of treatment, payment, enrollment in the health plan, or eligibility for benefits under paragraph (b)(4) of this section on the provision of one of the authorizations. 

(4) Prohibition on conditioning of authorizations. A covered entity may not condition the provision to an individual of treatment, payment, enrollment in the health plan, or eligibility for benefits on the provision of an authorization, except: 

(i) A covered health care provider may condition the provision of research-related treatment on provision of an authorization for the use or disclosure of protected health information for such research under this section; 

(ii) A health plan may condition enrollment in the health plan or eligibility for benefits on provision of an authorization requested by the health plan prior to an individual's enrollment in the health plan, if: 

(A) The authorization sought is for the health plan's eligibility or enrollment determinations relating to the individual or for its underwriting or risk rating determinations; and 

(B) The authorization is not for a use or disclosure of psychotherapy notes under paragraph (a)(2) of this section; and 

(iii) A covered entity may condition the provision of health care that is solely for the purpose of creating protected health information for disclosure to a third party on provision of an authorization for the disclosure of the protected health information to such third party. 

(5) Revocation of authorizations. An individual may revoke an authorization provided under this section at any time, provided that the revocation is in writing, except to the extent that: 

(i) The covered entity has taken action in reliance thereon; or 

(ii) If the authorization was obtained as a condition of obtaining insurance coverage, other law provides the insurer with the right to contest a claim under the policy or the policy itself. 

(6) Documentation. A covered entity must document and retain any signed authorization under this section as required by §164.530(j). 

(c) Implementation specifications: Core elements and requirements—(1) Core elements. A valid authorization under this section must contain at least the following elements: 

(i) A description of the information to be used or disclosed that identifies the information in a specific and meaningful fashion. 

(ii) The name or other specific identification of the person(s), or class of persons, authorized to make the requested use or disclosure. 

(iii) The name or other specific identification of the person(s), or class of persons, to whom the covered entity may make the requested use or disclosure. 

(iv) A description of each purpose of the requested use or disclosure. The statement “at the request of the individual” is a sufficient description of the purpose when an individual initiates the authorization and does not, or elects not to, provide a statement of the purpose. 

(v) An expiration date or an expiration event that relates to the individual or the purpose of the use or disclosure. The statement “end of the research study,” “none,” or similar language is sufficient if the authorization is for a use or disclosure of protected health information for research, including for the creation and maintenance of a research database or research repository. 

(vi) Signature of the individual and date. If the authorization is signed by a personal representative of the individual, a description of such representative's authority to act for the individual must also be provided. 

(2) Required statements. In addition to the core elements, the authorization must contain statements adequate to place the individual on notice of all of the following: 

(i) The individual's right to revoke the authorization in writing, and either: 

(A) The exceptions to the right to revoke and a description of how the individual may revoke the authorization; or 

(B) To the extent that the information in paragraph (c)(2)(i)(A) of this section is included in the notice required by §164.520, a reference to the covered entity's notice. 

(ii) The ability or inability to condition treatment, payment, enrollment or eligibility for benefits on the authorization, by stating either: 

(A) The covered entity may not condition treatment, payment, enrollment or eligibility for benefits on whether the individual signs the authorization when the prohibition on conditioning of authorizations in paragraph (b)(4) of this section applies; or 

(B) The consequences to the individual of a refusal to sign the authorization when, in accordance with paragraph (b)(4) of this section, the covered entity can condition treatment, enrollment in the health plan, or eligibility for benefits on failure to obtain such authorization. 

(iii) The potential for information disclosed pursuant to the authorization to be subject to redisclosure by the recipient and no longer be protected by this subpart. 

(3) Plain language requirement. The authorization must be written in plain language. 

(4) Copy to the individual. If a covered entity seeks an authorization from an individual for a use or disclosure of protected health information, the covered entity must provide the individual with a copy of the signed authorization. 

[67 FR 53268, Aug. 14, 2002] 
29 USC (16)
(16) 

(A) The term “administrator” means— 
(i) the person specifically so designated by the terms of the instrument under which the plan is operated; 
(ii) if an administrator is not so designated, the plan sponsor; or 
(iii) in the case of a plan for which an administrator is not designated and a plan sponsor cannot be identified, such other person as the Secretary may by regulation prescribe. 
(B) The term “plan sponsor” means 
(i) the employer in the case of an employee benefit plan established or maintained by a single employer, 
(ii) the employee organization in the case of a plan established or maintained by an employee organization, or 
(iii) in the case of a plan established or maintained by two or more employers or jointly by one or more employers and one or more employee organizations, the association, committee, joint board of trustees, or other similar group of representatives of the parties who establish or maintain the plan. 
State Administrative Manual
4840     SECURITY AND RISK MANAGEMENT 
(Revised 09/02) 

State agencies need to ensure the integrity of computerized information resources by protecting them from unauthorized access, modification, destruction, or disclosure and to ensure the physical security of these resources. State agency heads are accountable for the computerized information resources held by their agencies.  They are responsible for the integrity of computerized information resources and the authorization of access to those resources.  All agency employees share in this responsibility as well.

Agencies shall also ensure that users, contractors and third parties having access to State computerized information resources are informed of and abide by this policy and the agency security plan and are infomed of applicable state statutes related to computerized information resources.

Agency heads are responsible and shall take reasonable measures for implementation of, and compliance with, the state security policy.  Each agency that employs information technology must establish risk management and disaster recovery planning process for identifying, assessing, and responding to the risks associated with its information assets.  The state's information assets (its data processing capabilities, information technology infrastructure and data files) are an essential public resource.  For many agencies, program operations would effectively cease in the absence of key computer systems. In some cases, public health and safety would be immediately jeopardized by the failure or disruption of a system.  The non-availability of state information system and resources can also have a detrimental impact on the state economy and the citizens who rely on state programs.  Furthermore, the unauthorized modification, deletion, or disclosure of information included in agency files and data bases can compromise the integrity of state programs, violate individual right to privacy, and constitute a criminal act.

4845     IT SECURITY REPORTING REQUIREMENTS  
(Revised 6/04) 

1. Agency Operational Recovery Plan-As noted in SAM Section 4843.1, each 
a. Operational Recovery Coordinator – The director of each agency must certify that the agency is in compliance with the minimum requirements of the Agency Operational Recovery Plan (ORP) as outlined in SAM Section 4843.1.   Each agency must designate an Operational Recovery Coordinator to represent the agency in the event of a disaster or other event resulting in the severe loss of IT systems capability.  See SAM Section 4841.1.
  

b. Operation Recovery Plan Certification – If there are no changes to the agency's Operational Recovery Plan that is currently on file with Finance, the agency director or the director's designee may submit an Operational Recovery Plan Certification (SIMM Section 70) in lieu of the ORP.  An agency can only submit an Operational Recovery Plan Certification if the agency has a current ORP from the previous year on file with Finance. 
  

2. Incidents - Agency management must promptly investigate incidents involving the unauthorized or accidental modification, destruction, disclosure, loss, or access to automated files and databases, as well as incidents involving loss, damage, or misuse of information assets. 
  

a. Notifications - Departments shall immediately notify the California Highway Patrol (CHP) upon discovery of all IT security incidents and computer related crimes.   This includes, but is not limited to, any one or more of the following:
(1)  Any reportable incident as described in 2.b,
(2)  Any incident that may include the acquisition of protected information (name plus one or more of the following:  Social Security number, driver's license or state ID card number, financial account numbers),
(3)  Any unsuccessful virus attack that requires 20 hours or more of staff time to manage. 
  

b. Reports - Each agency having ownership responsibility for information (SAM Section 4841.4) must complete a Security Incident Report (SIMM Section 140).   The report, signed by the agency director and Information Security Officer, must be submitted to the Department of Finance within ten working days of the agency's becoming aware of an incident involving one or more of the following: 
  

1. Unauthorized intentional release, modification, or destruction of confidential or sensitive information or the theft of such information, including information stolen in conjunction with the theft of a computer or data storage device; 
  

2. Use of a state information asset in commission of a crime;
  

3. Tampering, interference, damage, or unauthorized access to computer data and computer systems as described in the Comprehensive Computer Data Access and Fraud Act.   This includes, but is not limited to successful virus attacks, web site defacements, and denial of service attacks.   See Penal Code Section 502; 
  

4. Intentional non-compliance by the custodian of information with his/her responsibilities as defined in SAM Section 4841.6; or 
  

5. Damage or destruction of state information assets, as defined in SAM Section 4840.4, or the theft of such assets, where the cost of repair or replacement, including staff time, exceeds $2000.
  

Finance may require that the agency provide additional information in conjunction with its assessment of the incident.
  

3. Risk Management Certification - Annual Certification-By January 31 of each year, or as instructed by Finance, the director of each agency must certify that the agency is in compliance with state policy governing information technology risk management by submitting the Risk Management Certification (SIMM Section 70).   See SAM Section 4842.
  

4. Department Designation Letter- Annual Certification - By January 31 of each year or as instructed by Finance.   In compliance with the requirement of SAM Section 4841.1 and SAM Section 4845, the director of each agency must certify and provide the name, title, business address, IMS code, email address, and telephone number of the agency's Information Security Officer and/or the Operational Recovery Coordinator on the form specified in SIMM Section 70.   Upon the designation of a new ISO and/or Operational Recovery Coordinator, the agency is required to submit an updated Department Designation Letter (SIMM 70) to Finance within ten working days.

5. Known instances in which personal information has been distributed by the agency or obtained by any person in a manner not in accordance with law (Information Practices Act and the California Public Records Act) require reporting to the Department of Finance. (See the Information Practices Act, Civil Code Section 1798.3 for a definition of "personal information," and Section 1798.10 for specific reporting requirements.)

4841.2     INFORMATION INTEGRITY AND SECURITY  
(Revised 12/04) 

Each agency must provide for the integrity and security of its information assets by:

1. Identifying all automated files and data bases for which the agency has ownership responsibility (see SAM Section 4841.4); 
  

2. Ensuring that responsibility for each automated file or data base is defined with respect to:
  

a. The designated owner of the information within the agency, 
  

b. Custodians of information, and 
  

c. Users of the information; 
  

d. Ensuring that each automated file or database is identified as to its information class (SAM Section 4841.3) in accordance with law and administrative policy; 
  

e. Establishing appropriate policies and procedures for preserving the integrity and security of each automated file or data base including:

1)  Agreements with non-state entities, to cover, at a minimum, the following;

     a) Appropriate levels of confidentiality for the data based on data
          classification (see SAM Section 4841.3);

     b) Standards for transmission and storage of the data, if
          applicable;

     c) Agreements to comply with all State policy and law regarding
         use of information resources and data;

     d) Signed confidentiality statements;

     e) Agreement to apply security patches and upgrades, and keep
          virus software up-to-date on all systems on which data may
          be used; and

      f) Agreement to notify the State data owners promptly if a security
          incident involving the data occurs.  

2) Identifying computing systems that allow dial-up communication or      Internet access to sensitive or confidential information and information necessary for the support of agency critical applications;   
3) Auditing usage of dial-up communications and Internet access for security violations;   
4) Periodically changing dial-up access telephone numbers;   
5) Responding to losses, misuse, or improper dissemination of information;
6) Requiring that if a data file is downloaded to a mobile device or desktop computer from another computer system, the specifications for information integrity and security which have been established for the original data file must be applied in the new environment.

3.  Establishing appropriate departmental policies and procedures to protect and secure IT infrastructure, including:  

a.  Technology upgrade policy, which includes, but is not limited to,operating system upgrades on servers, routers, and firewalls.  The policy must address appropriate planning and testing of upgrades, in addition to departmental criteria for deciding which upgrades to apply.

b.  Security patches and security upgrade policy, which includes, but is not limited to, servers, routers, desktop computers, mobile devices, and firewalls.  The policy must address application and testing of the patches and/or security upgrades, in addition to departmental criteria for deciding which patches and security upgrades must be applied, and how quickly.

c.  Firewall configuration policy, which must require creation and documentation of a baseline configuration for each firewall, updates of the documentation for all authorized changes, and periodic verification of the configuration to ensure that it has not changed during software modifications or rebooting of the equipment. 

d.  Server configuration policy, which must clearly address all servers that have any interaction with Internet, extranet, or intranet traffic.  The policy must require creation and documentation of a baseline configuration for each server, updates of the documentation for all authorized changes, and periodic checking of the configuration to ensure that it has not changed during software modifications or rebooting of the equipment. 

e.   Server hardening policy, which must cover all servers throughout the department, not only those that fall within the jurisdiction of the department's IT area.  The policy must include the process for making changes based on newly published vulnerability information as it becomes available.  Further, the policy must address, and be consistent, with the department's policy for making security upgrades and security patches.

f.   Software management and software licensing policy, which must address acquisition from reliable and safe sources, and must clearly state the department's policy about not using pirated or unlicensed software.

4.   Each agency must establish policy to ensure that the use of peer-to- peer technology for any non-business purpose is prohibited.  This includes, but is not limited to, transfer of music, movies, software, and other intellectual property.  Business use of peer-to-peer technologies must be approved by the CIO and ISO.

Each state data center must carry out these responsibilities for those automated files, databases, and computer systems for which it has ownership responsibility.  See SAM Sections 4841.4 and 4841.5.

Oversight responsibility at the agency level for ensuring the integrity and security of automated files, databases, and computer systems must be vested in the agency Information Security Officer.

The head of each agency is responsible for compliance with the policy in this section.  See SAM Section 4841.1.
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