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Security Proposed Rule

43252 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules

i. Security Incident Procedures. There would be a requirement to implement accurate and current security incident procedures. These are formal, documented instructions for reporting security breaches, so that security violations are reported and handled promptly. These instructions would include the following:

· Report procedures.

· Response procedures.

43266 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules

§ 142.308 Security standard.

Each entity designated in § 142.302 must assess potential risks and vulnerabilities to the individual health data in its possession and develop, implement, and maintain appropriate security measures. These measures must be documented and kept current, and must include, at a minimum, the following requirements and implementation features:

(a) Administrative procedures to guard data integrity, confidentiality, and availability (documented, formal practices to manage the selection and execution of security measures to protect data, and to manage the conduct of personnel in relation to the protection of data). These procedures include the following requirements:

(9) Security incident procedures (formal documented instructions for reporting security breaches) that include all of the following implementation features:

(i) Report procedures (documented formal mechanism employed to document security incidents).

(ii) Response procedures (documented formal rules or instructions for actions to be taken as a result of the receipt of a security incident report).

43275 Federal Register / Vol. 63, No. 155 / Wednesday, August 12, 1998 / Proposed Rules

Report procedures: The documented formal mechanism employed to document security incidents.  Part of security incident procedures on the matrix.

Response procedures: The documented formal rules/instructions for actions to be taken as a result of the receipt of a security incident report.  Part of security incident procedures on the matrix.

Security incident procedures: Formal, documented instructions for reporting security breaches.  Part of administrative procedures to guard data integrity, confidentiality and availability on the matrix.

Security Final Rule

8340 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

5. Breach (§ 164.304)

Comment: One commenter asked that ‘‘breach’’ be defined.

Response: The term ‘‘breach’’ has been deleted and therefore not defined. Instead, we define the term ‘‘security incident,’’ which better describes the types of situations we were referring to as breaches.

7. Security Incident (§ 164.304)

Comment: We received comments asking that this term be defined.  

Response: This final rule defines ‘‘Security incident’’ in § 164.304 as ‘‘the attempted or successful unauthorized access, use, disclosure, modification, or destruction of information or interference with system operations in an information system.’’

8344 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

g. Comment: One commenter stated that there is a need for requirements concerning organizational practices (for example, education, training, and security and confidentiality policies), as well as technical practices and procedures. 

Response: We agree. Section 164.308 of this final rule describes administrative safeguards that address these topics. Section 164.308 requires covered entities to implement standards and required implementation specifications, as well as consider and implement, when appropriate and reasonable, addressable implementation specifications. For example, the security management process standard requires implementation of a risk analysis, risk management, a sanction policy, and an information system activity review. The information access management standard requires consideration, and implementation where appropriate and reasonable, of access authorization and access establishment and modification policies and procedures. Other areas addressed are assigned security responsibility, workforce security, security awareness and training, security incident procedures, contingency planning, business associate contracts, and evaluation.
8347 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

f. Comment: We proposed a requirement for internal audit, the in house review of the records of system activity (for example, logins, file accesses, and security incidents) maintained by an entity. Several commenters wanted this requirement deleted. One suggested the audit trail requirement should not be mandatory, while another stated that internal audits would be unnecessary if physical security requirements are implemented. A number of commenters asked that we clarify the nature and scope of what an internal audit covers and what the audit time frame should be. Several commenters offered further detail concerning what should and should not be required in an internal audit for security purposes. One commenter stated that ongoing intrusion detection should be included in this requirement. Another wanted us to specify the retention times for archived audit logs. Several commenters had difficulty with the term ‘‘audit’’ and suggested we change the title of the requirement to ‘‘logging and violation monitoring.’’ A number of commenters stated this requirement could result in an undue burden and would be economically unfeasible.

Response: Our intent for this requirement was to promote the periodic review of an entity’s internal security controls, for example, logs, access reports, and incident tracking. The extent, frequency, and nature of the reviews would be determined by the covered entity’s security environment. The term ‘‘internal audit’’ apparently, based on the comments received, has certain rigid formal connotations we did not intend. We agree that the implementation of formal internal audits could prove burdensome or even unfeasible, to some covered entities due to the cost and effort involved.  However, we do not want to overlook the value of internal reviews. Based on our review of the comments and the text to which they refer, it is clear that this requirement should be renamed for clarity and that it should actually be an implementation specification of the security management process rather than an independent standard. We accordingly remove ‘‘internal audit’’ as a separate requirement and add ‘‘information system activity review’’ under the security management process standard as a mandatory implementation specification.

8350 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

6. Security Incident Procedures (§ 164.308(a)(6))

We proposed a requirement for implementation of accurate and current security incident procedures: formal, documented report and response procedures so that security violations would be reported and handled promptly. We adopt this standard in the final rule, along with an implementation specification for response and reporting, since documenting and reporting incidents, as well as responding to incidents are an integral part of a security program.

a. Comment: Several commenters asked that we further define the scope of a breach of security. Along this same line, another commenter stated that the proposed security incident procedures were too vague as stated. We were asked to specify what a security incident would be, what the internal chain for reporting procedures would be, and what should be included in the documentation (for example, hardware/ software, personnel responses). 

Response: We define a security incident in § 164.304. Whether a specific action would be considered a security incident, the specific process of documenting incidents, what information should be contained in the documentation, and what the appropriate response should be will be dependent upon an entity’s environment and the information involved. An entity should be able to rely upon the information gathered in complying with the other security standards, for example, its risk assessment and risk management procedures and the privacy standards, to determine what constitutes a security incident in the context of its business operations.

b. Comment: One commenter asked what types of incidents must be reported to outside entities. Another commented that we clarify that incident reporting is internal.

Response: Internal reporting is an inherent part of security incident procedures. This regulation does not specifically require any incident reporting to outside entities. External incident reporting is dependent upon business and legal considerations.

c. Comment: One commenter stated that network activity should be included here.

Response: We see no reason to exclude network activity under this requirement. Improper network activity should be treated as a security incident, because, by definition, it represents an improper instance of access to or use of information.
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8351 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations

d. Comment: One commenter stated that this requirement should address suspected misuse also.

Response: We agree that security incidents include misuse of data; therefore, this requirement is addressed.

e. Comment: Several commenters asked that this requirement be deleted. One commenter asked that we delete the implementation features.

Response: As indicated above, we have adopted the proposed standard and combined the implementation specifications.

8376 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations 

§ 164.304 Definitions. As used in this subpart, the following terms have the following meanings: 

Access means the ability or the means necessary to read, write, modify, or communicate data/information or otherwise use any system resource. (This definition applies to ‘‘access’’ as used in this subpart, not as used in subpart E of this part.) 

Administrative safeguards are administrative actions, and policies and procedures, to manage the selection, development, implementation, and maintenance of security measures to protect electronic protected health information and to manage the conduct of the covered entity’s workforce in relation to the protection of that information. 

Information system means an interconnected set of information resources under the same direct management control that shares common functionality. A system

normally includes hardware, software, information, data, applications, communications, and people.

Integrity means the property that data or information have not been altered or destroyed in an unauthorized manner.

Security or Security measures encompass all of the administrative, physical, and technical safeguards in an information system.

Security incident means the attempted or successful unauthorized access, use, disclosure, modification, or destruction of information or interference with system operations in an information system.

8377 Federal Register / Vol. 68, No. 34 / Thursday, February 20, 2003 / Rules and Regulations 

§ 164.308 Administrative safeguards.

(a) A covered entity must, in accordance with § 164.306:

6) (i) Standard: Security incident procedures. Implement policies and procedures to address security incidents.

(ii) Implementation specification: Response and Reporting (Required).

Identify and respond to suspected or known security incidents; mitigate, to the extent practicable, harmful effects of security incidents that are known to the covered entity; and document security incidents and their outcomes.

Privacy Final Rule

164.530(f) Standard: mitigation. A covered entity must mitigate, to the extent practicable, any harmful effect that is known to the covered entity of a use or disclosure of protected health information in violation of its policies and procedures or the requirements of this subpart by the covered entity or its business associate. 
California Penal Code

502.  (a) It is the intent of the Legislature in enacting this section to expand the degree of protection afforded to individuals, businesses, and governmental agencies from tampering, interference, damage, and unauthorized access to lawfully created computer data and computer systems.  The Legislature finds and declares that the proliferation of computer technology has resulted in a concomitant proliferation of computer crime and other forms of unauthorized access to computers, computer systems, and computer data.

   The Legislature further finds and declares that protection of the integrity of all types and forms of lawfully created computers, computer systems, and computer data is vital to the protection of the privacy of individuals as well as to the well-being of financial institutions, business concerns, governmental agencies, and others within this state that lawfully utilize those computers, computer systems, and data.

   (b) For the purposes of this section, the following terms have the following meanings:

   (1) "Access" means to gain entry to, instruct, or communicate with the logical, arithmetical, or memory function resources of a computer, computer system, or computer network.

   (2) "Computer network" means any system that provides communications between one or more computer systems and input/output devices including, but not limited to, display terminals and printers connected by telecommunication facilities.

   (3) "Computer program or software" means a set of instructions or statements, and related data, that when executed in actual or modified form, cause a computer, computer system, or computer network to perform specified functions.

   (4) "Computer services" includes, but is not limited to, computer time, data processing, or storage functions, or other uses of a computer, computer system, or computer network.

   (5) "Computer system" means a device or collection of devices, including support devices and excluding calculators that are not programmable and capable of being used in conjunction with external files, one or more of which contain computer programs, electronic instructions, input data, and output data, that performs functions including, but not limited to, logic, arithmetic, data storage and retrieval, communication, and control.

   (6) "Data" means a representation of information, knowledge, facts, concepts, computer software, computer programs or instructions.  Data may be in any form, in storage media, or as stored in the memory of the computer or in transit or presented on a display device.

   (7) "Supporting documentation" includes, but is not limited to, all information, in any form, pertaining to the design, construction, classification, implementation, use, or modification of a computer, computer system, computer network, computer program, or computer software, which information is not generally available to the public and is necessary for the operation of a computer, computer system, computer network, computer program, or computer software.

   (8) "Injury" means any alteration, deletion, damage, or destruction of a computer system, computer network, computer program, or data caused by the access, or the denial of access to legitimate users of a computer system, network, or program.

   (9) "Victim expenditure" means any expenditure reasonably and necessarily incurred by the owner or lessee to verify that a computer system, computer network, computer program, or data was or was not altered, deleted, damaged, or destroyed by the access.

   (10) "Computer contaminant" means any set of computer instructions that are designed to modify, damage, destroy, record, or transmit information within a computer, computer system, or computer network without the intent or permission of the owner of the information.  They include, but are not limited to, a group of computer instructions commonly called viruses or worms, that are self-replicating or self-propagating and are designed to contaminate other computer programs or computer data, consume computer resources, modify, destroy, record, or transmit data, or in some other fashion usurp the normal operation of the computer, computer system, or computer network.

   (11) "Internet domain name" means a globally unique, hierarchical reference to an Internet host or service, assigned through centralized Internet naming authorities, comprising a series of character strings separated by periods, with the rightmost character string specifying the top of the hierarchy.

   (c) Except as provided in subdivision (h), any person who commits any of the following acts is guilty of a public offense:

   (1) Knowingly accesses and without permission alters, damages, deletes, destroys, or otherwise uses any data, computer, computer system, or computer network in order to either (A) devise or execute any scheme or artifice to defraud, deceive, or extort, or (B) wrongfully control or obtain money, property, or data.

   (2) Knowingly accesses and without permission takes, copies, or makes use of any data from a computer, computer system, or computer network, or takes or copies any supporting documentation, whether existing or residing internal or external to a computer, computer system, or computer network.

   (3) Knowingly and without permission uses or causes to be used computer services.

   (4) Knowingly accesses and without permission adds, alters, damages, deletes, or destroys any data, computer software, or computer programs which reside or exist internal or external to a computer, computer system, or computer network.

   (5) Knowingly and without permission disrupts or causes the disruption of computer services or denies or causes the denial of computer services to an authorized user of a computer, computer system, or computer network.

   (6) Knowingly and without permission provides or assists in providing a means of accessing a computer, computer system, or computer network in violation of this section.

   (7) Knowingly and without permission accesses or causes to be accessed any computer, computer system, or computer network.

   (8) Knowingly introduces any computer contaminant into any computer, computer system, or computer network.

   (9) Knowingly and without permission uses the Internet domain name of another individual, corporation, or entity in connection with the sending of one or more electronic mail messages, and thereby damages or causes damage to a computer, computer system, or computer network.

   (d) (1) Any person who violates any of the provisions of paragraph (1), (2), (4), or (5) of subdivision (c) is punishable by a fine not exceeding ten thousand dollars ($10,000), or by imprisonment in the state prison for 16 months, or two or three years, or by both that fine and imprisonment, or by a fine not exceeding five thousand dollars ($5,000), or by imprisonment in a county jail not exceeding one year, or by both that fine and imprisonment.

   (2) Any person who violates paragraph (3) of subdivision (c) is punishable as follows:

   (A) For the first violation that does not result in injury, and where the value of the computer services used does not exceed four hundred dollars ($400), by a fine not exceeding five thousand dollars ($5,000), or by imprisonment in a county jail not exceeding one year, or by both that fine and imprisonment.

   (B) For any violation that results in a victim expenditure in an amount greater than five thousand dollars ($5,000) or in an injury, or if the value of the computer services used exceeds four hundred dollars ($400), or for any second or subsequent violation, by a fine not exceeding ten thousand dollars ($10,000), or by imprisonment in the state prison for 16 months, or two or three years, or by both that fine and imprisonment, or by a fine not exceeding five thousand dollars ($5,000), or by imprisonment in a county jail not exceeding one year, or by both that fine and imprisonment.

   (3) Any person who violates paragraph (6) or (7) of subdivision (c) is punishable as follows:

   (A) For a first violation that does not result in injury, an infraction punishable by a fine not exceeding one thousand dollars ($1,000).

   (B) For any violation that results in a victim expenditure in an amount not greater than five thousand dollars ($5,000), or for a second or subsequent violation, by a fine not exceeding five thousand dollars ($5,000), or by imprisonment in a county jail not exceeding one year, or by both that fine and imprisonment.

   (C) For any violation that results in a victim expenditure in an amount greater than five thousand dollars ($5,000), by a fine not exceeding ten thousand dollars ($10,000), or by imprisonment in the state prison for 16 months, or two or three years, or by both that fine and imprisonment, or by a fine not exceeding five thousand dollars ($5,000), or by imprisonment in a county jail not exceeding one year, or by both that fine and imprisonment.

   (4) Any person who violates paragraph (8) of subdivision (c) is punishable as follows:

   (A) For a first violation that does not result in injury, a misdemeanor punishable by a fine not exceeding five thousand dollars ($5,000), or by imprisonment in a county jail not exceeding one year, or by both that fine and imprisonment.

   (B) For any violation that results in injury, or for a second or subsequent violation, by a fine not exceeding ten thousand dollars ($10,000), or by imprisonment in a county jail not exceeding one year, or in the state prison, or by both that fine and imprisonment.

   (5) Any person who violates paragraph (9) of subdivision (c) is punishable as follows:

   (A) For a first violation that does not result in injury, an infraction punishable by a fine not one thousand dollars.

   (B) For any violation that results in injury, or for a second or subsequent violation, by a fine not exceeding five thousand dollars ($5,000), or by imprisonment in a county jail not exceeding one year, or by both that fine and imprisonment.

   (e) (1) In addition to any other civil remedy available, the owner or lessee of the computer, computer system, computer network, computer program, or data who suffers damage or loss by reason of a violation of any of the provisions of subdivision (c) may bring a civil action against the violator for compensatory damages and injunctive relief or other equitable relief.  Compensatory damages shall include any expenditure reasonably and necessarily incurred by the owner or lessee to verify that a computer system, computer network, computer program, or data was or was not altered, damaged, or deleted by the access.  For the purposes of actions authorized by this subdivision, the conduct of an unemancipated minor shall be imputed to the parent or legal guardian having control or custody of the minor, pursuant to the provisions of Section 1714.1 of the Civil Code.

   (2) In any action brought pursuant to this subdivision the court may award reasonable attorney's fees.

   (3) A community college, state university, or academic institution accredited in this state is required to include computer-related crimes as a specific violation of college or university student conduct policies and regulations that may subject a student to disciplinary sanctions up to and including dismissal from the academic institution.  This paragraph shall not apply to the University of California unless the Board of Regents adopts a resolution to that effect.

   (4) In any action brought pursuant to this subdivision for a willful violation of the provisions of subdivision (c), where it is proved by clear and convincing evidence that a defendant has been guilty of oppression, fraud, or malice as defined in subdivision (c) of Section 3294 of the Civil Code, the court may additionally award punitive or exemplary damages.

   (5) No action may be brought pursuant to this subdivision unless it is initiated within three years of the date of the act complained of, or the date of the discovery of the damage, whichever is later.  

   (f) This section shall not be construed to preclude the applicability of any other provision of the criminal law of this state which applies or may apply to any transaction, nor shall it make illegal any employee labor relations activities that are within the scope and protection of state or federal labor laws.

   (g) Any computer, computer system, computer network, or any software or data, owned by the defendant, that is used during the commission of any public offense described in subdivision (c) or any computer, owned by the defendant, which is used as a repository for the storage of software or data illegally obtained in violation of subdivision (c) shall be subject to forfeiture, as specified in Section 502.01.

   (h) (1) Subdivision (c) does not apply to punish any acts which are committed by a person within the scope of his or her lawful employment.  For purposes of this section, a person acts within the scope of his or her employment when he or she performs acts which are reasonably necessary to the performance of his or her work assignment.

   (2) Paragraph (3) of subdivision (c) does not apply to penalize any acts committed by a person acting outside of his or her lawful employment, provided that the employee's activities do not cause an injury, as defined in paragraph (8) of subdivision (b), to the employer or another, or provided that the value of supplies or computer services, as defined in paragraph (4) of subdivision (b), which are used does not exceed an accumulated total of one hundred dollars ($100).

   (i) No activity exempted from prosecution under paragraph (2) of subdivision (h) which incidentally violates paragraph (2), (4), or (7) of subdivision (c) shall be prosecuted under those paragraphs. 

   (j) For purposes of bringing a civil or a criminal action under this section, a person who causes, by any means, the access of a computer, computer system, or computer network in one jurisdiction from another jurisdiction is deemed to have personally accessed the computer, computer system, or computer network in each jurisdiction.

   (k) In determining the terms and conditions applicable to a person convicted of a violation of this section the court shall consider the following:

   (1) The court shall consider prohibitions on access to and use of computers.

   (2) Except as otherwise required by law, the court shall consider alternate sentencing, including community service, if the defendant shows remorse and recognition of the wrongdoing, and an inclination not to repeat the offense.
California Civil Code

1798.29.  (a) Any agency that owns or licenses computerized data that includes personal information shall disclose any breach of the security of the system following discovery or notification of the breach in the security of the data to any resident of California whose unencrypted personal information was, or is reasonably believed to have been, acquired by an unauthorized person.  The disclosure shall be made in the most expedient time possible and without unreasonable delay, consistent with the legitimate needs of law enforcement, as provided in subdivision (c), or any measures necessary to determine the scope of the breach and restore the reasonable integrity of the data system.

   (b) Any agency that maintains computerized data that includes personal information that the agency does not own shall notify the owner or licensee of the information of any breach of the security of the data immediately following discovery, if the personal information was, or is reasonably believed to have been, acquired by an unauthorized person.

   (c) The notification required by this section may be delayed if a law enforcement agency determines that the notification will impede a criminal investigation.  The notification required by this section shall be made after the law enforcement agency determines that it will not compromise the investigation.

   (d) For purposes of this section, "breach of the security of the system" means unauthorized aquisition of computerized data that compromises the security, confidentiality, or integrity of personal information maintained by the agency.  Good faith acquisition of personal information by an employee or agent of the agency for the purposes of the agency is not a breach of the security of the system, provided that the personal information is not used or subject to further unauthorized disclosure.

   (e) For purposes of this section, "personal information" means an individual's first name or first initial and last name in combination with any one or more of the following data elements, when either the name or the data elements are not encrypted:

   (1) Social security number.

   (2) Driver's license number or California Identification Card number.

   (3) Account number, credit or debit card number, in combination with any required security code, access code, or password that would permit access to an individual's financial account.

   (f) For purposes of this section, "personal information" does not include publicly available information that is lawfully made available to the general public from federal, state, or local government records.

   (g) For purposes of this section, "notice" may be provided by one of the following methods:

   (1) Written notice.

   (2) Electronic notice, if the notice provided is consistent with the provisions regarding electronic records and signatures set forth in  Section 7001 of Title 15 of the United States Code.

   (3) Substitute notice, if the agency demonstrates that the cost of providing notice would exceed two hundred fifty thousand dollars ($250,000), or that the affected class of subject persons to be notified exceeds 500,000, or the agency does not have sufficient contact information.  Substitute notice shall consist of all of the following:

   (A) E-mail notice when the agency has an e-mail address for the subject persons.

   (B) Conspicuous posting of the notice on the agency's Web site page, if the agency maintains one.

   (C) Notification to major statewide media.

   (h) Notwithstanding subdivision (g), an agency that maintains its own notification procedures as part of an information security policy for the treatment of personal information and is otherwise consistent with the timing requirements of this part shall be deemed

to be in compliance with the notification requirements of this section if it notifies subject persons in accordance with its policies in the event of a breach of security of the system.

1798.82.  (a) Any person or business that conducts business in California, and that owns or licenses computerized data that includes personal information, shall disclose any breach of the security of the system following discovery or notification of the breach in the security of the data to any resident of California whose unencrypted personal information was, or is reasonably believed to have been, acquired by an unauthorized person.  The disclosure shall be made in the most expedient time possible and without unreasonable delay, consistent with the legitimate needs of law enforcement, as provided in subdivision (c), or any measures necessary to determine the scope of the breach and restore the reasonable integrity of the data system.

   (b) Any person or business that maintains computerized data that includes personal information that the person or business does not own shall notify the owner or licensee of the information of any breach of the security of the data immediately following discovery, if the personal information was, or is reasonably believed to have been, acquired by an unauthorized person.

   (c) The notification required by this section may be delayed if a law enforcement agency determines that the notification will impede a criminal investigation.  The notification required by this section shall be made after the law enforcement agency determines that it will not compromise the investigation.

   (d) For purposes of this section, "breach of the security of the system" means unauthorized acquisition of computerized data that compromises the security, confidentiality, or integrity of personal information maintained by the person or business.  Good faith acquisition of personal information by an employee or agent of the person or business for the purposes of the person or business is not a breach of the security of the system, provided that the personal information is not used or subject to further unauthorized disclosure.

   (e) For purposes of this section, "personal information" means an individual's first name or first initial and last name in combination with any one or more of the following data elements, when either the name or the data elements are not encrypted:

   (1) Social security number.

   (2) Driver's license number or California Identification Card number.

   (3) Account number, credit or debit card number, in combination with any required security code, access code, or password that would permit access to an individual's financial account.

   (f) For purposes of this section, "personal information" does not include publicly available information that is lawfully made available to the general public from federal, state, or local government records.

   (g) For purposes of this section, "notice" may be provided by one of the following methods:

   (1) Written notice.

   (2) Electronic notice, if the notice provided is consistent with the provisions regarding electronic records and signatures set forth in  Section 7001 of Title 15 of the United States Code.

   (3) Substitute notice, if the person or business demonstrates that the cost of providing notice would exceed two hundred fifty thousand dollars ($250,000), or that the affected class of subject persons to be notified exceeds 500,000, or the person or business does not have sufficient contact information.  Substitute notice shall consist of all of the following:

   (A) E-mail notice when the person or business has an e-mail address for the subject persons.

   (B) Conspicuous posting of the notice on the Web site page of the person or business, if the person or business maintains one.

   (C) Notification to major statewide media.

   (h) Notwithstanding subdivision (g), a person or business that maintains its own notification procedures as part of an information security policy for the treatment of personal information and is otherwise consistent with the timing requirements of this part, shall be deemed to be in compliance with the notification requirements of this section if the person or business notifies subject persons in accordance with its policies in the event of a breach of security of the system.

1798.83.  (a) Except as otherwise provided in subdivision (d), if a business has an established business relationship with a customer and has within the immediately preceding calendar year disclosed personal information that corresponds to any of the categories of personal information set forth in paragraph (6) of subdivision (e) to third parties, and if the business knows or reasonably should know that the third parties used the personal information for the third parties' direct marketing purposes, that business shall, after the receipt of a written or electronic mail request, or, if the business chooses to receive requests by toll-free telephone or facsimile numbers, a telephone or facsimile request from the customer, provide all of the following information to the customer free of charge:

   (1) In writing or by electronic mail, a list of the categories set forth in paragraph (6) of subdivision (e) that correspond to the personal information disclosed by the business to third parties for the third parties' direct marketing purposes during the immediately preceding calendar year.

   (2) In writing or by electronic mail, the names and addresses of all of the third parties that received personal information from the business for the third parties' direct marketing purposes during the preceding calendar year and, if the nature of the third parties' business cannot reasonably be determined from the third parties' name, examples of the products or services marketed, if known to the business, sufficient to give the customer a reasonable indication of the nature of the third parties' business.

   (b) (1) A business required to comply with this section shall designate a mailing address, electronic mail address, or, if the business chooses to receive requests by telephone or facsimile, a toll-free telephone or facsimile number, to which customers may deliver requests pursuant to subdivision (a). A business required to comply with this section shall, at its election, do at least one of the following:

   (A) Notify all agents and managers who directly supervise employees who regularly have contact with customers of the designated addresses or numbers or the means to obtain those addresses or numbers and instruct those employees that customers who inquire about the business's privacy practices or the business's compliance with this section shall be informed of the designated addresses or numbers or the means to obtain the addresses or numbers.

   (B) Add to the home page of its Web site a link either to a page titled "Your Privacy Rights" or add the words "Your Privacy Rights" to the home page's link to the business's privacy policy.  If the business elects to add the words "Your Privacy Rights" to the link to the business's privacy policy, the words "Your Privacy Rights" shall be in the same style and size as the link to the business's privacy policy.  If the business does not display a link to its privacy policy on the home page of its Web site, or does not have a privacy policy, the words "Your Privacy Rights" shall be written in larger type than the surrounding text, or in contrasting type, font, or color to the surrounding text of the same size, or set off from the surrounding text of the same size by symbols or other marks that call attention to the language.  The first page of the link shall describe a customer' s rights pursuant to this section and shall provide the designated mailing address, e-mail address, as required, or toll-free telephone number or facsimile number, as appropriate. If the business elects to add the words "Your California Privacy Rights" to the home page's link to the business's privacy policy in a manner that complies with this subdivision, and the first page of the link describes a customer' s rights pursuant to this section, and provides the designated mailing address, electronic mailing address, as required, or toll-free telephone or facsimile number, as appropriate, the business need not respond to requests that are not received at one of the designated addresses or numbers.

   (C) Make the designated addresses or numbers, or means to obtain the designated addresses or numbers, readily available upon request of a customer at every place of business in California where the business or its agents regularly have contact with customers.

   The response to a request pursuant to this section received at one of the designated addresses or numbers shall be provided within 30 days. Requests received by the business at other than one of the designated addresses or numbers shall be provided within a reasonable period, in light of the circumstances related to how the request was received, but not to exceed 150 days from the date received.

   (2) A business that is required to comply with this section and Section 6803 of Title 15 of the United States Code may comply with this section by providing the customer the disclosure required by Section 6803 of Title 15 of the United States Code, but only if the disclosure also complies with this section.

   (3) A business that is required to comply with this section is not obligated to provide information associated with specific individuals and may provide the information required by this section in standardized format.

   (c) (1) A business that is required to comply with this section is not obligated to do so in response to a request from a customer more than once during the course of any calendar year.  A business with fewer than 20 full-time or part-time employees is exempt from the requirements of this section.

   (2) If a business that is required to comply with this section adopts and discloses to the public, in its privacy policy, a policy of not disclosing personal information of customers to third parties for the third parties' direct marketing purposes unless the customer first affirmatively agrees to that disclosure, or of not disclosing the personal information of customers to third parties for the third parties' direct marketing purposes if the customer has exercised an option that prevents that information from being disclosed to third parties for those purposes, as long as the business maintains and discloses the policies, the business may comply with subdivision (a) by notifying the customer of his or her right to prevent disclosure of personal information, and providing the customer with a cost-free means to exercise that right.

   (d) The following are among the disclosures not deemed to be disclosures of personal information by a business for a third party's direct marketing purposes for purposes of this section:
   (1) Disclosures between a business and a third party pursuant to contracts or arrangements pertaining to any of the following:
   (A) The processing, storage, management, or organization of personal information, or the performance of services on behalf of the business during which personal information is disclosed, if the third party that processes, stores, manages, or organizes the personal information does not use the information for a third party's direct marketing purposes and does not disclose the information to additional third parties for their direct marketing purposes.

   (B) Marketing products or services to customers with whom the business has an established business relationship where, as a part of the marketing, the business does not disclose personal information to third parties for the third parties' direct marketing purposes.

   (C) Maintaining or servicing accounts, including credit accounts and disclosures pertaining to the denial of applications for credit or the status of applications for credit and processing bills or insurance claims for payment.

   (D) Public record information relating to the right, title, or interest in real property or information relating to property characteristics, as defined in Section 408.3 of the Revenue and Taxation Code, obtained from a governmental agency or entity or from a multiple listing service, as defined in Section 1087, and not provided directly by the customer to a business in the course of an established business relationship.

   (E) Jointly offering a product or service pursuant to a written agreement with the third party that receives the personal information, provided that all of the following requirements are met:

   (i) The product or service offered is a product or service of, and is provided by, at least one of the businesses that is a party to the written agreement.

   (ii) The product or service is jointly offered, endorsed, or sponsored by, and clearly and conspicuously identifies for the customer, the businesses that disclose and receive the disclosed personal information.

   (iii) The written agreement provides that the third party that receives the personal information is required to maintain the confidentiality of the information and is prohibited from disclosing or using the information other than to carry out the joint offering or servicing of a product or service that is the subject of the written agreement.

   (2) Disclosures to or from a consumer reporting agency of a customer's payment history or other information pertaining to transactions or experiences between the business and a customer if that information is to be reported in, or used to generate, a consumer report as defined in subdivision (d) of Section 1681a of Title 15 of the United States Code, and use of that information is limited by the federal Fair Credit Reporting Act (15 U.S.C. Sec. 1681

et seq.).

   (3) Disclosures of personal information by a business to a third party financial institution solely for the purpose of the business obtaining payment for a transaction in which the customer paid the business for goods or services with a check, credit card, charge card, or debit card, if the customer seeks the information required by subdivision (a) from the business obtaining payment, whether or not the business obtaining payment knows or reasonably should know that the third party financial institution has used the personal information for its direct marketing purposes.

   (4) Disclosures of personal information between a licensed agent and its principal, if the personal information disclosed is necessary to complete, effectuate, administer, or enforce transactions between the principal and the agent, whether or not the licensed agent or principal also uses the personal information for direct marketing purposes, if that personal information is used by each of them solely to market products and services directly to customers with whom both have established business relationships as a result of the principal and agent relationship.

   (5) Disclosures of personal information between a financial institution and a business that has a private label credit card, affinity card, retail installment contract, or cobranded card program with the financial institution, if the personal information disclosed is necessary for the financial institution to maintain or service accounts on behalf of the business with which it has a private label credit card, affinity card, retail installment contract, or cobranded card program, or to complete, effectuate, administer, or enforce customer transactions or transactions between the institution and the business, whether or not the institution or the business also uses the personal information for direct marketing purposes, if that personal information is used solely to market products and services directly to customers with whom both the business and the financial institution have established business relationships as a result of the private label credit card, affinity card, retail installment contract, or cobranded card program.

   (e) For purposes of this section, the following terms have the following meanings:

   (1) "Customer" means an individual who is a resident of California who provides personal information to a business during the creation of, or throughout the duration of, an established business relationship if the business relationship is primarily for personal, family, or household purposes.

   (2) "Direct marketing purposes" means the use of personal information to solicit or induce a purchase, rental, lease, or exchange of products, goods, property, or services directly to individuals by means of the mail, telephone, or electronic mail for their personal, family, or household purposes.  The sale, rental, exchange, or lease of personal information for consideration to businesses is a direct marketing purpose of the business that sells, rents, exchanges, or obtains consideration for the personal information.  "Direct marketing purposes" does not include the use of personal information (A) by bona fide tax exempt charitable or religious organizations to solicit charitable contributions, (B) to raise funds from and communicate with individuals regarding politics and government, (C) by a third party when the third party receives personal information solely as a consequence of having obtained for consideration permanent ownership of accounts that might contain personal information, or (D) by a third party when the third party receives personal information solely as a consequence of a single transaction where, as a part of the transaction, personal information had to be disclosed in order to effectuate the transaction.

   (3) "Disclose" means to disclose, release, transfer, disseminate, or otherwise communicate orally, in writing, or by electronic or any other means to any third party.

   (4) "Employees who regularly have contact with customers" means employees whose contact with customers is not incidental to their primary employment duties, and whose duties do not predominantly involve ensuring the safety or health of the business's customers.  It includes, but is not limited to, employees whose primary employment duties are as cashier, clerk, customer service, sales, or promotion.  It does not, by way of example, include employees whose primary employment duties consist of food or beverage preparation or service, maintenance and repair of the business's facilities or equipment, direct involvement in the operation of a motor vehicle, aircraft, watercraft, amusement ride, heavy machinery or similar equipment, security, or participation in a theatrical, literary, musical, artistic, or athletic performance or contest.

   (5) "Established business relationship" means a relationship formed by a voluntary, two-way communication between a business and a customer, with or without an exchange of consideration, for the purpose of purchasing, renting, or leasing real or personal property, or any interest therein, or obtaining a product or service from the business, if the relationship is ongoing and has not been expressly terminated by the business or the customer, or if the relationship is not ongoing, but is solely established by the purchase, rental, or lease of real or personal property from a business, or the purchase of a product or service, and no more than 18 months have elapsed from the date of the purchase, rental, or lease.

   (6) (A) The categories of personal information required to be disclosed pursuant to paragraph (1) of subdivision (a) are all of the following:

   (i) Name and address.

   (ii) Electronic mail address.

   (iii) Age or date of birth.

   (iv) Names of children.

   (v) Electronic mail or other addresses of children.

   (vi) Number of children.

   (vii) The age or gender of children.

   (viii) Height.

   (ix) Weight.

   (x) Race.

   (xi) Religion.

   (xii) Occupation.

   (xiii) Telephone number.

   (xiv) Education.

   (xv) Political party affiliation.

   (xvi) Medical condition.

   (xvii) Drugs, therapies, or medical products or equipment used.

   (xviii) The kind of product the customer purchased, leased, or rented.

   (xix) Real property purchased, leased, or rented.

   (xx) The kind of service provided.

   (xxi) Social security number.

   (xxii) Bank account number.

   (xxiii) Credit card number.

   (xxiv) Debit card number.

   (xxv) Bank or investment account, debit card, or credit card balance.

   (xxvi) Payment history.

   (xxvii) Information pertaining to the customer's creditworthiness, assets, income, or liabilities.

   (B) If a list, description, or grouping of customer names or addresses is derived using any of these categories, and is disclosed to a third party for direct marketing purposes in a manner that permits the third party to identify, determine, or extrapolate any other personal information from which the list was derived, and that personal information when it was disclosed identified, described, or was associated with an individual, the categories set forth in this subdivision that correspond to the personal information used to derive the list, description, or grouping shall be considered personal information for purposes of this section.

   (7) "Personal information" as used in this section means any information that when it was disclosed identified, described, or was able to be associated with an individual and includes all of the following:

   (A) An individual's name and address.

   (B) Electronic mail address.

   (C) Age or date of birth.

   (D) Names of children.

   (E) Electronic mail or other addresses of children.

   (F) Number of children.

   (G) The age or gender of children.

   (H) Height.

   (I) Weight.

   (J) Race.

   (K) Religion.

   (L) Occupation.

   (M) Telephone number.

   (N) Education.

   (O) Political party affiliation.

   (P) Medical condition.

   (Q) Drugs, therapies, or medical products or equipment used.

   (R) The kind of product the customer purchased, leased, or rented.

   (S) Real property purchased, leased, or rented.

   (T) The kind of service provided.

   (U) Social security number.

   (V) Bank account number.

   (W) Credit card number.

   (X) Debit card number.

   (Y) Bank or investment account, debit card, or credit card balance.

   (Z) Payment history.

   (AA) Information pertaining to creditworthiness, assets, income, or liabilities.

   (8) "Third party" or "third parties" means one or more of the following:

   (A) A business that is a separate legal entity from the business that has an established business relationship with a customer.

   (B) A business that has access to a database that is shared among businesses, if the business is authorized to use the database for direct marketing purposes, unless the use of the database is exempt from being considered a disclosure for direct marketing purposes pursuant to subdivision (d).

   (C) A business not affiliated by a common ownership or common corporate control with the business required to comply with subdivision (a).

   (f) (1) Disclosures of personal information for direct marketing purposes between affiliated third parties that share the same brand name are exempt from the requirements of paragraph (1) of subdivision

(a) unless the personal information disclosed corresponds to one of the following categories, in which case the customer shall be informed of those categories listed in this subdivision that correspond to the categories of personal information disclosed for direct marketing purposes and the third party recipients of personal information disclosed for direct marketing purposes pursuant to paragraph (2) of subdivision (a):

   (A) Number of children.

   (B) The age or gender of children.

   (C) Electronic mail or other addresses of children.

   (D) Height.

   (E) Weight.

   (F) Race.

   (G) Religion.

   (H) Telephone number.

   (I) Medical condition.

   (J) Drugs, therapies, or medical products or equipment used.

   (K) Social security number.

   (L) Bank account number.

   (M) Credit card number.

   (N) Debit card number.

   (O) Bank or investment account, debit card, or credit card balance.

   (2) If a list, description, or grouping of customer names or addresses is derived using any of these categories, and is disclosed to a third party or third parties sharing the same brand name for direct marketing purposes in a manner that permits the third party to identify, determine, or extrapolate the personal information from which the list was derived, and that personal information when it was disclosed identified, described, or was associated with an individual, any other personal information that corresponds to the categories set forth in this subdivision used to derive the list, description, or grouping shall be considered personal information for purposes of this section.

   (3) If a business discloses personal information for direct marketing purposes to affiliated third parties that share the same brand name, the business that discloses personal information for direct marketing purposes between affiliated third parties that share the same brand name may comply with the requirements of paragraph (2) of subdivision (a) by providing the overall number of affiliated companies that share the same brand name.

   (g) The provisions of this section are severable.  If any provision of this section or its application is held invalid, that invalidity shall not affect other provisions or applications that can be given effect without the invalid provision or application.

   (h) This section does not apply to a financial institution that is subject to the California Financial Information Privacy Act (Division 1.2 (commencing with Section 4050) of the Financial Code) if the financial institution is in compliance with Sections 4052, 4052.5, 4053, 4053.5, and 4054.6 of the Financial Code, as those sections read when they were chaptered on August 28, 2003, and as subsequently amended by the Legislature or by initiative.

   (i) This section shall become operative on January 1, 2005.

1798.84.  (a) Any waiver of a provision of this title is contrary to public policy and is void and unenforceable.

   (b) Any customer injured by a violation of this title may institute a civil action to recover damages.

   (c) In addition, for a willful, intentional, or reckless violation of Section 1798.83, a customer may recover a civil penalty not to exceed three thousand dollars ($3,000) per violation; otherwise, the customer may recover a civil penalty of up to five hundred dollars ($500) per violation for a violation of Section 1798.83.

   (d) Unless the violation is willful, intentional, or reckless, a business that is alleged to have not provided all the information required by subdivision (a) of Section 1798.83, to have provided inaccurate information, failed to provide any of the information required by subdivision (a) of Section 1798.83, or failed to provide information in the time period required by subdivision (b) of Section 1798.83, may assert as a complete defense in any action in law or equity that it thereafter provided regarding the information that was alleged to be untimely, all the information, or accurate information, to all customers who were provided incomplete or inaccurate information, respectively, within 90 days of the date the business knew that it had failed to provide the information, timely information, all the information, or the accurate information, respectively.

   (e) Any business that violates, proposes to violate, or has violated this title may be enjoined.

   (f) A prevailing plaintiff in any action commenced under Section 1798.83 shall also be entitled to recover his or her reasonable attorney's fees and costs.

   (g) The rights and remedies available under this section are cumulative to each other and to any other rights and remedies available under law.

Health and Safety Code

130303.  The office shall assume statewide leadership, coordination, policy formulation, direction, and oversight responsibilities for HIPAA implementation.  The office shall exercise full authority relative to state entities to establish policy, provide direction to state entities, monitor progress, and report on implementation efforts.

State Administrative Manual

4841     AGENCY RESPONSIBILITIES  
(Reviewed 02/02) 

Each agency must provide for the proper use and protection of its information assets. Accordingly, each agency must: 

1. Assign management responsibilities for information technology risk management, including the appointment of an Information Security Officer. See SAM Section 4841.1. 
  

2. Provide for the integrity and security of automated information, produced or used in the course of agency operations. See SAM Sections 4841.2 through 4841.7. 
  

3. Provide for the security of information technology facilities, software, and equipment utilized for automated information processing. See SAM Section 4842.2. 
  

4. Establish and maintain an information technology risk management program, including a risk analysis process. See SAM Section 4842. 
  

5. Prepare and maintain an agency Operational Recovery Plan. See SAM Section 4843.1. 
  

6. Comply with the state audit requirements relating to the integrity of information assets, and 
  

7. Comply with state reporting requirements. See SAM Section 4845. 

4841.2     INFORMATION INTEGRITY AND SECURITY  
(Revised 12/05) 

Each agency must provide for the integrity and security of its information assets by:

1. Identifying all automated files and data bases for which the agency has ownership responsibility (see SAM Section 4841.4); 
  

2. Ensuring that responsibility for each automated file or data base is defined with respect to:
  

a. The designated owner of the information within the agency, 
  

b. Custodians of information, and 
  

c. Users of the information; 
  

d. Ensuring that each automated file or database is identified as to its information class (see SAM Section 4841.3) in accordance with law and administrative policy; 
  

e. Establishing appropriate policies and procedures for preserving the integrity and security of each automated file or data base including:

1)  Agreements with non-state entities, to cover, at a minimum, the following;

     a) Appropriate levels of confidentiality for the data based on data
          classification (see SAM Section 4841.3);

     b) Standards for transmission and storage of the data, if
          applicable;

     c) Agreements to comply with all State policy and law regarding
         use of information resources and data;

     d) Signed confidentiality statements;

     e) Agreement to apply security patches and upgrades, and keep
          virus software up-to-date on all systems on which data may
          be used; and

      f) Agreement to notify the State data owners promptly if a security
          incident involving the data occurs.  

2) Identifying computing systems that allow dial-up communication or
     Internet access to sensitive or confidential information and 
     information necessary for the support of agency critical
     applications; 
  
3) Auditing usage of dial-up communications and Internet access for
     security violations; 
  
4) Periodically changing dial-up access telephone numbers; 
  
5) Responding to losses, misuse, or improper dissemination of
     information;

6) Requiring that if a data file is downloaded to a mobile device or  desktop computer from another computer system, the specifications for information integrity and security which have been established for the original data file must be applied in the new environment.

7) Requiring encryption, or equally effective measures, for all personal, sensitive, or confidential information that is stored portable electronic storage media (including, but not limited to, CDs and thumb drives) and on portable computing devices (including, but not limited to, laptop and notebook computers).  This policy does not apply to mainframe and server tapes.

For the purpose of this policy, the terms "confidential information" and "sensitive information" are defined in SAM Sections 4841.3.  For the purpose of this policy, "personal information" is defined in three catagotries in SAM 4841.3 as follows:

· notice-triggering information (Civil Code Section 1798.29), 

· protected health information (45 C.F.R. Section 160.103), and 

· electronic health information (45 C.F.R. Section 160.103).

Alternatives to encription must be reviewed on a case-by-case basis and approved in writing by the agency ISO.

3.  Establishing appropriate departmental policies and procedures to protect and secure IT infrastructure, including:  

a.  Technology upgrade policy, which includes, but is not limited to,
     operating system upgrades on servers, routers, and firewalls.  The policy
     must address appropriate planning and testing of upgrades, in addition
     to departmental criteria for deciding which upgrades to apply.

b.  Security patches and security upgrade policy, which includes, but is not
      limited to, servers, routers, desktop computers, mobile devices, and
      firewalls.  The policy must address application and testing of the
      patches and/or security upgrades, in addition to departmental criteria for
      deciding which patches and security upgrades must be applied, and
      how quickly.

c.  Firewall configuration policy, which must require creation and
     documentation of a baseline configuration for each firewall, updates of
     the documentation for all authorized changes, and periodic verification of
     the configuration to ensure that it has not changed during software
     modifications or rebooting of the equipment. 

d.  Server configuration policy, which must clearly address all servers that
      have any interaction with Internet, extranet, or intranet traffic.  The policy
      must require creation and documentation of a baseline configuration for
      each server, updates of the documentation for all authorized changes,
      and periodic checking of the configuration to ensure that it has not
      changed during software modifications or rebooting of the equipment. 

e.   Server hardening policy, which must cover all servers throughout the
      department, not only those that fall within the jurisdiction of the
      department's IT area.  The policy must include the process for making
      changes based on newly published vulnerability information as it
      becomes available.  Further, the policy must address, and be
      consistent, with the department's policy for making security upgrades
      and security patches.

f.   Software management and software licensing policy, which must
     address acquisition from reliable and safe sources, and must clearly
     state the department's policy about not using pirated or unlicensed
     software.

4.   Each agency must establish policy to ensure that the use of peer-to-
      peer technology for any non-business purpose is prohibited.  This
      includes, but is not limited to, transfer of music, movies, software, and
      other intellectual property.


     Business use of peer-to-peer technologies must be approved by the CIO
     and ISO.

Each state data center must carry out these responsibilities for those automated files, databases, and computer systems for which it has ownership responsibility. See SAM Sections 4841.4 and 4841.5.

Oversight responsibility at the agency level for ensuring the integrity and security of automated files, databases, and computer systems must be vested in the agency Information Security Officer.

The head of each agency is responsible for compliance with the policy in this section.  See SAM Section 4841.1.

4841.5     RESPONSIBILITY OF OWNERS OF INFORMATION  
(Revised 09/02) 

The responsibilities of an agency unit that is the designated owner of an automated file or database consist of:

1. Classifying each file or database for which it has ownership responsibility in accordance with the need for precautions in controlling access to and preserving the security and integrity of the file or data base (see SAM Section 4841.3); 
  

2. Defining precautions for controlling access to and preserving the security and integrity of files and data bases that have been classified as requiring such precautions; 
  

3. Authorizing access to the information in accordance with the classification of the information and the need for access to the information; 
  

4. Monitoring and ensuring compliance with agency and state security policies and procedures affecting the information; 
  

5. Identifying for each file or data base the level of acceptable risk; and 
  

6. Filing Information Security Incident Reports with Finance. See SAM Section 4845. 

The ownership responsibilities must be performed throughout the life cycle of the file or database, until its proper disposal. Program units that have been designated owners of automated files and data bases must coordinate these responsibilities with the agency Information Security Officer.

4841.6     RESPONSIBILITY OF CUSTODIANS OF INFORMATION  
(Reviewed 02/02) 

The responsibilities of a custodian of an automated file or database consist of:

1. Complying with applicable law and administrative policy; 
  

2. Complying with any additional security policies and procedures established by the owner of the automated information and the agency Information Security Officer; 
  

3. Advising the owner of the information and the agency Information Security Officer of vulnerabilities that may present a threat to the information and of specific means of protecting that information; and 
  

4. Notifying the owner of the information and the agency Information Security Officer of any actual or attempted violations of security policies, practices and procedures. 

4841.7     RESPONSIBILITY OF USERS OF INFORMATION  
(Reviewed 02/02) 

The responsibilities of a user of information consist of:

1. Using state information assets only for state purposes; 
  

2. Complying with applicable laws and administrative policies (including copyright and license requirements), as well as any additional security policies and procedures established by the owner of the information and the agency Information Security Officer; and 
  

3. Notifying the owner of the information and the agency Information Security Officer of any actual or attempted violations of security policies, practices and procedures. 

4845     IT SECURITY REPORTING REQUIREMENTS  
(Revised 6/04) 

1. Agency Operational Recovery Plan-As noted in SAM Section 4843.1, each 
a. Operational Recovery Coordinator – The director of each agency must certify that the agency is in compliance with the minimum requirements of the Agency Operational Recovery Plan (ORP) as outlined in SAM Section 4843.1.  Each agency must designate an Operational Recovery Coordinator to represent the agency in the event of a disaster or other event resulting in the severe loss of IT systems capability. See SAM Section 4841.1.
  

b. Operation Recovery Plan Certification – If there are no changes to the agency's Operational Recovery Plan that is currently on file with Finance, the agency director or the director's designee may submit an Operational Recovery Plan Certification (SIMM Section 70) in lieu of the ORP. An agency can only submit an Operational Recovery Plan Certification if the agency has a current ORP from the previous year on file with Finance. 
  

2. Incidents - Agency management must promptly investigate incidents involving the unauthorized or accidental modification, destruction, disclosure, loss, or access to automated files and databases, as well as incidents involving loss, damage, or misuse of information assets. 
  

a. Notifications - Departments shall immediately notify the California Highway Patrol (CHP) upon discovery of all IT security incidents and computer related crimes.  This includes, but is not limited to, any one or more of the following:

(1)  Any reportable incident as described in 2.b,
(2)  Any incident that may include the acquisition of protected information (name plus one or more of the following:  Social Security number, driver's license or state ID card number, financial account numbers),
(3)  Any unsuccessful virus attack that requires 20 hours or more of staff time to manage. 
  

b. Reports - Each agency having ownership responsibility for information (SAM Section 4841.4) must complete a Security Incident Report (SIMM Section 140).  The report, signed by the agency director and Information Security Officer, must be submitted to the Department of Finance within ten working days of the agency's becoming aware of an incident involving one or more of the following: 
  

1. Unauthorized intentional release, modification, or destruction of confidential or sensitive information or the theft of such information, including information stolen in conjunction with the theft of a computer or data storage device; 
  

2. Use of a state information asset in commission of a crime;
  

3. Tampering, interference, damage, or unauthorized access to computer data and computer systems as described in the Comprehensive Computer Data Access and Fraud Act.  This includes, but is not limited to successful virus attacks, web site defacements, and denial of service attacks.  See Penal Code Section 502; 
  

4. Intentional non-compliance by the custodian of information with his/her responsibilities as defined in SAM Section 4841.6; or 
  

5. Damage or destruction of state information assets, as defined in SAM Section 4840.4, or the theft of such assets, where the cost of repair or replacement, including staff time, exceeds $2000.
  

Finance may require that the agency provide additional information in conjunction with its assessment of the incident.
  

3. Risk Management Certification - Annual Certification-By January 31 of each year, or as instructed by Finance, the director of each agency must certify that the agency is in compliance with state policy governing information technology risk management by submitting the Risk Management Certification (SIMM Section 70).  See SAM Section 4842.
  

4. Department Designation Letter- Annual Certification - By January 31 of each year or as instructed by Finance.  In compliance with the requirement of SAM Section 4841.1 and SAM Section 4845, the director of each agency must certify and provide the name, title, business address, IMS code, email address, and telephone number of the agency's Information Security Officer and/or the Operational Recovery Coordinator on the form specified in SIMM Section 70.  Upon the designation of a new ISO and/or Operational Recovery Coordinator, the agency is required to submit an updated Department Designation Letter (SIMM 70) to Finance within ten working days.

In addition, known instances in which personal information has been distributed by the agency or obtained by any person in a manner not in accordance with law (Information Practices Act and the California Public Records Act) require reporting to the Department of Finance. (See the Information Practices Act, Civil Code Section 1798.3 for a definition of "personal information," and Section 1798.10 for specific reporting requirements.)
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