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SUPPLEMENTAL SECURITY INCIDENT REPORT FORM
Covered entity State departments are instructed to complete and submit this form to CalOHI within 10 business days of becoming aware of an incident involving the attempted or successful unauthorized access, use, disclosure, modification, or destruction of information or interference with system operations in an information system containing electronic protected health information (EPHI)
.  Departments must also submit a copy of the written report, SIMM 140b, sent to the State ISO Office.  
	Agency:
	     

	Information Security  Officer:
	     

	Telephone Number:
	     

	Fax Number:
	     
	E-mail Address:
	     



	Date Incident Occurred:
	     
	Time Incident Occurred:
	     


	Actions Taken to Mitigate Harm:  (To individuals whose data is breached)

	     


	Does your department have a security awareness training program in place which all staff attends?


	[image: image1.wmf]Yes

           [image: image2.wmf]No



	Are you aware if a complaint to Centers for Medicare and Medicaid Services (CMS) related to this incident has been made?

If yes, provide a copy of the complaint to CalOHI. 


	[image: image3.wmf]Yes

           [image: image4.wmf]No



	Does your department have a HIPAA Sanction Policy in place?  
	[image: image5.wmf]Yes

            [image: image6.wmf]No




	Check the HIPAA Security policies and procedures, mechanisms and controls your department has in place that are related to this incident:
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[image: image11.wmf]Information System Activity Review


[image: image12.wmf]Assigned Security Official


[image: image13.wmf]Workforce Security



[image: image14.wmf]Authorization and/or Supervision


[image: image15.wmf]Workforce Clearance Procedures


[image: image16.wmf]Termination Procedures 


[image: image17.wmf]Information Access Management



[image: image18.wmf]Isolating Health Care Clearinghouse 

Functions
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[image: image21.wmf]Security Incident Procedures



[image: image22.wmf]Response and Reporting
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[image: image25.wmf]Disaster Recovery Plan



[image: image26.wmf]Emergency Mode Operation Plan



[image: image27.wmf]Testing and Revision Procedures



[image: image28.wmf]Application and Data Criticality Analysis
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	[image: image30.wmf]Facility Access Controls



[image: image31.wmf]Contingency Operations



[image: image32.wmf]Facility Security Plan



[image: image33.wmf]Access Control and Validation Procedures
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[image: image37.wmf]Device and Media Controls
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[image: image41.wmf]Data Backup and Storage
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[image: image44.wmf]Emergency Access Procedures
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[image: image46.wmf]Encryption and Decryption
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[image: image49.wmf]Mechanism to Authenticate Electronic 

Protected Health Information
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[image: image51.wmf]Transmission Security
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	Prepared by:
	     
	Date Prepared:
	     

	Title:
	     
	Telephone Number:
	     

	E-mail Address:
	     
	Fax Number:
	     


SIGNATURES

	Signature:

	
	Date:      

	Information Security Officer Name:  (Please Print)
     
	
	


	Signature:
	
	Date:      

	Director Name:  (Please Print)
     
	
	


Submit the completed form to: 
California Office of HIPAA Implementation (CalOHI)

Attention:  Chief Information Officer
1600 9th Street, Room 460

Sacramento, CA  95814

(916) 654-2660

Fax (916) 653-9588

cschmoec@ohi.ca.gov

� Electronic Protected Health Information means information that comes within paragraph (1)(i) or (1)(ii) of the definition of protected health information.  Protected Health Information means individually identifiable health information … (1)(i) Transmitted by electronic media; (ii) Maintained in electronic media; or (iii) Transmitted or maintained in an other form or medium … [45 CFR § 160.103]  
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