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	Title:

Security Incident Reporting
	Number: 

PM 2006-77

	Subject:

State Department Security Incident Identification, Response, Mitigation, and Documentation
	Issue Date:

March 29, 2006

	Reference(s):  

CalOHI Policy Memoranda 2005-40, 2005-43, 2005-54 through 2005-63, Budget Letter 05-32, State Administrative Manual § 4845, Statewide Information Management Manual  (SIMM) 140b. 
	Expiration Date:

N/A


	PURPOSE
	To instruct any State department that is a covered entity or a business associate of a covered entity department to complete and submit the HIPAA Supplemental Security Incident Report form to CalOHI within 10 business days of becoming aware of an incident involving the attempted or successful unauthorized access, use, disclosure, modification, or destruction of information or interference with system operations in an information system containing electronic protected health information (EPHI)
.  A copy of the written report,



	
	Statewide Information Management Manual (SIMM) Form 140b, that is submitted to the State ISO Office must also be included with the CalOHI Supplemental Security Incident Report form.




	BACKGROUND


	The HIPAA Security Rule requires that each covered entity implement polices and procedures to address security incidents.  Security incidents are attempted or successful unauthorized access, use, disclosure, modification; or the destruction of information or the interference with system operations in an information system.  The Rule includes the required response and reporting implementation specification that calls for covered entities to identify and respond to suspected or known security incidents, mitigate the harmful effects of known incidents, and to document security incidents and their outcomes.  [45 C.F.R. § 164.308(6)(i)-(ii)]  
For additional information regarding the HIPAA Security Incident standard, refer to CalOHI Policy Memorandum 2005-64.  



	ACTION
	In accordance with the HIPAA Security Rule, covered entities are required to identify and respond to suspected or known security incidents and to document security incidents and their outcomes.  State departments that are business associates of a covered entity department should also be aware of applicable HIPAA Security guidelines.  

Both covered entity and business associate State departments must notify CalOHI using the Supplemental Security Incident Report Form (Exhibit 1) within 10 business days of becoming aware of an incident in addition to providing a copy of the written report, SIMM 140b, provided to the State ISO Office.  This should be done in conjunction with reporting requirements as outlined in the State Administrative Manual § 4845.  

The CalOHI Supplemental Security Incident Report Form collects HIPAA-specific information that is not included in the SIMM 140b form.  If a State department has an incident but is unclear whether it falls under the HIPAA Security requirements, they should contact CalOHI immediately.  CalOHI will work with the department to determine the appropriate reporting procedures.




	
	The HIPAA Security rule does not require covered entities to notify patients in the event of a breach; however, in some instances State law does require it.  The California Office of Privacy Protection recommends notifying those affected by a breach nonetheless.
  



	RESOURCE AVAILABILITY
	The exhibits and previous policy memoranda are available on the CalOHI website at CalOHI - Security.  The federal HIPAA Security Rule may be found at  www.cms.hhs.gov/hipaa/hipaa2/.




	CONTACT


	If you need more information or have questions, please contact:

Christine Schmoeckel

California Office of HIPAA Implementation

1600 Ninth Street, Room 460

Sacramento, CA  95814

(916) 654-2660

cschmoec@ohi.ca.gov



Original Signed By:







BURT R. COHEN


Director



California Office of HIPAA Implementation

Attachments:

Exhibit 1, CalOHI Supplemental Security Incident Report Form





Exhibit 2, Background Document 

cc:  
HIPAA Steering Committee Members


Bob Sands, Department of Finance


Tony Mader, Department of Finance










� Electronic Protected Health Information means information that comes within paragraph (1)(i) or (1)(ii) of the definition of protected health information.  Protected Health Information means individually identifiable health information … (1)(i) Transmitted by electronic media; (ii) Maintained in electronic media; or (iii) Transmitted or maintained in an other form or medium … [45 CFR § 160.103]  


� Joanne McNabb, “Recommended Practices on Notification of Security Breach Involving Personal Information,” October 10, 2003 <� HYPERLINK "http://privacyprotection.ca.gov/recommendations/secbreach.pdf" ��http://privacyprotection.ca.gov/recommendations/secbreach.pdf�>
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