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	Health and Human Services Agency

California Office of Health Information Integrity


POLICY MEMORANDUM

TO:  

Department Chief Deputy Directors
Department Information Security Officers
FROM:
CALIFORNIA OFFICE OF HEALTH INFORMATION INTEGRITY (CalOHII)

	Title:

Interim Final Rule:  Breach Notification for Unsecured Protected Health Information
	Number: 

PM 2009-82

	Subject:

HIPAA Privacy and Security Rule
	Issue Date:
September 1, 2009

	Reference(s): 
45 CFR Parts 160 and 164:  HIPAA Breach Notification for Unsecured Protected Health Information; Interim Final Rule
	Expiration Date:

N/A

	PURPOSE
	The purpose of this policy memorandum is to describe the process that state departments can submit comments to the August 24, 2009 Interim Federal Rule on Breach Notification.   



	BACKGROUND


	On August 24, 2009, the Department of Health and Human Services (DHHS) released an interim final rule requiring health care providers and other HIPAA covered entities to notify affected individuals following a breach of unsecured protected health information.  The HHS interim final regulations are effective 30 days after publication in the Federal Register and include a 60-day public comment period.  CalOHII is statutorily responsible for coordinating any state department input to the HIPAA federal rule making process.
The interim regulations require covered entities to promptly notify affected individuals, the Secretary of the DHHS, and in some cases, the media, of a breach.  Smaller breaches may be reported to the Secretary on an annual basis.  The regulations also require business associates of covered entities to notify the covered entity of breaches at or by the business associate.  The regulations were developed after considering public comment received in response to an April 2009 request for information and after close consultation with the Federal Trade Commission (FTC), which has issued companion breach notification regulations that apply to vendors of personal health records and certain others not covered by HIPAA.

To determine when information is “unsecured” and notification is required by the DHHS and FTC rules, HHS is also issuing in the same document as the regulation an update to its guidance specifying encryption and destruction as the technologies and methodologies that render protected health information unusable, unreadable, or indecipherable to unauthorized individuals.  Entities subject to the DHHS and FTC regulations that secure health information as specified by the guidance through encryption or destruction are relieved from having to notify in the event of a breach of such information.  This guidance will be updated annually.

 


	ACTION
	The following timetable reflects the challenges of a short comment period, however, with collaboration among state impacted departments and CalOHII, comments on the NPRM will be completed by the due date of October 23, 2009:

Responsibility
Process

Deadline
Each state department
Effective date of interim final rule.
9/23/2009
Each state department
Analysis of interim final rule shall be developed submitted to CalOHII.  Analysis should:

1) Identify significant issues;

2) Explain how the interim final rule will affect your department and/or California; and
3) Distinguish policy and technical topics as appropriate.  
10/9/2009
CalOHII
Finalize comments package and submit to DHHS.

10/23/2009


	
	


	RESOURCE AVAILABILITY
	The proposed federal rules may be accessed through the following link:

http://www.hhs.gov/ocr/privacy/ 


	CONTACT


	If you need more information or have questions, please contact:

Eric Morikawa
California Office of Health Information Integrity
1600 Ninth Street, Room 460

Sacramento, CA  95814

(916) 651-6905
emorikaw@ohi.ca.gov









ALEX KAM

Interim Director



California Office of Health Information Integrity
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